MunrcTepcTBO HH(POBOTO Pa3sBUTHUS, CBA3M M MacCOBBIX KOMMYHHUKaIwmi Poccuiickoit demeparuu

®DenepainpHOE roCy 1apCTBEHHOE OFOKETHOE 00pa3oBaTeIbHOE YIPEIKICHUE BICIIEro 06pa3oBaHus

«CHOHpCKHiA TOCY JapCTBEHHBIN YHUBEPCHTET TEACKOMMYHHKAIHMA 1 HHPopMaTukmy (Cubdl Y TH)
YpanbCckuii TEXHUUECKHUI HHCTUTYT CBSI3H U HH(pOpMaTUKH (pumman) B r. ExatepunOypre

(YpTUCH Cu6T'YTH)
YTBEPXJIAIO
aupexrop YpTHCH Cubl VTH
U o Lo ‘%ma E.A-
C:.;‘“""ww 7 »,/ 2025 T.

OLIEHOYHBIE CPEJICTBA TEKYIIETO
KOHTPOJISI 1 IPOMEXKYTOYHOMN
ATTECTALIUN

MO TUCIUTLINHE

51.0.22 OcHoBbI HHMOPMAIIMOHHOH 6€30MACHOCTH
Hampasnenue noarotoBk / cnequaibHOCTh: 11.03.02 «UHGpoKOMMYHHKAIIHOHHbIE
TeXHOJIOTHH H CHCTEMbI CBSI3H
HanpasneHHocTs (mpoduiis) /crienpanuzaius: IiporpaMMupoBaHue U
AIMHMHHCTPHPOBAHHE CHCTEM CBSI3H
®opma o0ydeHHs: OUHAs

"o Habopa: 2026

PazpaGotauk (-u):

CTapIIMi MperoiaBaTelib /A E. KameHckoB/

K.T.H. JOLICHT /I1.B. Kycaiikun/

.

A A3
OlLEHOYHBIE CPENCTBA OGCYKICHBI M YTBEPKIEHBI HA 3acefaHuu MHPOPMAIMOHHBIX CHCTEM H
texHognorui (UCT)
TTpotokon ot 27.11.2025 r. Ne 3 WN,(’
3aBeyiommii Kadeapol _——<=xz>""""" | ]I 1. BypymGacs/

MOOITUCH

ExarepunOypr, 2025



MunucTepcTBO HUGPOBOTO Pa3BUTHSA, CBSI3U M MACCOBBIX KOMMYyHHKaluid Poccuiickoit deneparuu
denepanbHOE rocy1apcTBEHHOE OI0PKETHOE 00pa30BaTEIbHOE YUPEXKIEHHE BBICILIET0 00pa30BaHUs
«Culupckuii TocyJapCTBEHHBIM YHUBEPCUTET TeIeKOMMYHUKauil u uapopmatukm» (Cubl'YTHN)
YpanbCkuii TEXHUYECKUNA HHCTUTYT CBSI3M B MH(popMaTuku (punmain) B r. EkatepunOypre
(YpTUCH Cubl'YTIN)

VTBEPXJIALIO

mupextop YpTUCHU Cubl'YTU
Mununa E.A.

« » 2025 T.

OLUEHOYHBIE CPEJACTBA TEKYHIIEI'O
KOHTPOJISA U IPOMEXYTOYHOHN
ATTECTAIINU

MO JUCUMILINHE

b1.0.22 OcHoBbI HHPOPMALMOHHON 0€30MIaCHOCTH
Hanpasnenue noarorosku / cnenuanbHocTh: 11.03.02 « MHpoOKOMMYHUKATIMOHHBbIE

TEXHOJIOTHU U CHCTEMBI CBSI3U»

Hanpasnennocts (mpoduis) /cnenuanuzanus: [l porpaMmmupoBanue n
aMUHUCTPUPOBAHUE CUCTEM CBSI3H

dopma 00ydeHUs: OUHAs

I'on HaGopa: 2026

Pazpaboruuk (-u):

CTapIUi MpernoaaBaTeb /A.E. KameHckoB/
IIOAIINCH

K.T.H. JIOLEHT /I1.B. Kycaiikun/
MHOIIHCH

OueHo4HbIE cpeAcTBAa OOCYXXICHBI W YTBEPXKICHBI HAa 3acelaHUd WH()OPMAIMOHHBIX CHCTEM U
texnonoruit (UCT)

[Ipotokom ot 27.11.2025 1. Ne 3

3aBenyrouuii kadeapoii / A.W. Bypymbaes/

MMOITHNCH

ExarepunOypr, 2025



1. HepequL KOMIIeTeHIHI 1 HHAUKATOPOB UX JOCTUKCHUSA

[Iporiecc M3yueHMs AUCIMIUIMHBI HAIIPaBjIcH Ha (P OPMHUPOBAHUE CACAYIOIIMX KOMIICTCHIIMH:

Kox n HanmeHoBanue [IpenmecTBytomue 3Tamnbl
Kox nu Haumenosanue
KOMITETEHIIIH HHIMKATOPA OCTHKCHHUS Oran (c ykazanuem
KOMIIETEHIIAI JIACIIUILTNH/TIPAKTHK )
OIIK-3 Cnocoben OIIK-3.3 Ymeer pemath
NPUMEHSTh METOIBI 3aJjauu aHaJu3a,
MOWCKA, XPAHCHUS, 00pabOTKH JTaHHBIX C
00paboTKH, aHaJH3a U MTOMOIIIEI0 COBPEMEHHBIX
MIPEJICTABJICHHUS B CpencTB UG poBOit
TpedyemoM (hopmate BBIYUCITMTEIILHON
uH(pOpMaInU U3 TEXHUKH, UX i i
Pa3INYHBIX UCTOYHUKOB | MPEJCTABIICHHS B
u 0a3 naHHBIX, coOmonas | Tpedyemom hopmare,
IIPU ATOM OCHOBHBIC coOIro1ast TP ATOM
TpeOoBaHUS OCHOBHBIE TpeOOBaHUS
nH()OpMaAITMOHHOM nH(pOpMaAITMOHHOM
6e30macHOCTH 0e30MmacHOCTH
dopma IpOMEKYTOUHOW aTTECTAIMHU TI0 JUCIUILTUHE — 3a4eT
2. lMoka3aTeu, KpUTEPHUH U HIKAJIBI OIleHUBAHUS KOMIETEHIIUIA
2.1 [Toka3zaTenem oleHUBaHHS KOMIIETECHIMN HA 3Tane UX (OPMHUPOBAHUS NMPU HW3YUECHUH

JUCIHUILIMHBI SABJISICTCA YPOBCHDL UX OCBOCHH.

Nupukarop ocBoeHus
KOMIIETEeHIHU

IToka3aTeib OLIECHUBAHUA

Kpurepuii ouennBanus

OIIK-3.3 Ymeer pemath
3aJja4uM aHAJIH3a,
00pabOTKH JaHHBIX C
MTOMOII[HIO COBPEMEHHBIX
cpenctB udpoBoit
BBIUMCITUTEIIBHON
TEXHHUKH, UX
MIPEJICTABJICHHUS B
TpedyemoM (opmare,
co0uo1as IpU 3TOM
OCHOBHBIEC TPEOOBaHUS
MH(POPMALIMOHHOM
0e30MmacHOCTH

VYmeer pemars  3amayu
aHam3a, 00paboTKH
JaHHBIX € IOMOIIBIO
COBPEMEHHBIX CpE/CTB
udpoBoit

BBIYHCIIMTEILHON TCXHUKH,

UX  MPEICTABICHHS
TpedyeMoM

OCHOBHBIC
nH()OpPMAITMOHHON
0€30MacHOCTH

¢dopmare,
cobmomass  Opd  ITOM
TpeOoBaHUS

CBobomHO yMEEeT pelaTh 3a/1a4i aHaIu3a,

00pabOTKM  JaHHBIX C  I[OMOIIKIO
COBPEMEHHBIX  CpPEACTB  IUPpPOBOU
BBIUUCIIUTEIILHOU TEXHUKH, ux
npeacTaBiIeHus B TpeOyemoM dopmare,
coOmromasi MpU  ITOM  OCHOBHBIC
TpeOOBaHUS nH(DOpMaAITMOHHON
0e3omacHoCTH

[IIxana oneHuBaHus.

3auer

MIxana oneHUBaHUSA

KpuTtepuu ouneHkn

«3a4€T»

Ha 9K3aMCHAIITMOHHBIC BOIIPOCHI JaHbI IOJHBIC apTyYMCHTUPOBAHHLIC
OTBETEHI. CryneHT JEMOHCTPHUPYET c(hOpMHUPOBAHHOCTh
AUCHHUIUIMHAPHBIX KOMHCTGHHHﬁ Ha HUTOTOBOM YPOBHE,
oOHapyXKUBAeT BCECTOPOHHEE, CUCTEMATHYECKOE U TITyOOKOE 3HAHHE
y4eOHOro Marepualia M0 TEeMAaTHUKe: KOMIUIEKCHBIM TOaX0d K
obecneyeHHI0 MHGOPMAIMOHHOW  O€30IAaCHOCTH, 3allluTa  OT




HECaHKIIMOHUPOBAHHOTO JOCTYIAa K HH(POPMAIIMHA B KOMITBIOTEPHBIX
CUCTeMax, KpunTorpaduueckue MeTOoAbl 3alluThl HHOpMaIuwy,
3alUTa OT BPEIOHOCHBIX mporpamMMm. CTYyIEHT yCBOWJ OCHOBHYIO
JUTEpaTypy Y 3HAKOM C  JIONOJHUTEIBLHOW  JIMTEPATypOH,
PEKOMEHI0BaHHOM pOrpamMMoi, cBOOOTHO omnepupyeT
MPUOOPETEHHBIMU 3HAHUSMHU, YMEHHUSIMHU, TPUMEHSET HUX MpHU
BBINOJHECHHUH 33]IaHU.

CtyaeHT JeMOHCTpUpyeT Cc(HOPMHPOBAHHOCTh AMCHUILTMHAPHBIX
KOMIIETCHIIMM Ha YpPOBHE HIKE IOPOrOBOro, IPOSBIISIETCS
HEJOCTATOYHOCTh 3HAaHMW. JlMCUMIUIMHApHBIE KOMIIETEHLIMM HE
chopmupoBanbl. [IposiBIsieTcs TOJIHOE WU MPAKTUYECKH TIOJTHOE
OTCYTCTBHE 3HAHUW 10 T€MaM JHCLUUIUIMHBI, OTCYTCTBYIOT HaBBIKH
pelIeHus 3a1ay.

«HE3a4YET»

3. MeToauueckne MaTePUAJIbI, ONIpeIe/AI0NIHe MPOLeAyPbl OLeHMBAHUS MO TUCHHUILIHHE

3.1. B xoae peaju3anuu JUCHUIUIMHBI HMCHOJIBL3YIOTCS cieaywmue (GopMbl U MeTOAbI
TeKYIIero KOHTPOJIst

Tema u/miau pasaed DopMbI/METOIbI TEKYLIET0
KOHTPO.ISI YCIIEeBAeMOCTH
OIIK-3.3 Ymeer pemiath 3a7a4l aHaiInu3a, 00padOTKU JaHHBIX C TOMOIIBI0 COBPEMEHHBIX CPE/ICTB
u(POBOI BBIUMUCITUTEILHOW TEXHUKH, UX MPEACTABICHUS B TpeOyeMoM dopmate, cobIro1as mpu
TOM OCHOBHBIE TPEeOOBaHMS HHPOPMAIIMOHHON 0€30IMaCHOCTH
KomrnekcHslii moaxo/ Kk o0ecrnedeHno HHpOpMamoOHHOM! Jlekrms
0€30MacHOCTH
3amuTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(GOpMaIUU B Jlexrus
KOMITBIOTEPHBIX CUCTEMAX
Kpunrorpaduueckre MeTo bl 3aIIUTH HHOOPMALIUU Jlekrmst
3amuTa OT BPEIOHOCHBIX IPOTrpamMm Jlekius

3anyra “HGOPMALMH C TOMOILBIO apOoJIs TlpakTirieckoe 3ansTie

Peanuzanus cereBol CErMEeHTAlMM M HACTPOMKAa MEXCETeBOro | IIpakTudeckoe 3aHATHE
JKpaHa

VcerneioBaHue  yS3BUMOCTEil CETEBBIX CIyk0 Ha mpumepe | [IPAKTHYECKOE 3aHATHE

OWASP Mutillidae u Metasploitable

3.2. TunoBbie MaTeprabl TEKYIIEr0 KOHTPOJISI YCIIEBAEeMOCTH 00y4al0IuXCs

OIIK-3 Cnnoco0eH NpuMeHsITh MeTOAbI IOMCKA, XPAHEHHSI, 00Pa00TKH, AaHAJIN3A U NIPEACTABJICHHUS
B TpedyemoM ¢opMaTe nHGOpMAIIUN U3 PA3JIUYHBIX HCTOYHUKOB U 023 JaHHBIX, CO0II0Aasi TPH
3TOM OCHOBHbIE TPeOOBAHUA NHPOPMALMOHHOM 0€30MACHOCTH

[Ipumep 3a1aHusl HA IPAKTUYECKOE 3aHATHE

IIpakTnyeckoe 3ansaTue 1
3amuTa uHpoOpMALNH C TOMOIIBIO APOJIs

1. Ilean padoThbIi:
1.1. MccnenoBate 3aiUTy JAHHBIX C IPUMEHEHUEM HapoJIs.
1.2. UccnenoBaTh METOABI IPOTUBOJICHCTBUS aTaKkaM Ha MapoJib.



2. Bompocsl qomycka:

2.1
2.2.
2.3.
2.4.

Kakwue Tunbl TaHHBIX MOTYT OBITh 3aLUILEHBI TApOIeM?

Kakum 00pa3oM BO3MOKHO 3alUTUTh ApOJIEM JaHHbIE JH0O0ro THmna?

Kakue u3 cymiectByromux (popMaToB CHKaTHs MOAICPKHUBAIOT MAPOJIbHYIO 3aIUTY?

Kakwue cymiecTByOT yTHIMTHI 1715 TOAOOpa maposist K 3aluiieHHbIM apxuBam? Kakue ciocoObt
no100pa mapoJis K 3aIIUIICHHBIM apXUBaM OHH UCTIOIb3YIOT?

IMopsnok MoaAroTOBKU padoyero Mecra:

3.1.

3.2.
3.3.
3.4.
3.5.

B kagecTBe MHCTpYMEHTa MPOBEPKH OE30MACHOCTH MAPOJBHOM 3alUTHI apXUBOB B JAHHOM
pabote paccmaTtpuBaeTcs yTwiauThl hashcat B cBsaske c¢ John the Ripper coBmecTumsble ¢
Windows u Linux. [lepex BeimomHeHneM paboThl HEOOXOIUMO TOATOTOBHTH pabodee MECTO
COI'JIACHO CIIEAYIOIIEMY MOPSIKY:

Ckauats ytunuty John the Ripper

Ckauats yTunuty Hashcat

VYcranoButh HeoOxoaumoe 110 mns paboter Hashcat.

[IpoBepuTh KOPPEKTHOCTH yCTaHOBKHU 3ammyckoM hashcat.exe ¢ kimrouem -b (benchmark)

3amanue

4.1.

4.2.

4.3.

4.4.

Ucnonb3ys Hashcat npoussecTtu ataky nepedopom mno macke (-a 3) Ha 3amndpoBaHHbIN (aiin

second.rar eciM HM3BECTHO YTO MAapOJib COCTOUT W3 OJHOM CTPOYHOH JaTUHCKOW OyKBBI U

YeTbIpex HUPp.

4.1.1. C
(hopMupoBaTH XAMI-CYMMY IS 1I€JIEBOT0 apxuBa ¢ momoisto John the Ripper.

4.1.2. 3a
IyCTUTh MTOI00p MapoJIs [0 MacKe JUIs MOIyYeHHOro xema. CKpUHIIOT KOMaH/Ibl

4.1.3. IT
POBEPUTH MPABUIBHOCTh OIPEIEIEHHOIO MapoJis, pacakoBaB (ailyl 1 03HaKOMUBIIKCH C
ero coaep>KuMbIM. CKpPUHIIIOT COIEPKUMOTO.

Hcnonb3ys Hashcat mpoussectu araky 1o cioBapro (-a 0). ApXuB BEIOpaTh U3 MANKH 3a7aHUe

3 COOTBETCTBEHHO HOMEPY 1O KypHaiy. [1aposs SBIsSeTCS OCMBICIIEHHBIM CIIOBOM aHTIIHICKOTO

s3b1ka. K oTdeTy mpuiioxuTh CKprHIIOT KoMaHab! Hashcat u packpeiTeiii maposs. Berson?

Hcnonb3ys Hashcat packpbITh maposib OT apXuBa UCHONB3YS OMIMIO MHKpemeHTa. [laponb

MoxeT sBiIATbcs yucioM ot 0 mo 100000000. ApxuB BbIOpaTh W3 manku 3amanue 4

COOTBETCTBEHHO HOMEpY Mo XypHany. K oTdery mpunoxuth ckpuHmot komauasl Hashcat u

PACKpPBITHIN NapoJib.

3Has (aKTUYECKYIO JUIMHY Mapoiisi MOBTOPUTH aTaky B peXHUME aTaku 1o Macke. CpaBHUTH

pa3HUIly BO BPEMEHH /IS CJIy4aeB aTaku B peKUME HHKPEMEHTA U aTake PU U3BECTHOU JJIMHE

napois, ciaenaTh  BBIBOA O  CYIIECTBEHHOCTH/HECYIIECTBEHHOCTH  W3MEHEHHUS

MIPOJOJIKUTEIbHOCTH aTaKH.

TpeOGoBanus k oTuery:

5.1.
5.2.
5.3.
5.4.
5.5.

Bremonnenue T[!C6OBaHI/II>'I O!l!O[ZMJ’IeHI/IH

OTBeThI Ha BONPOCHI AOIyCKa

CKpHUHILIOTBI OCHOBHBIX 3TaloOB BBITOJHEHUS 3aJaHUS.

BriBoip1 10 pabore / myHKTaM. BBIBOABI TOIKHBI OBITH pPa3yMHBIMHU U TOHATHBIMU
CriocoOHOCTB CTyAIeHTa OOBACHUTD HAIIMCAaHHOE B JIFOOOH 4acTH OTYeTa

3.3. TunoBbie MaTepuaJIbl 1JI5 POBeAEHNUsI MPOMEKYTOUHOM aTTEeCTAUMN 00Y4al0IUXCH
Tunossie BOIIPOCHI 1 3aIaHUA K 9K3aMCHY:


https://hackware.ru/?p=4830
https://hackware.ru/?p=4830
https://hackware.ru/?p=4830
https://ist.uisi.ru/digital-department/pravila-oformleniya-rabot/

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Packpoiite monarue "uHdopmannonHas 6e3onmacHocTh". B yem pasHHIIa MEXIY HOHATHIMH
"KoH(puACHIMATHHOCT", "1Ier1ocTHOCTE" U "noctynHOCTh" (Tprana CIA)? [IpuBenute mpuMepsl
HapyILIECHUs KaXJ0r0 U3 CBOMCTB.

Haiite onpenenenue nousatuam "aktus", "yrpoza", "yszsumocTts" u "puck" B koHTekcte Mb.
KakoBa B3auMOCBsI3b MEXKIAY HUMU?

Onumure OCHOBHBIE ATAIbI IPOLEcca YIPaBiIeHUs pUCKaMy HH()OpMALIMOHHONW 0€3011acHOCTH.
B uem pa3HuIIa MeXy KaYECTBEHHON M KOJMYECTBEHHOM OLIEHKON pUCKOB?

Kakue cymiectBytoT cTparernn o0O0pabOTKH pPHUCKOB (YKJIOHEHHE, CHUXKEHHE, Iepeaya,
npussTHE)? B Kakux ciiydasx NpUMEHsAeTCs KaKaas U3 HUX?

Uro Takoe nmonuTHKa nHpopMannoHHON OezomacHocTu? Kakue ypoBHHM JTOKYMEHTOB OOBIYHO
BXOJAT B KOMIUIEKT JoKyMeHTauuu no b opranuzanun?

Jliis gero HykHbI cTaHaapThl U cnenudukanuu B odnactu Ub (ISO/IEC 27000, TOCT P 57580,
cragaaptel @CTOK)? UeM cTanmapTsl OTIAMYAIOTCA OT 3aKOHOB?

Kakue ocHOBHBIE 3aKkoHOAATENbHBIE akThl P® perymupyrT OTHOIIEHHS B 00JacTu
uHpopMannoHHo Oe3omacHocTu? (Ha3oBuTe M KpaTKO OXapakTepu3ylWTe HE MeHee JBYX,
Hanpumep, ®3 "O mnepconanpHbIx AaHHBIX" M "OO6 wuHpopManuu, HHPOPMAIMOHHBIX
TEXHOJIOTHSX U O 3aIuTe uHpopmauu").

Uro takoe Cucrema MeHekMeHTa HMHpopmanuoHHoil 6e3omacHoctu (CMUB)? O6bsicuure
cyTb nponeccHoro noaxona u nukina PDCA (Plan-Do-Check-Act) B kontekcte CMUB.

Uto 03HaYaeT MPUHIMI KOMIUIEKCHOTO 1mojxoaa K obecrneuenuto MB? Tlouemy HemocTaTouHO
HCII0JIb30BaTh TOJBKO TEXHUYECKUE CPEACTBA 3aILUTHI?

Kakue BuIBI OTBETCTBEHHOCTH (AMCLUMIUIMHApPHAS, aJMUHUCTpATHUBHAs, YTOJIOBHAs)
NPEeJyCMOTpPEHbl 3a HapylleHus B cepe uHPopMannoHHON Oe3omacHocTH? IlpuBenure
MIPUMEPBHI.

JlaiiTe omnpenesneHue TUCKPELMOHHOM (MaHIAaTHOM, poJIeBOM) MOJENTH YIPABICHHUS JOCTYIIOM.
B uem ux npuHIMIIUATbHBIE OTANYNA?

Packpoiite conepxanue yetbipex 3tanoB mojenu [AAA: Unentuduxanus, AyTeHTUDHUKAINS,
ABTOopu3anus, AyIunT.

[lepeuncnure OCHOBHBIE (PaKTOPHI (METO/IbI) ayTeHTU(UKALUH (TO, YTO MBI 3HAEM, UMEEM, YEM
sBigeMcs). [IpuBenuTe npumMepsl U CpaBHUTE UX HAJIEKHOCTb.

Jlns yero HykHbl MekceTeBble 3KpaHbl (Firewalls)? OObscHuTe npuUHIUNBI (QUIBTpALUU
Tpaduka Ha OCHOBE TIOPTOB M MPOTOKOJIOB (CTATUCTUYECKUI aHAIH3).

Yro takoe cermeHTanus cetu? Kakue 1enu mnpecienyer pas3/ieleHue KOPIopaTUBHON CeTH Ha
VLAN's! un u3onupoBanHblie nojcetu? Kak cermenTanus momoraer caepkarh ataky?

Kakue ocHOBHbIE Mepbl HEOOXOOUMO TNPEANPHUHATH A obecredeHuss Oe30macHOCTH
ornepannonHoi cucreMsl (Windows mimm Linux) nocine ee ycranoBku? (OOHOBICHHUS, TIOTUTHKA
napoJiei, OTKJIFOUeHHE HEHY KHBIX CITyK0 U T.11.).

Uro Takoe NpUBUIIETUH N10JIH30BATENS U IPUHLIUIT MUHUMaJIbHBIX puBuiieruii (PoLP)? Ilouemy
OI1acHO paboTaTh B CUCTEME C IIpaBaMU aJIMUHUCTpaTOpa’?

Kakas nadopmarus pukcupyercs B )xypHanax ayaura (Jior-gaiinax) coOsiTuii 6e30macHoCTH?
C Kako# 1eNnblo 3TH )KypHaJbl aHATU3UPYIOTCS?

Kakne cpencrBa MHKEHEPHO-TEXHUYECKON 3alIMTHI WH(GOPMAIIMUA OTHOCATCS K (DU3UYECKUM
nperpajaM, a Kakue — K cpeacTBam oxpansl u HaOmoaenus (CKY J1, Buaeonadmtoaenne)?

Uro noHumaeTcs noj "HeCaHKIMOHUPOBAHHBIM jocTynoMm"? KakoBbl ocHOBHbIE kKaHaybl HCJI
K HH(pOpMalUU B KOMITBIOTEPHOM cucteme?

JlaiiTe  ompeneneHUsi OCHOBHBIM  KPUNTOTPAaQUUECKUM MPUMHUTUBAM: IIU(pOBaHHE,
XeLIPOBaHUE, JEKTPOHHAs noAnuck. Kakyro 3anady pemaer Kaxabiii U3 Hux?

B dem 3akimoyaicss OCHOBHOM HEIOCTATOK Kiiaccudyeckux mmdpor (Hanpumep, mudpa Lezaps
unu BrukeHnepa) o cpaBHEHHIO ¢ COBPEMEHHBIMU allrOpUTMamMu?

Onwummre NpuHIKUNI paboThl CKMMETPHYHOTO MK(poBaHus. B 4eM ero riaBHoOe MpenMyIecTBO
U TJIaBHBIM HEAOCTATOK (MpobsieMa pacpoCTpaHeHHs Kiltoueit)?



24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

Onummre npUHUMO PabOTBl  acCUMMETpHUYHOro mHudpoBaHusa. Jns pemieHus Kakou
(dbyHIaMeHTaIBHOM MPoOIeMbl KpuniTorpadun ObUTH CO3/IaHbI 3TH CUCTEMBI?

CpaBHHUTE CUMMETPUYHBIE U ACUMMETPHUYHBIE KPUIITOCUCTEMBI IO CKOPOCTU PabOTHI, JIMHE
KJIF04a U 00J1acTH MMPUMEHEHHUs (T/I€ YTO JIy4Ille UCIIOJIb30BaTh?).

Kakue cymecTBytoT OCHOBHBIE MPOOJIEMBbI IPU YIPABICHUU KPUNTOTrPaGUUECKUMH KIIFOYaMH
(reHepanus, XpaHeHUE, paCIPOCTPaHEHUE, YHUUTOKEHHE)?

Uro Ttakoe uHppacTpykTypa OTKpHITHIX Kitouer (PKI)? M3 kakuX KOMIIOHEHTOB OHa COCTOMT
(Y noctoBepstonuii IEHTp, perucTparypa, KOHEUHbIE MOIb30BaTeNH, CepTUDUKATHI)?

Uro npexcrasisger coboit mudposoit ceprudukar (Hanpumep, X.509)? Kakas unpopmanus B
HEM COJIEPKUTCS M KaKyl0 poJib UTPaeT MOANUCH Y IOCTOBEPSIOUIETo IeHTpa?

Hns gero ucnonw3yercs mpotokon SSL/TLS? Kakyro ponb oH urpaer B 0e30macHOCTH
UHTEepHeTa (Hanpumep, npu padote ¢ caittamu no HTTPS)?

I'ne, momumo mmdpoBanust nuckos u HTTPS, npumensiercs kpuntorpadusi B MOBCEIHEBHON
*Ku3HHU? (DIEKTpOHHAS 1MoYTa, MecceHpkephl, DI B qokymeHTax, O110KYEHH).

Jaiite ompeneneHue MOHATUIO "BpeloHOCHas mnporpamma’. llepeuncinre OCHOBHBIE THIIBI
BpenoHocHoro IIO (Bupycel, uepBH, TposiHbl, MmMHOHCKoe [IO, pyTKUTBI) U KpaTKo
0XapaKTEepU3yHUTe KaKIbIA THIL.

Kax meHsuch 1enan co3aHusi BPEIOHOCHBIX MPOrpaMM OT MEPBBIX KOMITBIOTEPHBIX BUPYCOB
70 COBPEMEHHBIX Yrpo3 (OT XyJUTraHcTBa JO (PMHAHCOBOTO MOIICHHUYECTBA H
KuOepIuoHaxa)?

UYro takoe pyTkut (rootkit)? Kakue Texuuku ckpbiTis BpeaoHocHoro [10 B cucteme Bbl 3HaeTe
(MackupoBKa mporeccoB, ¢hanios, 3anucen peectpa)?

B uem pasHuna Mexay CUrHaTypHbIM (PEaKTUBHBIM) M 3BPUCTUYECKMM (IIOBEJCHUYECKUM)
MeToJlaMu OOHapy’>KEeHHs BPEIOHOCHBIX mNporpamMm? B ueM mnpeunmyiiectBa M HEAOCTaTKU
Ka)kzIoro?

Uro takoe "mecoununa" (sandbox) B KOHTEKCTe aHTUBHUPYCHOM 3amuThl? Kak oHa momoraer
o0OHapy>KUTh HeU3BeCTHOE BpeaoHocHoe [10?

Onumure OpUHLMI AEWCTBUS MporpaMM-BbiMoratened (mmdpoBanbiivkoB). Kakol Tun
KpunTorpa@uu OHU OOBIYHO HCIONB3YIOT Uisi ObicTporo mudpoBaHus (aiaoB >KepTBBI U
nouemy?

Kakue ocHOBHblE Mepbl MPO(MUIAKTUKM MO3BOJISIOT MHUHMMM3MPOBATH YIIEpO OT aTaku
IIPOrpaMMbI-BbIMOTaTeNs (pe3epBHOE KOMMPOBAHUE, CETMEHTALIMSI CETH, TPUBUIIETUU AOCTYTIA)?
[lepeuncaure OCHOBHBIE CHOCOOBI MPOHMKHOBEHUS BpeaoHocHoro IIO Ha kommbioTep
10JIb30BaTeNs (3JIEKTPOHHAS 10YTA, CbEMHBIE HOCUTEIH, 3apaXKeHHbIE CallThl, ysa3BuMocTH [10).
UYro Takoe craTuueckuil ananus BpegoHocHoro [10 u uTo MOXKHO y3HaTh O Qailie, He 3amycKas
€ro (X3IH, CTPOKU, UMIIOPTUPYEMbIE OUOINOTEKN)?

UYro Takoe JUHAMUYECKUH aHanu3 BpefoHocHoro I[10? B uem 3axiitouaercs riaaBHOE MPaBUIIO
6e3omacHocTH nipu ero nposeaernn? (VMcnoap3oBanne H30IMPOBAHHON CPEIbI/TIECOYHHMIIBI).

3.4. MeToauyeckue MaTepHaJibl NPOBEAEHHS] TEKYIIEro KOHTPOJS M TPOMEKYTOUYHOM
aTrrecTalMy 00y4YaromUXCcs

Hepequb MCTOANYCCKUX MATCpHUAJIOB I MOATOTOBKHM K TCKYWICMY KOHTPOJIIO U

HpOMCX(YTOqHOﬁ aTTCCTallun.

1.

MCTOIII/I‘-IGCKI/IG YKa3aHus 10 BBIITOJHCHHUIO IMPAKTHYCCKUX 3aHATHI TI0 JUCHUITIIINHE

«OcHoBsl nHpOpManoHHo# 6e30omacHocTH». —URL: https://aup.uisi.ru/4171753/



