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1 OBIIAA XAPAKTEPUCTHKA PABOYEM INPOT'PAMMBI
YYEBHOU JUCIIUIIJIMHBI

1.1 Iesib ¥ MeCTO AUCHUILJIMHBI B CTPYKTYpe 00pa30oBaTe/ibHOI NPOrpaMMbl

[lenp  AMCUMIIIMHBI «OcHOBBI  MH(OPMALMOHHON 0€30MacHOCTI»:
dbopMupoBaHHe Yy OOydYaromMXCs 3HAHUM M TPEACTaBICHUNA O CMBICIE, LEISIX U
3ajayax MHQOPMALMOHHONW 3alllMThl, XapaKTEPHBIX CBOMCTBaxX 3allHUIIaeMON
UHPOpMALlMM,  OCHOBHBIX  HMH(OPMALMOHHBIX  YIpo3ax,  CYIIECTBYIOIIHUX
HAIIPaBJICHUAX 3alUTHl U BO3MOYKHOCTSAX IIOCTPOEHUS MOJENIEH, CTPAaTEeruil, METOI0B
Y MpaBUJI MHPOPMALIMOHHOM 3aIllUTHI.

HucuunnuHa «OCHOBbI MH(POPMAIMOHHON 0€30MacHOCTH» SBISIETCS 00s13a-
TEIbHON YacThIO O0IIENPO(EeCCHOHAIBHOTO LIMKIJIA 00pa30BaTEIbHON MPOrpamMmbl B
cootBetrcTBUM ¢ DI'OC CIIO no cnennansuoctu 09.02.11 PazpaboTtka u ynpasiieHue
IIPOTrPaMMHBIM 00ECIIEYEHUEM.

1.2 Ilianupyemble pe3yJabTaThl 0CBOCHHS U CHUILIHHBI

[Ipu opranuzammu mpoliecca W3yYeHHUs AUCIHUIUIMHBI MPENO0IaBaTellb CO3/1aeT
o0pa3oBaTeIbHOE MPOCTPAHCTBO Il (DOPMUPOBAHUS U PA3BUTUSI Y OOyYaIOIMIUXCA
00X 1 MPoPeCCHOHATBHBIX KOMIIETCHITHI:

1.2.1 O0mme KOMITETEHIIN U

Kox OK Haumenosanue OK

BLI6I/IpaTb CII0COOBI PCUICHUA 3a1a4 HpO(i)CCCI/IOHaJ'IbHOI‘/'I ACATCIIbHOCTU IIPUMCHHUTCIIBHO
K Pa3JIMYHBIM KOHTCKCTAaM.

OK 01

Hcnonb30BaTh COBpEMEHHBIE CPEJICTBA MOMCKA, aHAJIM3a U MHTEpIpeTaluud UH(popMa-
OK 02 | uuu, u nHPOPMALIMOHHBIE TEXHOJIOTUH ISl BBITOJHEHUS 33129 MPOPECCHOHATBHON aes-
TEIbHOCTH.

[Tonb30BaThes MpOQecCHOHANBHON JOKYMEHTAIMe Ha TOCy/IapCTBEHHOM M MHOCTpaH-
HOM SI3bIKaXx.

OK 09

1.2.2 TlpodeccuoHanbHble KOMIIETCHIIMH:

Kon IIK Hanmenosanue 1K

IIK 1.1 | ITpoexkTupoBath 6a3bl JaHHBIX.

[1K 1.4 | AaMuHHCTpUPOBAThH 6a3bl JAHHBIX.

amumare vHPOpMaIKio B 6a3e JaHHBIX C UCTIOJIb30BAaHUEM TEXHOJIOTHUHU 3aIIUTHI UH-

IK 1.5
dopmanuu.

K 3.1 Cob6upath UCXOAHBIE TaHHBIE JUIsl pa3pabOTKU MPOEKTHOM TOKYMEHTalluu Ha HH(OopMa-
LIMOHHYIO CUCTEMY.

K 3.2 Pa3pabaTbiBaTh MPOEKTHYIO JOKYMEHTAIMIO Ha pa3paboTKy HHPOPMAIIMOHHON CHCTEMBI
B COOTBETCTBHH C TPEOOBAHUSIMH 3aKa34MKa.

K 3.3 PazpabartbeiBaTh MoACHUCTEMBI 0€301TaCHOCTH WH()OPMAITMOHHOW CUCTEMBI B COOTBET-
CTBUU C TEXHUYECKHUM 3aJIlaHUEM.

K 3.5 WNuTterpupoBaTh HHOOPMAIIMOHHYIO CUCTEMY € CYLIECTBYIOIIUMHU HH()OPMAIIMOHHBIMU
CHUCTEeMaMH 3aKa3yuKa.

K 3.7 Pa3pabaTpiBaTh TEXHMUYECKYIO JOKYMEHTALMIO Ha HKCIUTyaTaluio HH)OPMAITMOHHON CH-

CTCMBI.




1.2.3 B pe3yJsbTare OCBOCHUS JUCHUIUIMHBI 00YUYarOIIUICS JTIOJDKEH:

Kon Bnanets
OK, IIK Ymers 3uars HaBBIKAMH
OK 0l | —pacro3HaBaTh 3amauy W/WIH | — aKTYalbHBIH  MPO(ECCHOHAND-

npobiieMy B Tpo()eCCHOHANb- | HBIM M CONMATBHBIA KOHTEKCT, B
HOM W/WJIN COLMAJILHOM KOH- | KOTOPOM IPUXOAMTCSA paboTaTh
TEKCTe; aHAJTU3UPOBaTh 3aJa- | W JKUTh; OCHOBHBIE HMCTOYHHUKH
qy u/win npobiaemy U BblAe- | HMHGOpMAMM U pecypehl Ui
JATh €€ COCTaBHBIE 4YAaCTH; | peIIeHUs 3ahad W MpodieM B
OIpPENeNIATh JTaNbl PEHIeHUs | HPOoPECCHOHATBLHOM H/WIN CO-
3a/a4n; BBIBIATH U 3Ddek- [MUAJIbHOM KOHTEKCTE;
THUBHO MCKaTh MH(OPMAILMIO, | — aITOPUTMBI BHINOJHEHHS PadoT
HEOOXOIUMYI0 Ul pELIEHUs | B npo(ecCHOHAILHOW M CMEX-
3a/1a4d U/WIU TTPOOJIEMBI; HBIX 00JaCTsIX; METOMBI pabOThI
— COCTaBJIATh IUIaH JEHCTBUS; | B MPO(ECCHOHAIBHOW M CMEX-
ONpeNeNiATh  HEoOXOIuMBIE | HBIX cdepax; CTPYKTypy IJIaHa
pecypcesl; JUId pelleHMs 3ajad; MOpSAoK
—BJIAJCTh aKTyaJlbHBIMU METO- OINCHKH PE3YJIbTATOB PCIICHUS
namu paboTel B mpodeccro- | 3a1ad MpoQecCHOHAIbHON Jes-
HAJIbHOM U CMEXHBIX cdepax; TEJIbHOCTH.
— peanu30BBIBaTh  COCTABJICH-
HbId IUIaH; OLICHHUBATh pe-
3yJNbTaT U MOCJIEJCTBUS CBOMX
JNEeUCTBUH  (CaMOCTOSITEIILHO
WIH C IIOMOUIbIO HACTABHUKA).

OK 02 | —ompenmensaTh 3amauu uisl 1MO- | — HOMEHKJIATypa HH(POPMAIIHOH-
ucKa MH(pOpPMAaLUH; OHpeAe- | HbIX MCTOYHUKOB, IpPUMEHse-
JSATh HEOOXOAWMBIE MCTOYHHU- | MBIX B IPOQECCHOHATBHOMN nesi-
KM HH(OpMaIMK;, IUIAHUPO- | TENbHOCTU; HPUEMBl CTPYKTY-
BaTh IMpOIECC MOUCKA; CTPYK- | pupoBaHUs HMHpopmauuu; ¢op-
TypUpPOBaTh nojay4aeMyro | Mar OQOpMIIEHHs pe3yJbTaToB
nH(pOopMaIuIo; BBIICNIATH | TMOWCKa WH(OpMaIuu, CoBpe-
HauOoyiee 3HAYMMOE B Tie- | MEHHBIE CPEJCTBA U YCTpOiicTBa
pedyHe HHQOpMAIMK; OLEHU- | HHPOpMATH3ALMK; TOPSAOK HX
BaTh NPAaKTUYECKYI0 3Ha4YM- | MPUMEHEHUs U NPOTrpaMMHOE
MOCTh pE3yJbTaTOB IIOMCKa; | oOecreyeHue B  Ipodeccuo-
oopMIIATH pe3ysbTaThl MO- | HAIBHOW JESITEIbHOCTH B TOM
UCKa, TPUMEHATh CpEACTBa | YHCIE C HCIOJb30BaHUEM IU-
MH(GOPMAIIMOHHBIX TEXHOJIO- | POBBIX CPEACTB.

Uil u1sl pemieHus npodeccu-
OHAJIBHBIX 3a/1a4; HCIOJIb30-
BaTb  COBPEMEHHOE  IIpo-
rpaMMHOE O0OecIieueHue; Hc-
M0JIb30BaTh PA3JIMYHbIE IH-
POBBIE CpE/ICTBA AJISl PELICHUS
npodeccruoHaIbHBIX 33/1a4.

OK 09 | — monmMarh TeKCTHI Ha 6a30BBIC | — IEKCHYECKHI MHUHHMYM, OTHO-

npodeccuoHaNbHBIE TEMBI.

CALIMNCA K ONMHMCAHMIO TpeIMe-
TOB, CPEICTB M MPOIIECCOB IMPO-
dbeccroHaIbHON JesITEIbHOCTH.




K 1.1

— IPUHIMIBI  O€30MaCHOCTH Xpa-
HEHUS IAHHBIX.

I1IK 1.4

— METOJIbI 3aIUThI 0a3 JAHHBIX OT
BHEUIHUX yTPO3.

K 1.5

—mudpoBaTh JaHHBIE U OOec-
MeYnBaTh WX KOH(HIICHIH-
ATbHOCTh

— OPUHIMIBL  KpUNTOrpaduu |
METOJIOB MIM(POBAHUS TAaHHBIX;

— CTaHAapThl U TPOTOKOJIBI Oe3-
OIIaCHOCTH, TaKUX KaK
SSL/TLS, SSH, Kerberos u np.;

— METO/bl AyTeHTU(UKAINU U aB-
TOpU3aLUU MOJIb30BaTENEMN,
BKJIIOYasl MCIOJIb30BaHUE I1apo-
Jei, cepTU(PHUKATOB U OHOMET-
PUYECKUX JaHHBIX;

— 3aKOHOJIATEIbCTBO M CTAHIAPTEHI

0€e30I1acHOCTH, TaKue KakK
GDPR, HIPAA, PCI DSS u np.

K 3.1

— oTpaciieBasi HOPMaTHUBHAs TeEX-
HUYECKas IOKyMCHTAIINS,

— UCTOYHHUKH HWH(POpPMAIUH, He-
obxomumoi st TIpodeccuo-
HAJILHOH JIESATCILHOCTH;

— COBPEMEHHBIN  OTE€YECTBEHHBIN
1 3apyOeKHBII OMBIT B TIpodec-
CHOHAJIbHOM JIeSITCIIbHOCTH.

[IK 3.2

— OPUHIMIIBI ¥ METOJBI obecrie-
yeHHsI OE30MacHOCTH WH(pOpMa-
IIHOHHBIX CUCTEM.

[IK 3.3

—aHanu3 TpeOoBaHM Oe3ormac-
HOCTH HH(OPMAIMOHHBIX CH-
CTEM.

— MPUHIUINIOB 0€30MacHOCTU HH-
(hopMaITMOHHBIX CUCTEM;

— COBPEMCHHBIX METOZIOB M TEX-
HOJIOTUH B oOsiacTu Oe30macHo-
CTH HH(POPMAIIMOHHBIX CHCTEM;

— 3aKOHOJIATEIIGHBIX ¥ HOPMATHB-
HBIX aKTOB B oOiactu Oe3ormac-
HOCTH WH(POPMAIMOHHBIX CH-
CTEM.

— IPUMEHEHHE
COBPEMEHHBIX
METOJIOB M TEX-
HOJIOTHH B 00-
jmactu Oe3omac-
HOCTU  UH(QOp-
MAaIlMOHHBIX CH-
CTEM.

I1IK 3.5

— MCTOYHUKHM Yrpo3 HH(popmanu-
OHHOI 0€30macHOCTH M Mephl
110 UX NPEJOTBPALICHHUIO.

I1IK 3.7

— pa3pabaTbIBaTh U peagTnu30BbI-
BaTh MepbI O€30MaCHOCTH;

— peanu30BBIBATH XJIIMPOBAHUE
MapoJsied, CECCHOHHBIE TOKEHBI
U JIBYX(aKTOPHYIO ayTEHTH-
¢bukanuio.

— OCHOBHBIE yTpo3bl 0e€30MMacHO-
CTH MOOWJIBHBIX MPHUIIOKEHU;

— NPUHIUNBL  KpunTtorpaduu u
mUppoBaHus JaHHBIX;

— CTaHJapThl U MPOTOKOJBI 0e3-
omacHoctH, Takue kak HTTPS,
OAuth u OpenID Connect;

— 3aKOHOJIATENIbHBIC M PEryJIsTOPA
Hble TpeOOBaHUS K 3aIIUTE JaH-
HbBIX, BKIrouas GDPR u HIPAA;

—HCIIOJIb30BaHHE
mudpoBaHus

JTAHHBIX TSt
3alIUThl KOH(U-
JIEHIINAJIbHOMN

uHpOpMaIuy,

TakOW Kak Iia-
ponu,  mepco-
HaJBHBIE  JaH-
HbIe T0JIb30Ba-
TeIed W Japyrue
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— OCHOBHbBIE MPUHIUIBI Oe3omac-
HOCTU MHGOPMAIIUU U METOJIOB
ee 3alllUThI;

— CTaHJapTHBIE Kpunrorpadpuyie-
CKHE aJTOpUTMBI JJsl MH(PO-
BaHUs JaHHbIX;

— NpUHIUNBL  o0ecrieueHus: 0e3-
OMacHOCTH Tepelayu JIaHHBIX
IO CETH;

— OCHOBBI 0€30IaCHOCTU MPHUJIO-
XKEHUU U UHPPACTPYKTYPHI;

— METOJIbl aHaJiu3a Ha YSI3BUMO-
CTH U MOHUTOpPUHTA O€30MacHO-
CTH;

— 3HAHWE OCHOBHBIX MPHUHIIUIIOB U
MEeTOJI0B  obecrieyeHust  Oe3-
omacHoct UT-undpacTpykTy-
PBI U BEO-TIPHIIOKEHMUI;

— IOHUMAaHUE DPA3IMYHBIX YSI3BH-
MOCTel U yrpo3 0e30macHOCTH,
a TaKxe crnoco0OB HUX INPeAoT-
BpallleHus1 U OOHAPYKCHHUS,

— 3HaHHE WHCTPYMEHTOB U TEXHO-
jgoruit ans oOecneyeHust 0e3-
omacHoct UT-uHbpacTpykTy-
pBl M BEO-TIPIIIOKCHUIM, TaKUX
Kak OpaHAMaydpbl, CHCTEMbI
00HapyXeHUsI BTOP)KEHUW U aH-
TUBHUPYCHBIE IPOTPAMMBI.

YyBCTBHUTEIb-
HBIE TaHHEBIE;
—IIpUMEHEHHUE
MEXaHH3MOB
XEIIUPOBAHMS
JUISL 3al[UTHI I1a-
posiel  moJib30-
BaTelieil OT He-
CaHKIIMOHHUPO-
BaHHOTO JOCTY-
ma;
—o0becneueHue
0e30ImacHOCTH
nepeiadyd  JIaH-
HBIX MEXTY
KIIHEHTCKUMU
YCTPOMCTBAMU U
cepBepamu c
HCIIOJIb30BaHHU-
€M TIPOTOKOJIOB
mmdpoBanus,
Takux kKak SSL/
TLS;
—co0JroieHue
3aKOHOATEIb-
CTBA W PETYJIS-
oM B o0OJsactu
3al[UTBl  JIaH-
HBIX.




2 CTPYKTYPA U COJAEP)KAHUE YYEBHOM JUCILUILIVHBI

2.1 TpynoeMKOCTb OCBOCHUS M CHUNINHBI

Buyx yuebnol paboThl

O0BeM 4acoB

O0beM yueOHOI 11 CHUNTHHBI 58
B T.4. B (hOpMe MPaKTHYECKOH MOITOTOBKH 24
CamocTrosiTesbHasi padora 8
CymMmapHasi ydyeGHasi HArpy3Ka BO B3aMMO/IeiiCTBUY ¢ MpenojgaBaTejieM 50
B TOM YHCIIE:
- TEOPETHUYECKOE 00yUeHHE 24
- 1abopaTopHbIe PaOOTHI -
- IPAKTUYECKUE 3aHITHS 24
- KOHCYJIbTaIlu! -
- IPOMEXYTOYHas aTTectanus (quddepeHInPOBAHHBIN 3a4ET) 2

2.2 TemaTu4yeCcKMil IJIAH M COJAEPKAHUE TUCITUTIIIMHBI

O0weM, | Koabl kommeren-
ak.4. / B T.4.| nu#, popMupoBa-
HaumenoBanue Copnepxanue y4eOHOTO MaTepHraia u GOpMEI B popme HUIO KOTOPBIX
pa3aciioB U TCM opranuvsanuu ACATCIbHOCTH OGy‘IaIOHlI/IXCSI IMpaKTHU4e- CHOCO6CTByCT
CKOU MOAr0-| 3JIEMEHT Ipo-
TOBKH, dK.Y. I'paMMbI
1 2 3 4

Pa3znen 1 ®ynaameHTaIbHBIE OCHOBBI M ylIpaBJjieHUe HHGOPMAaIUOH- 6/-

HO#1 0€30I1ACHOCTBIO.

Tema 1.1 Coaepixanue yueOHOro MaTepuaJia: OK 01, OK 02,

Beenenne B uH- | 1 OcHOBHBIE NOHATHS M omnpeneneHus. Mcropus u 2 OK 09

¢opmanuonnyo | pazButue HMHPOPMAIMOHHON O€30MaCHOCTU. AKTY-

0e301aCHOCTD. aJlbHble YIpO3bl U PUCKM B HMH(OpMAIMOHHON 0e3-

OIACHOCTH.

Tema 1.2 Coaepixanue y4eOHOro MarepmuaJa: OK 01, OK 02,

Yupasienue 1 HopmatuBHO-paBOBOE peryiupoBaHHe B 00JacTH 2 OK 09

oesonacHocthio | Ub. Tlonutuku u npouenypsl 6e3omnacHocTH. OnieHka

HHpopManuu. pUCKOB U ympaieHue uMu. COOTBETCTBHE CTaHAAp-

tam 1 HopmatusaM (ISO 27001, GDPR u ap.).

Tema 1.3 Conep:kanue y4yeOHOro MaTtepuaJa: OK 01, OK 02,

Byaymee un- 1 TenmeHIUM M HOBBIE TEXHOJOTMH B 00JIacTH 0O€3- 2 OK 09

¢opmanuonnoii | omacuoctu (Al, ML, O6mokueiin). DTHdecKue acreKThI

0€30MACHOCTH. nH(OpPMAIIMOHHON OE30MaCHOCTH.

Paszpnen 2 Kpunrorpaguyeckue MeToAbl M 321U TA AAHHBIX. 14/8

Tema 2.1 Coaepixanue yueOHOro MaTepuaJa: OK 01, OK 02,

Kpunrtorpagmus. | 1 [lonstue kpuntorpadpuu. Vcropus ee BO3SHUKHOBE- 2 OK 09

Hus. [lonstue mmdpa. Meronsl coznanus MuUdppo-
TEKCTa: mepecTaHoBKH, 3aMeHbl, One-Time Pad.
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[TonsTue kpunroananusa. MeToapl B3JIaMbIBaHHS KO-
na.

[onsarue xsu-pynkun. O6IacTh €€ UCTIOIb30BaHMS.
CaoiicTBa Xd1I-PYHKIIUNA. AJIITOPUTMBI XIITUPOBAHMS:
MDS5 u SHA. Ux peanuzanusi, CpaBHUTEIbHAS Xapak-
tepuctuka. lcnonp3oBanue  XoUI-PYHKIMA IS
ayreHTU(UKanuu ycrpoiictB. Anroputm HMAC,
MIPUHLUII €r0 peaIu3aluu.

I[IpakTHYeckne 3aHATHSA: OK 01, OK 02,
1 Pabora ¢ CHMMETpUYHBIMH M AaCUMMETPUYHBIMHU 2 OK 09, IIK 1.1,
aNrOpUTMaMHU. IIK 1.4, IIK 1.5,
2 XoamupoBaHue U co3faHue MUGPOBOM MOIIUCH CO- 2 IIK 3.1, IIK 3.2,
0OIIIEeHHSL. IIK 3.3, IIK 3.5,
I1IK 3.7
Tema 2.2 Coaepixanue yueOHOro MaTepuaJa: OK 01, OK 02,
3ammura naH- 1 Ha3nauenue kpunrorpadudeckux kiaoueid. OCHOB- 2 OK 09
HBIX. HBIE XapaKTEPUCTUKH YIIPABJICHUS KIIOYaMU: TeHepa-
1M, IpOBEepKa, OOMEH, XpaHEeHHEe, BPeMsl )KU3HU, OT-
3bIB U YHMUTOXeHHE. [loHSATHE UIMHBI U MPOCTpPaH-
cTBa Kitoued. Tumbl KpuUnTorpaduyeckux KIFOUE:
CUMMETPUYHBIC, ACCHMETPUYHBIC, ITU(POBas IOA-
nuch, x311. Kpurepuu BeiOOpa KiIrouek.
[Tonsatne mmdpoBanus. Bugsl anropurmoB mmmdpo-
BaHUA: CUMMETPHYHbBIE U acCUMMeTpUuHbIe. VX cpaB-
HUTENbHAsA XapakTepucTtuka. OCHOBHBIC MPUHIIMUITBI
peanuzanuu. AITOPUTMBI CHMMETPHYHOTO M aCUMET-
pUYHOTO MUQPPOBAHUS, UX CPAaBHHUTEIbHAS XapakKTe-
PUCTHKA.
IIpakTHYeckne 3aHATHSA: OK 01, OK 02,
3 BelnosiHEHUE pe3epBHOIO KONMMPOBAHMUS M BOCCTa- 2 OK 09, IIK 1.1,
HOBJICHUS JTAHHBIX. IIK 1.4, TIK 1.5,
4 YnpapieHue T0CTYNOM K JIaHHBIM. 2 TIK 3.1, TIK 3.2,
K 3.3, [1IK 3.5,
1K 3.7
CamocrosiTesibHas padora: OK 01, OK 02,
1 OdopmiieHne OTYETOB MO MPAKTUIECKUM 3aHSATHSIM. 2 OK 09, IIK 1.1,
K 1.4, TIK 1.5,
K 3.1, T1IK 3.2,
K 3.3, [1IK 3.5,
1K 3.7
Pa3nesn 3 Texunueckue cpeacrBa 3aliuTbl MHGPACTPYKTYpPhI M npu- | 24/12
JIOJKEHUM.
Tema 3.1 Conep:xaHue yueOHOro MaTepuaJia: OK 01, OK 02,
3amura cereBoii | 1 Tlonarue cereBoii araku. Buzasl arak: sniffing, IP- 2 OK 09
uHppacTpykry- | spoofing, DoS, maponsHas araka, Man-in-the-Middle,
pbl. ceTeBasl pa3BelKa, 3JI0YMOTpeOJIeHne TOBEpUEM, CO-
nuanbHas WHXXEHepus. MeXaHW3Mbl aTakd, METOJbI
3aIUTHI OT HUX.
2 IlpuHuun peanu3alnnuy aTak HAa KaHAJIbHOM U CETe- 2

BOM YpOBHE: MepernoiHeHue Tadbnuibl aapecos, ARP-
spoofing, araku Ha mpotokonbl IEEE 802.1Q, STP,
DHCP. MeToas! 3a1iUTHI.




IIpakTHYecKkHe 3aHATHSA:

OK 01, OK 02,

5 Opranu3zanus 3alIUThl OT aTaK Ha CETeBYIO MH(pa- 2 OK 09, IIK 1.1,
CTPYKTYpY. [IK 1.4, IIK 1.5,
6,7 Hactpoiika VPN coenunenus Mexay duiuaiaMu 4 K 3.1, [IK 3.2,
OpraHu3alyu. TIK 3.3, IIK 3.5,
I1IK 3.7
Tema 3.2 Coaepsxkanue yueOHOro MaTepuaJa: OK 01, OK 02,
3amuTa okoHeu- | 1 [lonstue BupycoB. Kmaccudukamus upycon: Mx 2 OK 09
HOro 000py10Ba- | 0COOCHHOCTH, IPUHLIUI JICHCTBHS, HAHOCHUMBII BpEI.
HHS ceTeBOM MH- | MeToabl IPOHUKHOBEHUS! BUPYCOB B KOMITBIOTED.
(¢pacTpykrypsl. | [Ipu3Haku HaJM4Ms BUPYCOB B KOMIIBIOTEPE. MeETOBI
3alUThl KOMIIBIOTEPOB OT MPOHUKHOBEHHUSI BUPYCOB.
[lonsitTue anTUBUpyCHOW mnporpamm. TpebGoBaHus
MpeIbsBIsSeMble aHTUBUPYCHBIM IpOrpamMmbl. Bumsl
AHTUBHUPYCHBIX Mporpamm: Mx 0coOEHHOCTH U MPUH-
AT paOOTHI.
Tema 3.3 Coaep:xaHue yueOHOro MaTepuaJia: OK 01, OK 02,
Be3onacHocTh 1 Vazeumoctu BeO-npusoxenuit (OWASP Top Ten). 2 OK 09
NPHJIOKEHHI. be3onacHoe mporpamMmmupoBaHuE: Jy4dIlIde MPAKTHKH.
TectupoBanne Ha MPOHUKHOBEHHE W AHANU3 YSA3BH-
MOCTEH.
IIpakTH4yecKkue 3aHATHS: OK 01, OK 02,
8,9 Ananu3 ysS3BUMOCTEM MNPUIIOKEHUM B CETEBOU 4 OK 09, TIK 1.1,
uH(ppacTpyKType. K 1.4, 1IK 1.5,
K 3.1, 11K 3.2,
K 3.3, [1IK 3.5,
1K 3.7
Tema 3.4 Conep:xanue yueOHOro MaTepuaJia: OK 01, OK 02,
Be3onacHocth 1 Ionsitre ob6maunbIx cpea. Mx ocobennoctu. Moje- 2 OK 09
001a4HbIX Tex- | 1M oOnauHbIX ycuyr (IaaS, PaaS, SaaS), npunumn nx
HOJIOTHH. peannzanuu. OcobeHHOCTH Oe3omacHOCTH B oOnau-
HBIX cpeaax.
IIpakTHYeckne 3aHATHSA: OK 01, OK 02,
10 HccnenoBanne 0€30MacCHOCTH Pa3NUYHBIX 001ad- 2 OK 09, IIK 1.1,
HBIX MOJIEIEH. IIK 1.4, IIK 1.5,
K 3.1, I1IK 3.2,
K 3.3, [1IK 3.5,
1K 3.7
CamocrosiTesibHas padora: OK 01, OK 02,
1 OdopmiieHne OTYETOB MO MPAKTUIECKUM 3aHSATHSIM. 2 OK 09, IIK 1.1,
K 1.4, TIK 1.5,
K 3.1, I1IK 3.2,
K 3.3, [1IK 3.5,
K 3.7
Pa3znen 4 PearnpoBanue Ha yrpo3bl U Yeja0BevyecKkuil paxkrop. 12/4
Tema 4.1 Conep:kanue y4yeOHOro MaTepuaJia: OK 01, OK 02,
HNHuuaeHTsl 1 Peakuus Ha MHUUJEHTHI U yIpaBieHUE UMH. AHa- 2 OK 09
0€301acHOCTH. JIU3 UHLIUJEHTOB U 1u(poBas KpUMHHaIUCTHKA. Boc-

CTaHOBJICHHE TOcie HHIMAeHTa. Knubepbe3omacHoCTb.
[Tpombinennsid mmuoHaxx. OSINT. @openzuka.
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IIpakTHYecKkHe 3aHATHSA:

OK 01, OK 02,

11 HccnenoBanue n a”Haiu3 WHIMIECHTOB B 00JIaCTH 2 OK 09, IIK 1.1,
ceTeBOi 0E€30IIaCHOCTH. IIK 1.4,IIK 1.5,
IK 3.1, [1IK 3.2,
IIK 3.3, IIK 3.5,
I1IK 3.7
Tema 4.2 Coaepsxkanue yueOHOro MaTepuaJa: OK 01, OK 02,
CounajanHas 1 IToHaTHE ICUXOJIOrNYECKOM aTaku. Buuel mcuxoso- 2 OK 09
HHKeHepus U TMYECKHUX aTaK: COLMANbHAS WHXEHEepUs U (DUIIUHT.
YyeJ0BevYecKuil HX pa3HOBUIHOCTH.
(axrop. [TonsTe monuTUKM OE30IaCHOCTH CETEW IMpearpus-
tua. OCHOBHBIE pazfenbl, ux coctaB. ObecrneueHue
COOJTFOICHUSI TIOTUTHKU OE30MaCHOCTH Ha TPEIPHsI-
tuu. [locnencTBus ee HapyIICHUS.
I[IpakTHYeckne 3aHATHSA: OK 01, OK 02,
12 PaspaboTka TNONMUTHKKA HHPOPMAIMOHHON Oe€3- 2 OK 09, IIK 1.1,
ONACHOCTH HA MPEAIPUITHH. K 1.4, IIK 1.5,
K 3.1, I1IK 3.2,
IIK 3.3, TIK 3.5,
11K 3.7
CamocrosiTesibHasA padora: 4 OK 01, OK 02,
1 OdopmiieHue OTYETOB MO MPAKTUUECKUM 3aHSATHSIM. OK 09, IIK 1.1,
2 [MoxroroBka K qudGepeHIIPOBAaHHOMY 3aUeTy. K 1.4, IIK 1.5,
K 3.1, I1IK 3.2,
IIK 3.3, TIK 3.5,
11K 3.7
Koncyabranuu: -
IIpomeskyTOYHAS aTTECTAIMSA: 2
Bcero: 58/24
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3 YCJOBUS PEAJIM3AIIMA YYEBHOM JUCHUIIJIMHBI

3.1 MarepuajbHO-TEXHUYECKOE O0ecIevYeHune
JIiist peanuzanuy TUCUUILTMHBI PEyCMOTPEHBI CIIEAYIONINE CeI[UalbHbIE T10-
MEIIEHUS!, OCHAIIIEHHbIE 000PYA0BaHUEM U TEXHUYECKUMHU CPEICTBAMU O0YyUYEHUSI:

3.1.1 Yueonas ayauropusi V YK Ne3:

KoMmmiekT crnennanu3upoBaHHON yueOHOM MeOenu (CTOMBI U CTYyIbs - paboune
MecTa OOyJaroIIMXCs U MperoaaBaTes), J0CKa ayJuTOpHAs; IEPCOHATBHBIN KOMITh-
I0Tep, MPOEKTOP, IKPaH ISl MPOEKTOPA.

Boixon B HWHTepHEeT W J0OCTYyll B  DJIEKTPOHHYIO  HH(POPMAIIMOHHO-
o0pa3oBaTeNbHYIO Cpely OpraHu3alluu.

[Iporpammuoe o6ecneuenne: Kaspersky Endpoint Security; Google Chrome;
PDF24; Foxit PDF Reader; FastStone; VLC; 7ZIP; MoitO¢uc; AnyLogic Education;
Koncynerant+; DjVU Reader; DosBox; SMathStudio; VirtualBox; Kommac 3D;
MongoDB Compass; Microsoft SSMS; Sublime Text; VirtualBox; Virtual Studio;
Visual Studio Code; SWI-Prolog; Teams; WampServer; WinDjView; Koncyib-
tanT+; OnepanronHass cucrteMa Linux (cBOOOAHO pacmpocTpaHsemMas, JIUIEH3US
GNU GPL).

3.1.2 Jla6opaTtopusi «KoMNbIOTEpHBIX ceTeil U OCHOB MH(OPMAIUOHHOM
0ezomacHocTn» 205 YK Ne3:

Kowmrmiekt crnenranbHoi ydeOHOM mebenu (CTOJbI M CTyJbd - pabouue Mecrta
00yJaronuxcsl ¥ MPEenoaBaTelisi ), MarHUTHO-MapKepHast TOCKa.

JlaboparopHoe obopynoBanue: kommyTtaTop Catalyst 2960-XR Series; koMmMyTa-
top Catalyst 2960 Series; mapuipyTtuzarop Cisco 2901; mapuipytuzarop Cisco 3925;
HOYTOYKHU.

Beixom B HHTepHeT W JOOCTYym B DJIEKTPOHHYIO  WH(OPMAIMOHHO-
00pa3oBaTEIbHYIO Cpely OpraHu3allii, B TOM YUCiie ¢ pabounx MECT 00yUYaronuxcs.

ITporpammuoe obecnieuenue: Kaspersky Endpoint Security; Google Chrome;
PDF24; Foxit PDF Reader; FastStone; VLC; 7ZIP; MoiiOduc; AnyLogic Education;
Arduino IDE; Eclipse; Eclipse; Beekeeper Studio; DjVU Reader; DosBox; GNS3
(Graphical Network Simulator); GPSS World Core (Ctynenueckas Bepcusi); GPSS
Studio; SMathStudio; VirtualBox; InkScape; IntellijIDEA; OpenJDK; Krita; LISP;
MicroSIP; MongoDB Compass; Mozilla Firefox; MySQL Server; Node.js;
Notepad++; Postman; PostgreSQL; PuTTY; PyCharm Community; QT Designer;
Ramus; Scilab; Microsoft SSMS; Sublime Text; Teams; VirtualBox; Virtual Studio;
Visual Studio Code; WampServer; WinDjView; WireShark; NanoCAD +; XAMPP;
FileZilla; Blender; Onepannonnas cuctemMa Linux (cBoOOIHO pacmpocTpaHsemasi,
muuen3us GNU GPL).

3.1.3 KaOunet camocrositesibHOM padoThl 417 YK Ne3:

Kowmrmiekt crnienmanu3upoBaHHON yueOHOW MeOenu (CTOJBI U CTYJbs - pabouue
MecTa 00yJaronIuXcsl U MPETNoIaBaTelis), J0CKa ayauTOpHAas, TIEPCOHATBHbBIE KOMITh-
IOTEPHI.
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Beixon B MHTepHeT W JOCTym B O3JEKTPOHHYIO HWHGOPMAIMOHHO-
o0pa3oBaTenbHYyI0 CpeIy OpraHU3aliH, B TOM YHCIIE C pa00YNX MECT 00YyJarOITUXCS.

[Tporpammuoe obGecneuenue: Kaspersky Endpoint Security; Google Chrome;
PDF24; Foxit PDF Reader; FastStone; VLC; 7ZIP; MoiiOduc; Android Studio;
AnyLogic Education; Arduino IDE; Eclipse; Eclipse; KoHncynbrant+;
Beekeeper Studio; DjVU Reader; DosBox; GNS3 (Graphical Network Simulator);
GPSS World Core (Ctynenueckas Bepcus); GPSS Studio; SMathStudio; VirtualBox;
Komnac 3D; InkScape; Multisim. IntellijIDEA; OpenJDK; Krita; LISP; MicroSIP;
MongoDB Compass; Mozilla Firefox; MySQL Server; MySQL Workbench; Node.js;
Notepad++; Postman; PostgreSQL; PuTTY; PyCharm Community; QT Designer;
Ramus; Scilab; Microsoft SSMS; Sublime Text; Teams; VirtualBox; Virtual Studio;
Visual Studio Code; WampServer; WinDjView; WireShark; NanoCAD +; XAMPP;
FileZilla; Blender; Omnepanuonnas cuctema Linux (cBoOOIHO pacnpocTpaHsemas,
nunen3us GNU GPL).

3.2 YyeOHO-MeTOAMYECKOE o0ecneueHne

JUiss  peanu3anuu  JUCHUIUIMHBL  OMOnIMOTEeYHBIM  (oHA 00pa3oBaTEIbHOM
OpraHu3allid HMMEET I[I€YaTHble W/WIM D3JEKTPOHHbIE O00pa3oBaTelbHBIE U
MH)OpPMAIMOHHBIE  pPECYpChbl,  PEKOMEHJyeMble  JUI1  HCIOJb30BaHUS B
00pa3oBaTeNbHOM IPOLIECCE:

3.2.1 OcHOBHBbIE eYATHbIE H/WJIN 3JIEKTPOHHbIE U3IaHMS:

1. bamanoB, A. H. 3amura nndopmanmonusix cucrteM. KubepbezonacHOCTh :
yuebHoe mocooue st cro / A. H. bananoB. — Cankr-IlerepOypr : Jlanb, 2024. —
84 c. — ISBN 978-5-507-48808-7. — TekcT : snexkTpoHHbIi // JIaHb : 3JIE€KTPOHHO-
oubmmoreunas cuctema. — URL: https://e.lanbook.com/book/394547.

2. bananoB, A. H. KommnekcHas uHpopMaliuoHHass O€30MacHOCTh : y4eOHOe
nocooue s cro / A. H. bananoB. — Cankrt-IlerepOypr : Jlanb, 2024. — 284 ¢. —
ISBN 978-5-507-49251-0. — Tekct : »nexkTpoHHbld // JlaHb : 3JIEKTPOHHO-
oubmmoreunas cuctema. — URL: https://e.lanbook.com/book/414950.

3.2.2 /lonoJiHUTEIbHbIE U3AHUA:

1. HectepoB, C. A. OcHoBbl MH()OPMALIMOHHONW OE30MACHOCTH : YYEOHUK s
cro / C. A. HectepoB. — 2-e u3n., crep. — Cankr-IletepOypr : Jlans, 2022. — 324
c. — ISBN 978-5-8114-9489-7. — Tekct : snexTpoHHbld // JlaHb : 3JIE€KTpOHHO-
ouommoreunas cuctema. — URL: https://e.lanbook.com/book/195510.

2. IIpoxopoga, O. B. MudopmarmornHas 6€30macHOCTb U 3aniuTa HHGOPMAIIUH :
yueonuk ais cro / O. B. IIpoxopoBa. — 5-¢ u3n., crep. — Canxkr-IletepOypr : Jlans,
2024. — 124 c. — ISBN 978-5-507-47517-9. — Texkct : snextpoHHsbiid // Jlanb :
aNeKTpoHHO-O0nbmoTeunas cuctema. — URL: https://e.lanbook.com/book/385082.
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4 KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHUA
YYEBHOU JUCIIUIIJIMHBI

PesynbraTel 00yueHus

ITokxazaTenu 0OCBOCHHOCTU
KOMIIETEHIINH

Mertonrnl olieHKHM

Ymeem:

- pacrio3HaBaTh 3a7a4y W/HWIA Tpoo-
JeMy B MpOQEeCCHOHATHHOM H/WIIH
COLIMAJIbHOM KOHTEKCTE;

- aHAIM3MPOBATh  3a7ladyy  W/WJH
npobieMy M BBIOENATH €8
COCTaBHBIC YaCTH;

- ONpPEAETATh ATAIlbl PEIICHUs 3a/a-
4y;

- BBISIBIIATE U I(PPEKTHBHO HCKATh
uH(pOpMaLII0, HEOOXOIUMYIO IS
peleHusl 3amadd  W/WiaM  mpooiie-
MBI,

- COCTaBJIATH IJIaH JICHCTBUS;

- OTIpe/ICTIATh HEOOXOAUMBIE pecyp-
CBI,

- BIAJICTh AKTyaJbHBIMH METO/IaMU
paboTel B mpodecCHOHAIBLHON U
CMEXHBIX cepax;

- peann30BbIBATH COCTaBJICHHBII
IUIaH,

- OIICHHUBATh PE3YJbTAT U MOCIEICT-
BHUsSI CBOMX JCHCTBHUH (CaMOCTOsI-
TEJBHO WM C TOMOIIBIO HACTaB-
HUKa),

- OMpeNeNsaTh 3aJadyd g TIOHUCKa
uH(pOopMaLnu;

- OTpeeTATh HEeOOXOIUMbIE HCTOY-
HUKU UH(OpMaLnu;

- IJTAHUPOBATh MPOIECC MTONUCKA;

- CTPYKTYpHUpPOBATh HOJTy4aeMyIo
UH(pOpMaIIIO;

- BBIAETAT, HauOoJiee 3HAYMMOE B
nepevyHe MHPOpMaLuy;

- OIICHUBATh TPAKTUYECKYIO 3HAYH-
MOCTh pe3yJIbTaTOB IIOMCKA;

- 0pOpMIISAITh  PE3yJIbTAThl IIOMCKa,
NPUMEHSTh cpeacTBa HH(popma-
IIUOHHBIX TEXHOJOTUH A perie-
HUS IpoeCCUOHAIbHBIX 33/1a4;

- CIOJIb30BaTh COBPEMEHHOE MpOr-
pamMMHOe o0ecrieueHue;

- IICTIOJIb30BaTh Pa3IH4YHbIE IUdPO-

- MOKET paclo3HaBaTh 3a7adyy W/WiIH
npobiieMy B mpodecCHOHATLHOM |/
WM COIIMAIbHOM KOHTEKCTE;

- aHaJIU3HUpPYyeT 3a/1auy n/vunm
npobiieMy W MOXKET BBIICIUTH €&
COCTaBHBIC YaCTH;

- YMEET OIpENeATh dTambl PEIICHUS
3a]auu;

- MOXET BBIIBIATH U 3I(PPEKTUBHO
ucKaTh HMH(pOpMALUIO, HEOOXOau-
MYIO JUISI PEIICHHUS 3a1addl W/WiIH
poOJIEMBI;

- COCTaBIISIeT IJIaH JCWCTBUS,

- MOXKET OMpPEACIATh HEOOXO0INMEIC
pecypchl;

- BJIQJICET AaKTYyaJbHBIMA METOJAMH
paboThl B TPO(ECCHOHAIBHOW |
CMEXHBIX cepax;

- MOXET pPeaJn30BbIBATh COCTABIICH-
HbBIH IIaH;

- OLIEHUBAET pe3yJIbTaT M MOCIEJCT-
BUS CBOMX JIEHCTBUI (camocCTOs-
TEJIBHO WJIM C TIOMOINBIO HACTaB-
HUKa);

- YMEEeT OIpeaesiTh
novicka MH(popMaIuy;

- yMeeT OIpeaensaTh HeoOX0IUMBbIe
WUCTOYHUKN WH(POPMAITUH;

3agadynd 1A

- TUTaHUPYET IPOIIECC TIOMCKA;

- YMEeT CTPYKTYpHUpOBaTh IOJIyyae-
MYI0 HH(POpMAIHIO;

- MOJET BBIIETIUTh HauboJee
3HAYMMOE B NepeyHe HHPOPMALINY;

- yMEeT OIEHHUBATh MPAKTHYECKYIO
3HAYMMOCTb PE3YJIbTaTOB MTOUCKA;

- opopmisier pe3ynpTaThl MOUCKA HU
NpUMEHsIET cpeAcTBa  HH(OpMa-
IIUOHHBIX TEXHOJIOTUH JUISl peLICHUS
poQ)eCCHOHANIBHBIX 337124,

- MOXET HCMOJIb30BATh COBPEMEHHOE
porpaMMHOe 00ecTieueHHe;

- MOXET HCIOJb30BATh Pa3IIUYHBIC

- HaOJIIOJCHUE BEI-
MOJIHEHUs  J1a00-
paTopHBIX paboT;

- TECTHPOBAHHUE;

- muddepenmmpo-
BaHHBIN 3a4eT.
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BbIC CPEICTBA IS PCILICHUS
pod)eCCHOHANIBHBIX 3a71a4;

- IOHUMaTh TEKCThI Ha 0a30BbIC
po(hecCHOHATTLHBIC TEMBI,

- mudpoBaHKe ITaHHBIX M oOecre-
YUBACT MX KOH(UICHIINAIBHOCTD;

- aHAJIM3UPOBATh TpeOoBaHUs 0e30-
NaCHOCTH WH(POPMAIIMOHHBIX CHC-
TEM;

- pa3pabarbiBaTh M pPEaIM30BHIBATH
MepbI 0€301TaCHOCTH;

- peaM30BBIBATh XJUIMPOBAHUE I1a-

u(poBBIE CPEICTBA NJIsl PEIICHUS
po)eCCHOHANIBHBIX 3a71a4;
MIOHUMAeT TEKCThl Ha
po(hecCHOHATLHBIC TEMBI,
yMmeeT mudpoBaTh AaHHBIE U 0OecC-
MEYUBATh UX KOH(PHUICHIIUATHHOCTH;
yMEeT aHaIu3upoBaTh TPEOOBAHUS
O0e3omacHOCTH  MH(POPMAITMOHHBIX
CHUCTEM;

0a30BbIE

MOXET pa3padaThiBaTh U pean3o0-
BBIBaTh MEphI O€30M1aCHOCTH;

MOKCT  PCaJIM30BbIBATH XOUIUPO-

poseii, CecCHOHHBIE TOKEHBI M | BaHHE Mapojield, CECCHOHHBIE TO-
IBYX(aKTOPHYIO  ayTeHTHU(HKA- | KEeHbl U JBYX(AKTOPHYIO ayTCHTHU-
LIUIO. (buUKaIuio.

3uaem:

- aKTYaJIbHBIN TPO(HECCHOHANBHBIN
COHHaHbHBIﬁ KOHTCKCT, B KOTOPpOM
HPUXOIUTCS pabOTaTh U KUTh;,
OCHOBHbIE HCTOYHUKHM HH(pOpmMa-
UM W PECypChl JUIs PEIICHHS
3aa4 M mpobieM B mpodec-
CHOHAJIbHOM W/WIH COIHATbHOM
KOHTEKCTE;

QITOPUTMBI BBIIIOJIHCHUST PaboOT B
npoecCHOHABHOM M CMEXHBIX
001acTsIX;

MeTOIbI paboThI B IpodecCHoHAIb-
HOM U CMEeXHBIX cepax;
CTPYKTYpy TIUIaHa Ui pEUICHUs
3a/ay;

MOPSAJOK OIIEHKH PEe3yJIbTaTOB pe-
HIeHUs 3a7a4 MpodecCHOHATIBHON
JeSITEIIbHOCTH;

HOMEHKJIATypy HH(POPMAIIMOHHBIX
UCTOYHUKOB, TPUMEHSEMBIX B
npodecCuOHANbHOM  AesITeTbHOC-
TH;

IpUEMbl CTPYKTypUPOBAaHMSI HH-
dopmannu;

dopmar oopMmiieHUsT pe3yabTaToOB
novcka HHQOpPMAIMH, COBPEMEH-
HblE CpEICTBA M  YCTPOMCTBa
uH(pOpMaTU3aLINN;

MOPSIIOK TPUMEHEHUSI COBPEMEH-
HBIX CPEJICTB U yCTPOHCTB WMH(DOP-
MaTH3allid M MPOTrpaMMHOE obOec-
neyeHue B MPOQeCCHOHATHHOU
JIeATETbHOCTH, B TOM YHCIJIE C HC-
MOJIb30BaHWEM ITU(PPOBBIX CPEICTB;

OpHEHTHPYETCS B MpOodeCcCHOHAIb-
HOM U COIIMAJIBHOM KOHTEKCTC, B KO-
TOPOM MPUXOAUTCS PadOTATh U KHTh;
BJIaACCT OCHOBHBIMH HNCTOYHHKaAMHN
uHpOpMAIMA ¥ PecypcaMu Ui pe-
IICHHS 33/a4 U 1poOsieM B mpodec-

CHOHAJIBHOM W/WIH  COLUAIBHOM
KOHTEKCTE;

3HACT  QJITOPUTMBI  BBITIOJTHCHHUS
pador B mnpodeccHOHaTBbHOH U

CMEXKHBIX 00/1aCTsIX;

3HaeT MeToNbl PaboThl B mpodec-
CHOHAJILHOW U CMEXHBIX chepax;
3Ha€T  CTPYKTYPY
pelleHus 3a1ay;

IjraHa JJIsL

MOYET MPOU3BECTU OLECHKY PE3Yib-
TAaTOB peIIeHUs 3adad mpodeccuo-
HAJILHOH eI TEILHOCTH;

BJIa/Ie€T HOMEHKJIATypol HH(popMa-
LIMOHHBIX HMCTOYHHUKOB, IpPUMEHSIE-
MBIX B MPO(PECCUOHATBHON eATEeNb-
HOCTH;

3HAET TNPUEMBI
uHpOpMaINH;
3HaeT Gopmar oQOpMIICHUS pe3yib-
TaToOB TMOMCKAa WH(POPMAIINH, COBpE-
MEHHBIE CpEICTBA WU yCTpOMCTBa
nH(pOpMaTU3ALINN;

MOXET TPUMEHATh COBPEMEHHBIE
CpencTBa W yCTpoicTBa WH(pOpMa-
TU3alMM ¥ IpOorpaMMHoOe obecreue-
HUE B NMPO(PECCUOHANBHON NeATelb-
HOCTH, B TOM 4YHCJIE C HCIIOJIb30Ba-
HUEM IUPPOBBIX CPEJCTB;

CTPYKTYpPUPOBAHUS
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- JICKCUYECKUA MHHUMYM, OTHOCS-
IIMKACS K OINHCAHUIO NPEAMETOB,
CpPEeICTB W TpoleccoB mpodec-
CHOHAIILHOM JeSITEIHbHOCTH,
MIPUHIUIIEI  OE30IIaCHOCTH  XpaHe-
HUS JAHHBIX;

METOJIbI 3alUTBl 0a3 NaHHBIX OT
BHEIIIHUX yTPO3;

- IPUHIUNBL  KpunTtorpapuu |
METO/IOB IU(POBAHUS TAHHBIX;
CTaHJAPTHI U MPOTOKOJIBI Oe301mac-
HocrH, Takux kak SSL/TLS, SSH,
Kerberos u ap.;

METOJIbI AyTCHTH(PUKAIMU U aBTO-
pH3alMK TI0JIb30BaTEIICH, BKIIOYAs
UCIIOJIb30BaHUE TIAPOJICH, CepTH-
¢buKaTOB U OMOMETPUYCCKUX JaH-
HBIX;

3aKOHO/ATENLCTBO M CTaHIAPTHI
OesomacHocTu, Ttakue kak GDPR,
HIPAA, PCI DSS u np.;
OTpacJIeBYI0 HOPMATHUBHYIO TE€XHHU-
YECKYI0 JIOKYMEHTAIMI0 W HCTOY-
HUKH HH(pOpMaNUH, HEOOXOIUMbIC
Uil IPO(PeCCUOHAIBHOMN  JIesATEIb-
HOCTH;

COBPEMEHHBIN OTEUECTBEHHBIA U
3apyOexHblil ONBIT B Ipodeccuo-
HAJIbHOU JIEITEIbHOCTH;

- PUHITUIIBI ¥ METOJIBI O0eCTICUeHUS
0e30MacHOCTH  MH(POPMAITHOHHBIX
CHCTEM;

MPUHIIMITBL 0€30MacHOCTH HHDOP-
MAIIMOHHBIX CHCTEM;

COBPEMEHHBIC METOABl M TEXHO-
goruu B oOjactu Oe30mMacHOCTH
WH(OPMAIMOHHBIX CUCTEM;
3aKOHOJATEeNbHbIE 1 HOPMATHBHBIC
akThl B o00OyacTh 0€30IMacHOCTH
WH(OPMAILIMOHHBIX CUCTEM;
UCTOYHUKUA YyTpo3 UHGPOPMAIUOH-
HOM 0€e30macHOCTH M MEphl M0 HX
MPEIOTBPAIICHHIO;

OCHOBHBIC yTpo3bl 0e30MacHOCTH
MOOUITBHBIX MPUIIOKEHHIA;
OPUHIUIBI KpUnTorpaduu v mud-
POBaHMS TAHHBIX;

CTaHAapThl U MPOTOKOJIBI Oe3omac-
Hoctu, Takue kak HTTPS, OAuth u
OpenlD Connect;

BJIQJICET JIEKCUYECKUM MHHHMYMOM,
OTHOCSIIIUMCSI K OMTUCAHUIO TIpeaMe-
TOB, CPEACTB U MpoIleccoB mpodec-
CHOHAJIBHOU JIESATENBHOCTH;

3HAeT NPUHLHUIIBI 0€30IaCHOCTH Xpa-
HEHUS JTAHHBIX;

BJIaJIc€T METOJJaMH 3allUTHI 0a3 aH-
HBIX OT BHEUIHHUX yTPO3;

3HAeT MPUHIMIBI Kpuntorpapuu u
METOJI0B MIU(POBAHUS TAaHHBIX;
OpUEHTHUpPYETCS B CTaHJIapTax H
MPOTOKOJAaX ©O€30MacHOCTHU, TaKUX
kak SSL/TLS, SSH, Kerberos u ap.;
3HAeT METOJbl AyTCHTH()HKAIMN H
aBTOpU3AlIMU TOJIb30BaTENEH, BKIIIO-
4asi UCII0JIb30BAHUE MTApOJIEH, CEPTH-
(¢UKaTOB M OMOMETPUYECKHX JaH-
HBIX;

3aKOHOJATEIhCTBO W  CTaHIAPTHI
O0c3omacHocTH, Takue kak GDPR,
HIPAA, PCI DSS u np.;

3HAaeT OTPaACIEeBYI0 HOPMATHUBHYIO
TEXHUYECKYIO JOKYMEHTAIMIO |
HUCTOYHHMKK HWH}OpMaIuu, Heobxo-
JTUMBIC TSI IPO(ECCUOHATTBHOM JIesi-
TEIbHOCTH;

3HAeT COBPEMEHHBII OTEUeCTBEHHBIH
U 3apyOeXHBI OMBIT B Mpodeccro-
HAJIBHOM JESITETbHOCTH;

BJIQJICCT TPHUHIIMIIAMA W METOJIaMHU
obecrnieueHus Oe3omacHOCTH HHPOP-
MAITHOHHBIX CUCTEM;

3HaeT TMPHUHIMIBI  OE30MacHOCTH
MH(OPMAIIMOHHBIX CUCTEM;

BJIQJICET COBPEMEHHBIMHU METOJIaMH U
TEXHOJOTHSIMH B 00nacTu Oe3omac-
HOCTH MH()OPMAIIMOHHBIX CUCTEM;
3HaeT 3aKOHOJAaTelbHBIE U HOpMa-
TUBHBIE aKTbl B oOiacTu Oe3omac-
HOCTU MH(OPMAIIMOHHBIX CUCTEM;
3HaeT MCTOYHUKH YTrpo3 HHPOpMma-
IIMOHHOM 0€30MacHOCTU M Mephl 10
WX MPEIOTBPAILECHUIO;

3HaeT 00 OCHOBHBIX yrposax 0e30-
MACHOCTH MOOWIIBHBIX MPUIIOKECHHIA;
OpUEHTUPYETCS B MPHUHIIUIIAX KPUII-
Torpaduu v MuppoOBaHUs JaHHBIX;
3HAaeT CTaHJApThl U  MPOTOKOJIBI
Oe3onmacHocTu, Taxkue kak HTTPS,
OAuth u OpenID Connect;
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- 3aKOHO/IaTeNIbHBIC U PETYIISATOPHBIC
TpeOOBaHMs K 3allUTe JaHHBIX,
BKiroyas GDPR u HIPAA;
OCHOBHBIC TPUHIIMIIBI 0€301acHOC-
TH HHQOpPMAIMU M METOIOB e
3alIHTHI,

CTaHJApTHBIE KpUITOrpaduvecKue

QITOPUTMBI  JUIS  IIU(PPOBAHUS
IAHHBIX;
- IpuHOMNBl  obecrieueHust  06e30-

NAaCHOCTH Tepelavyd JaHHBIX II0
cery;

OCHOBBI 0€30IaCHOCTH TPUIIOXKE-
HUI 1 HHPPACTPYKTYPBHI;

METOJbl aHaIn3a YSI3BUMOCTH H
MOHUTOpPUHTA O€30MaCHOCTH;

OCHOBHBIC TPHUHIUIBI ¥ METOMIbBI
obecrieuenuss Oe3omacHoct WT-
UH(QPACTPYKTYphl U BEO-IIPUIIOKE-
HUH;

- pa3NUYHBIE YSI3BUMOCTH H YTPO3bI
0€30IacHOCTH, a TaKXe CIOCOOBI
UX TIPEJIOTBpAIICHUSI U OOHApYyXKe-
HUS;

UHCTPYMEHTBl M TEXHOJIOTUM ISt
obecnieuenust OezomacHoctu UT-
UHGPACTPYKTYPHI U BEO-TIPUIIOKE-
HUM, TakuxX Kak OpaHaMaysphl,
CUCTeMBl OOHApYy>KEHHUsI BTOpPKE-
HUH ¥ aHTUBHPYCHBIE POTPAMMEI.

- 3HAeT 3aKOHOJIATEJIbHBIC M PETryIIsi-
TOpHBIE TPeOOBaHUS K 3allUTE JIaH-
HBIX, BKIodass GDPR u HIPAA;

- BJIQJICET OCHOBHBIMHU MPUHIUIIAMH
0e3onacHOCTH WH(OpPMAIIUU U METO-
JIOB €€ 3aIlUThI;

- 3HAeT CTaHJApTHBIE KpUOTOrpadu-
YeCKHE alTOPUTMBI UL IIHQpoBa-
HUS TaHHBIX;

- UMEET MPEJICTABICHUE O TPUHIIUIIAX
obecrieueHust 6€30MaCHOCTH Tepesa-
YH JAHHBIX TI0 CETH;

- 3HAET OCHOBBI 0€30MaCHOCTH MPHUIIO-
KEHUN U UHPPACTPYKTYPHI;

- 3HACT METOJbl aHAM3a YS3BHUMOCTHU
¥ MOHHUTOpPUHTA 0€301aCHOCTH;

- 3HaeT OCHOBHBIC MPHHLIUIBI U
MeTo/bl o0ecrieueHust 6e30MacHOCTH
NUT-undpactpykTypsl U BeO-TpuIiIo-
JKEHUI;

- TIOHUMAET Pa3INnYHbIe YSI3BUMOCTU U

yrpo3sl  0€30MacHOCTH, a TaKKe
CHOCOObl WX MpPEeNOTBPALICHUS W
oOHapyKeHUS;

- 3HACT WHCTPYMEHTHI M TEXHOJOTHHU
JUIsl  o0ecrieueHuss  0e30MacHOCTH
UT-undpactpykTypbl U BeO-IIPUIIO-
JKEHUH, TaKuX Kak OpaHAMaydphl,
CUCTEMBbl OOHApy>KEHHUs BTOPKEHHI
Y aHTHBHUPYCHBIC TIPOTPAMMBI.
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