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1. Hepeqeﬂb KOMIIeTeHIINii 1 HHAUKATOPOB UX NOCTUKCHUSA

[Tpornecc n3yueHus TUCIMIIMHBI HAIIPABJIeH HA (OPMHUPOBAHHUE CIETYIOIMX KOMICTECHIUIA:

KOI[ 1 HAMMCHOBAHUC
KOMIICTCHII U

Ko n nHaumenoBaunue
WHJIMKATOPa JOCTHKEHUS
KOMIIETEHIIUN

[IpenmecTByromue 3ramnsl
(c ykazanuem
JMCHHUIUINH/TIPAKTHK)

Ortan

[IK-5 — Crnocoben
BBISIBIISITh M YCTPAHSTh
coboun " OTKa3bl
BO3HUKAIOIIUX B CETEBBIX
YCTpOMCTBaxX
HH(pOpPMaIMOHHO-
KOMMYHHUKAITHOHHBIX
cucTremMax

[1K-5.4 Ymeer aHanu3upoBaTh
COCTOSIHHE U BBISBIATH cOOH,
YCTPaHATh MOCIEICTBUS cOOEB
Y OTKa30B CETEBBIX YCTPOUCTB

Oran 1 Bl1.B.11, CerteBbie
TEXHOJIOTUU BBICOKOCKOPOCTHOM
nepenaun  gaHuelx, bl1.B.14
Cetu u cuCTEMBI PAIUOCBSI3U.

Otan 2 b1.B.15
AJIMUHUCTpPUPOBAHUE B
WH()OKOMMYHHUKAIIMOHHBIX

4 | cucremax, b1.B.17Apxurekrypa
U IporpaMMHOE oOecredyeHne

CETEBBIX
MH(POKOMMYHHMKAITMOHHBIX
YCTPOWCTB.

Oran 3 B1.B.22  Teopus
Tenerpaduka,

b1.B./IB.02.011IpoextupoBanue
JIOKAJIbHBIX CETEH.

dopma MpOMEKYTOUHON aTTECTALNHU 10 JUCIUILUINHE — DK3aMEH

2. Ioka3aTenu, KpUTEPHH U HIKAJIbI OLleHUBAHUS KOMIIETEeHIIUH

2.1. [loka3zaTenemM OLEHHMBaHMS KOMIETEHLMI Ha dTane HX (OPMHUPOBAHUSA TMPU H3YUECHUHU
JUCHUIUIMHBI ABJISIETCS YPOBEHb UX OCBOEHHUSI.

I/IH}]I/IKaTop O0CBOCHUSA

IToka3aTebr olleHUBAHUSA

KpuTepnii ouennBanus

KOMIIETCHIIUHN

[IK-5.4 Ywmeert | 3Haer: 1. BwmonHeHnsl Bce J1abopaToOpHBIE |
aHAJIM3UPOBATh -BUJIbl  CETEBBIX YIpo3 W | MpaKTU4YecKre paboThl MO JUCLHUIUIMHE B
COCTOSIHUE M  BBISBIATH | METOJIbI UX peain3aliiy, COOTBETCTBUH C IPAPUKOM.

coou, YCTpaHATh | - METOBI | 2. Odopmiienst OTYETHI o
MOCNEeACTBUSL  cOOEB U | KpUNTOrpapuuekoi 3amuThl | 1a00paTOPHBIM M MPAKTUYECKUM paboTam
OTKa30B CEeTeBBbIX | HHPOPMALIUHY; B COOTBETCTBUH C TPEOOBAHUSM.
YCTPOWCTB - wMeronel 3amutel  oT | 3. [lpu 3ammre JrabopaTOpHBIX padoT

CETEBBIX YIpO3 Ha pa3HbIX
YPOBHSX ATAIOHHOW MOJIENH;
- METOAbl  OpraHM3alMH
BUPTYaIbHBIX YaCTHBIX
ceren;

- METO]IbI 3aIUTHI
uHpOpMaLlUM HAa OKOHEYHOM
000pyI0BaHUH.

VwMmeer:

000CHOBBIBAET HEOOXOIMMOCTh
BBITIOJTHEHUS BCEX HACTPOCK.

4. Tlpu 3ammuTe MNpaKTHYECKUX padoT
000CHOBBIBAET BBIOPAHHBIC TEXHHUYECKHE
pelieHusl Ui OpraHu3allid  3allUThI
CeTeH.




- HacTpauBaTh (PYHKLHIO
Port Security;

- co3maBath Access Control
List;

-3alUIATh CeTh Mepenadyu
JIaHHBIX c ITOMOIILIO
MEKCETEBOT0 DKPaHa;

- 3alUIIATh CeTeBoe
o0opyioBaHUE oT
HECaHKITMOHUPOBAHHOTO
JOCTYyTIA;

- CcO3/1aBarh VPN
COCUHEHMUS.

Bnaneer:

- HaBBIKAMH perieHus
MIPOM3BOJICTBEHHBIX 33J1a4 T10
3alluTe CEeTeBOM
0€30IacHOCTH.

MIxkana oueHNBaHUA.

5-0a/JIbHAsA HIKAJa Kpurepun oueHku

CaMOCTOATENbHO M MPABWIBHO OTBETHJI HA IOCTAaBJICHHBIC
BOIIPOCHI HK3aMEHAIMOHHOTO OwiieTa. YBEPEHHO, JIOTHYHO,
MOCJIEIOBATEIBHO U apTyMEHTUPOBAHO U3JIarae€T CBOW OTBET.
MOo>KeT OTBETUTh Ha JOTIOJHUTEIHHBIE BOIPOCHI.
CaMocCTOSITEIPHO OTBETUJI Ha TIOCTABJICHHBIE BOIPOCHI
«Xopomuio» sK3aMEHallMOHHOTO Ouiera. He yBepeHHO oTBedaeT Ha
YTOUHSIFOIIUE U IONOJHUTEIbHBIE BOIPOCHI.
CaMocCTOsITeTbHO OTBETUJI Ha TIOCTABJICHHBIE BOMPOCHI
sK3aMeHalnoHHoro Owmnera. [Ipu 3TOM AOmMycKaeT OMIMOKH.
He yBepenHO miam BOOOIE HE OTBEYACT HA YTOUHSIOIINE U
JIOTIOJIHUTEIIbHBIE BOPOCHI.

He otBetms XoTsi ObI Ha ONWH BOMPOC DK3AMEHAITMOHHOTO
ounera

«OTInYHO»

«Y IOBIETBOPUTEIBHO

((HGy,HOBJ'IGTBOpI/ITeJ'ILHO»

3. MeTOIII/I‘IeCKHe MaTepUaJibl, ONpeaCJadIOIue NpoucaAypbl OHCHUBAHUSA M0 JMCHUIIIMHE

3.1. B xoae peanu3zanuu AUCHUIVIMHBI HCHOJIB3YIOTCS cieaymonue GopMbl U MeTObI
TeKYyLIero KOHTPOJIA

Tema u/uau pasaen DopMbI/METOIBI TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH

IIK-5.4 YMeeT aHATU3UPOBATh COCTOSIHHE U BBIABJISATH COOH, YCTPAHATH MOCJEACTBHA cO0eB
U OTKA30B CeTEBbIX YCTPOICTB

Pa3nen 1 CereBble yrpo3sl OK3aMeH
Pazgen 2 O0mume NpuHIMIIBI 3alTUTHI OT CETEBBIX aTak OK3aMeH
Pa3znen 3 3amuTa ceTeBhIX yCTPOMCTB OT HECAHKIIHOHUPOBAHHOTO | DK3aMEH
JIOCTYTIa ITpakTuueckas pabora

Paznen 4 AyreHTH(uKanys, aBTOpU3aLUs U yUeT OK3aMeH




JlaGopaTopHas paboTta — 3a4eT
Pa3nen 5 3amuTa cereil Ha KaHAJIbHOM YPOBHE DK3aMeH
Jlaboparopnas pabota
Pa3nen 6 3amuTa cereil Ha OCHOBE CIIMCKOB KOHTPOJISI JOCTyIa DK3aMeH
Jlaboparopnas pabota
Paznen 7 BuptyanbHble YaCTHBIE CETH DK3aMeH
Jlaboparopnas pabota
Pazgen 8 Opranuzamus ceTeBoit 6€301aCHOCTH Ha MEKCETEBBIX DK3aMeH
JKpaHax Jlaboparopnas pabota
[TpakTuyeckas pabora
Pazgen 9 3amura OKOHEYHBIX YCTPOMCTB ceTei DK3aMeH

3.2.  TumoBbie MaTepuaIbl TEKYIIEr0 KOHTPOJISI yCIEeBAEMOCTH 00y4aI0IHXCSI

IIK-5.4 YMeer aHATU3HPOBATh COCTOSIHHE M BBISIBJATH COOH, YCTPAHATH MOCJIeACTBUA c00eB U
0TKa30B CeTeBbIX YCTPOIiCTB

IIpumep 3a1aHus HA IPAKTUYECKOE 3aHATHE

1 Lens paboThI:
1.1 V3yunTh NOPSIIOK KONMPOBAHUS U BOCCTAHOBJIEHUS 00pa30B onepanuoHHoi cuctemsl 10S
CisCO ¥ 1mosb30BaTENBCKON KOH(PHUTYPALIUH.

2 3ananue:

2.1 OtkpoITh Paiin ROMMON.

2.2 O3HaKOMHTBCS C XapaKTEPUCTUKOW KOPITOPATHBHOMN CETH.

Komnanust cocroutr u3 aByx oducoB. OmguH Haxonutcs B ExatepunOypre, apyroil B
[lepBoypanbcke. B komnanuu ecTe TOIBKO TO 000pyZOBaHHE, KOTOPOE MOKa3aHO Ha cxeme. [[pyroro
HET.

BHUMAHME! Tak kak Bbl coTpyaHuk opuca [lepBoypanbcka, To 0cTyma K 000pyI0BaHUIO
ExarepunOypra y Bac HeT. [loaTomy, HHM Kakux JAeWCTBUN coBepuIaTh € OO0OpYIOBAaHUEM
ExarepunOypra HEJIb35I! Brer pabGortaere wuckiouutenbHO ¢ obopyaoBanuem llepBoypanbcka.
OpnHako, YCIOBHO MOXHO TO3BOHUTH B oduc ExarepunOypra u y3HaThb HACTPONKHM MXHETO
000py/0BaHUsA. DTO 3HAYUT, YTO Bbl MOXETE TOJIBKO IOCMOTPETh BCE HEOOXOAUMBIE HACTPONKHU
obopynoBanus ExarepunOypra.

HEJIb3$ Opatb nomnosHUTENbHOE OOpyAOBaHHME M 3aMEHsTh cyluecTBytouiee. [lo ynoButo
3amacHoro obopyzapBaHMsA Yy Bac HeT. Bce HacTpoiiku HEOOXOIUMO BBIMOJIHATH HCKIIOYUTEIBHO C
pabouero Hoyroka Admin. ITosToMy Bce CKpHHBI HEOOXOUMO CZEIaTh Tak, YTO ObI OBLIO BHIHO, YTO
HACTPOMKHU BELYTCS C HETO.

2.3 TlocTaHoBKa MPOOIEMBEL.

B oduce IlepBoypanbcka Oblia COBEpIIeHa BHYTPEHHIS XaKkepcKas aTaka Ha obopyaoBanue. B
pesynbpTate BhIUIO W3 cTposi obopyaoBanne. HEOBXOANUMO YUYECTb! Ha mapmpyTtuzaropax
JOJKHA CTOATH aOCONIIOTHO OJWHAKOBas TMPOIIMBKA. Bamma 3amada: BOCCTaHOBUTH paboOTy
obopynoBanus mepBoro 3taxka B oduce IlepBoypanbcka Tak, 9T0 ObI BOCCTAHOBUTH CBSI3h C OPUCOM
ExarepunOypra.

2.4 TpeGoBaHUs K HACTPOMKE.

2.4.1. Ha MapuipyTusarope mepBoro 3Taxa HeoO0X0IUMO BBIITOJHUTH CIIETYIOIINE HACTPONKU:

- 3a1aTh UM MapIIPyTU3aTOPY B BUC Bamed GpaMUIUMU M1 HHULIHAJIOB.

- 3agatb noMeHHoe UMt Group<"omep rpynnbr>.ru. Bmecto cko0ok ykazars CBOIO TpYIIITY.

- ObecnieunTh OOCTYyN agMUHHCTpaTopa U3 ropojga ExarepuHOypra x MapmipyTusaTopy IO
NpOTOKOIYy SSNVZ2 C JIOTHHOM COOTBETCTBYIOIIEro BamieMy MMeHM W mapojeM jAaTa Ballero



poxaHus. [Ipy ycrnemHol aBTOpHM3allMM Ha MapLIPyTHU3aTope, aIMHHHMCTPATOp AOJDKEH BBECTHU
napoJb CISCO sl JOCTyIa B IIPUBEIUTCPOBAHHBIN PEIKHIM.

- s cBsa3u ¢ EkarepunOyprom, HykKHa HacTpoiika, KOTOpYto Bbl He 3HaeTe, Kak BBIITOJIHSATD.
OnHako, KOH(pHUTYpaLus ¢ 3TOW HACTPOUKOM XpaHuTCs Ha cepsepe tftp, o umenem Pervl.txt.

- Heo6xouMo ycTaHOBUTH Mapoib Ha JAOCTYI K MapLIpyTH3aToOpy IO KOHCOJIBHOMY IOPTY.
JloruH 118 [OCTylla Balld MHULMAJBI, [1apojib, TeKymas aata. [Ipu ycnemHol aBTopu3anuu Ha
KOHCOJIBHOM II0PTY, I10JIb30BaTEIb CPa3y JOJDKEH MONACTh B IPUBUICTUPOBAHHBIA PEKUM.

- Bce maponu 1omKHBI XpaHUTCA B 3alIM(POBaHHOM BHUJIE.

2.4.2 Ha xoMMyTaTope NEpBOTO 3Ta)ka OBLIM CTEPThI BCe HAcTporku. OHU MOKHBI OBITH
aHAJIOTMYHBI HACTPOIIKaM KOMMYyTaTopa BTOpOro 3taxa. HeoOXoIuMo BOCCTaHOBUTH 3TH HACTPOUKH.
Ilocne BoccTaHOBIEHHMS HACTPOEK OOeCHeduTh JOCTyn aaMuHucTparopy ExarepunOypra x
KOMMYTAaToOpy MO 3allMIIEHHOMY COEAMHEHMIO Bepcuun 2. Bce KOMMyTaTopbl —JIOJIKHBI
B3alMOJECTBOBATH CO CBOMMHU MapLIPyTU3aTOPaMHU, T. €. IOJKEH IPOXOAUTD IIUHT.

2.4.3 Ha mapuipyTu3aTrope BTOPOTO 3Ta)ka 3JI0YMBIIUTMHHUK U3MEHIIT HACTPOUKU U yCTAaHOBHUIT
1apoJib Ha MPUBUIIETUPOBaHHbIN pexxuM. HeoOxoaumo:

- BoccTraHOBUTH cETEBOE UMSL.

- Ob6ecnieunTs A0CTYN agMUHUCTpaTopy ExarepuHOypra mo 3amuiieHHON ynaleHHON CBSI3U C
HMMEHEM U 11apoJieM, aHaJIOTUYHbIM MapuipyTu3atopy Pervl.

- 3alUTUTh IPUBUIIETUPOBAHHBIN PEXUM CBOUM IapOJIEM.

- 3alIUTHTB JOCTYII Yepe3 KOHCOJbHBIN MOPT TOJIBKO 10 Tapoio P@ssword.

2.4.4 Bece ycTpoiicTBa JOKHBI ObITH CHHXPOHU3UPOBAHBI 10 BPEMEHH.

2.5 IIpoBepuTh, 4TO OBI BCE BBIMOJIHAEMBIEC 33/1a4H CETH BBITOIHSIIUCH.

2.6 CnienaTh pe3epBHbIE KOIIUM Beex ycTpoicTB IlepBoypasbceka.

[Tpumep 3amanus Ha 1a00paTOPHYIO PadOTY
1 Henb paboThI:
1.1 HccnemoBaTh NPHHIHUIBI 3aIIUTHI CETEBBIX YCTPOWCTB OT HECAHKIIMOHUPOBAHHOTO

JOCTYyTIA.

2 3aganue:
2.1 CkoMMYyTHPOBAThH CETh, TIOKA3aHHYIO HAa PHCYHKE.

)
pC SWH s SW2

Q_ = — S |
P RADIUS

[To ymMonuaHHIO Ha BCEX YCTPOUCTBAX HACTPOCH yIAJICHHBIH JOCTYII IO TpoToKoury Telnet.

2.2 Ha Bcex yCTpoiicTBaX HaCTPOUTH CETEBOE UMSI, B COOTBETCTBHHU CO CXEMOW Ha PHCYHKE.

2.3 HacTpouTh BCe MEXCETEBbIe YCTPOICTBA TaK, YTO Obl MUHUMAaJIbHAS AJIMHA MapoJis Obuia He
MEHEE ITATH CUMBOJIOB.

2.4 HactpouTb BCE MEXCETEBBbIE YCTPOMCTBA TaK, 4TO Obl MPU JBYX HE BEPHO BBEAECHHBIX
naposiei, B Teuenue 1,5 MUHYT, TUHUS OJIOKUPYETCs Ha OJIHY MUHYTY.

2.5 HactpouTb Bce MEXKCETeBbIE YCTPOWCTBA Tak, YTO Obl MpH Oe3JeCTBUU B TEUEHHUU IATH
MHUHYT, yCTPOMCTBO 3aBEPILAJIO CEAHC B IPUBUIICTUPOBAHHOM PEXKHUME.

2.6 Hactpouth Bce MeEXCETeBBbIE YCTpOMCTBa Tak, 4YTO Obl BCEe NApOJIM XPaHWUJIHCH B
3amu(ppOBaHHOM BHJIC.

2.7 3amUTUTh KOHCOJBHBIC JIMHUU BCEX MEXKCETEBBIX YCTPOMCTB OT HECAHKIIMOHHPOBAHHOTO
nocrynna. BHUMAHME! I1aponu 10mKHBI OBITh HaIGKHBIMU !

2.7.1 KoMMyTaTOpBI C MOMOIIIBIO MAPOJIss, KOTOPBIHA JOKEH COOTBETCTBOBAThH BAallleMy HMEHHU.



2.7.2 MapupyTtu3atop C TIOMOIIBIO JIOTHHA, KOTOPBIA JIOJDKEH COOTBETCTBOBATH BallluM
WHUIMAIAM U TIapoJieM, KOTOPBIN JOKEH COOTBETCTBOBATH BallleH (haMIIIHH.

2.8 Baumtuth VTY BCceX MEXKCETEeBBbIX YCTPOWCTB OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
BHUMAHME! ITaponu n01KHBI ObITh HaI€KHBIMU!

2.8.1 KommyTtaTopbl, ucnoyib3ysi Mozaeinb AAA U JIOKalbHYI0 0a3y ydYeTHBIX 3amuceid. B
KauecTBE JIOTUHA KCIIOIh30BaTh Bally (DaMHUIIUIO M WHUIUAIIEI, TAPOJIh MPUAYMATh CAMOCTOSTEIBHO,
KOTOPBIH TOJIKEH COOTBETCTBOBATH BCEM TPEOOBAHUAM K 0€30IaCHOCTH.

2.8.2 Jloctyn K MapuipyTH3aTOpy JOJDKEH OCYIIECTBIAThCS ¢ wucnoib3oBannem RADIUS
cepsepa. Jlorun st qoctyma root, mapoas p@ssword2022!. KiroueBoe ¢10B0

2.9 3amWTUTh TPHUBWICTHPOBAHHBIA  PEKUM  BCEX  MEXKCETEBBIX  YCTPOHCTB  OT
HECaHKLIMOHUPOBAaHHOTO JocTymna. Ilapons mnpuaymMaTh CcaMOCTOATEIbHO, KOTOPBIA  JOJKEH
COOTBETCTBOBATh BCEM TpeboBaHMsIM K OezomacHocTd. [laponb He AODKEH COBMAgaTh C MapoJieM B
nyHkte 2.8.1. [Tapons nomken mudpoBaThes 9 THIOM.

3.3. TunoBble MaTepHajbl s TNPOBeIEHUS  TNPOMEKYTOUHOH  ATTeCTAIHH
o0yuaruuxcst

Tunosslie BOIIPOCHI Y 3aJaHUA K DK3aMCHY .

1. OcHoBHBIE TIOHATHS B 00JacT Oe3onmacHOCTH. Buabl xakepoB. MIx 0cOOCHHOCTH.

2. IloHsATHE BPEAOHOCHOIO MPOrpaMMHOro obecnedeHus. ['pynnbl BpeAOHOCHBIX MPOrpaMM U
UX JIEHCTBUE: PEKJIAMHBIE, IIMMOHCKUE, TPOSIHBI, BBIMOTaTEIIH.

3. IloHsiTHE BPEIOHOCHOIO MPOrpaMMHOro odecneueHus. ['pymnibl Bpe1OHOCHBIX MIPOrpamMMm U
UX JIEHCTBUE: YEPBU, BUPYCHI, OOTHI, JIOTHUECKHE OOMOBI.

4. IlonsaTHe NOAUTUKU Oe3omacHOCTU. [lepeuncnuTs pas3niensbl, KOTOpble MOTYT BXOJIUTh B HEe.
[Tosicauth coctaB pa3nenoB: (U3MUECKON 0e30ImacHOCTH, SKCILTyaTallid 3JIEKTPOHHBIX YCTPOWCTB,
YIPaBIEHUS TOCTYIIOM.

5. IlonsiTue monuTuku Oe30macHOCTH. [lepeuncnuTs pasnensl, KOTOPbIE MOTYT BXOAUTH B HEE.
[TosicHuTh coCTaB pa3zeioB: ceTeBOil 0e30MacHOCTH, MPOrPaMMHOIO OOeCledyeHus, MapoIbHOMN
3aIUTHI.

6. ITonstue nmonutuku Ge3onacHocTH. Ilepeduncnute pa3aesnsl, KOTOpblE MOTYT BXOAUTh B HEe.
[TosicHUTH cocTaB pa3AeoB: aHTUBUPYCHOM 3alUTHI, UCIIOJIb30BaHusl IHTepHEeTa, 37IEKTPOHHOM MOTHI,
BHEIIHUX HOCHUTEJIEH, pE3€PBHOTO KOIIMPOBAHHUS.

7. MeTopl 3alIUThI CETEBBIX YCTPONCTB OT HECAaHKIIMOHMPOBAHHOTO J0CTymna. TpeboBaHus K
napoisiMm. CpaBHHUTENNbHAs XapaKTepUCTHKA IpoTokoIoB Telnet u ssh.

8. Haznauenme mnporokorna RADIUS. Ero xapakrepuctuku. Pomm ycTpoilcTB mpu pabote
npotokona RADIUS.

9. Ha3nauenume ¥ mnpuHUUN (QYHKIMOHUPOBAHUS TaONUIBI ajpecoB. ATaka Ha TaOIHILy
aapecoB. MeTo/Ibl 3aIIUThI CETEN OT AJAHHOTO BUJA aTakK.

10. Ha3znauenne wu mporenypHas xapaktepuctuka nporokoina DHCP. Buner arak nva DHCP
cepBep. MeToabl 3alMTHI OT JAHHOTO BUJA aTakK.

11. Ha3znauenue u nporeaypHbie Xxapakrepuctuku mporokosa ARP. Ataku na mpotokon ARP.
MeTop! 3a1IUTEI OT JAHHOTO BHUJIA aTaK.

12. Tosicaute mpuHIMN padoTel mpoTokona STP.Buapl arak Ha mportokon STP. Metoast
3aIUThI OT JAHHOTO BHUJIA aTaK.

13. Hazmauenme VLAN. IlpeumymectBa ux co3ganuss. Buast VLAN. ®dopmar xkamgpa
npotokona |[EEE 802.1Q. Bunbl HacTpauBaembIx mopToB. Ilopsiiok npoaBruKeHNs HEMapKUPOBAHHOTO
Kajpa yepe3 kommyTtatop ¢ HacTpoeHHbIME VLAN.

14. Hasnauenne VLAN. IlpeumymectBa ux coznanus. Bunet VLAN. ®opmar kanpa
nporokona |IEEE 802.1Q. Buasl HacTpanBaembix mopToB. [Topsiiok mpoaBrKEHNUS MapKHPOBAHHOTO
KaJpa uepe3 KomMmyTaTtop ¢ HactpoeHHbIMH VLAN.



15. Hasnauenne VLAN. IlpenmymectBa ux cosnmanus. Hasnauenme mportokona GVRP.
dopwmar kanapa, Bunbl coobmienwnii. [Iponenypa nunamudeckoro co3nanus VLAN.

16. Hasnauenne VLAN. IlpenmymectBa ux cosnanus. Hasnaduenme mporokona GVRP.
dopmar kazapa, Buzbl coodmenuit. [Iponeaypa aunamuueckoro ynanenus VLAN.

17. Hasnauenne VLAN. IpenmymectBa ux cozmanus. [loustue Q-in-Q VLAN. O6iacts ee
ucrnosib3oBanus. @opmat kagpa. OcodenHoctu peanmsanuu Port Based. IIponenypa nepenauu kaupa B
cersx ¢ Q-in-Q VLAN.

18. Hasznauenne VLAN. [peumymectBa ux coznanus. [lonstue Q-in-Q VLAN. Oo6nacts ee
ucnoss3oBanus. ®opmar kaapa. Ocobernnoctu peanusanuu Selective. [poueaypa nepempayn Kajapa B
cetsix ¢ Q-in-Q VLAN.

19. Haznauenune VLAN. IlpenmymectBa ux cozmanus. Buasl VLAN. Tlopsmok npoaBukeHus
kajapa udepe3 kommyrtarop ¢ HactpoeHHbIMHM VLAN. Buael arak ma VLAN. Mertoasl 3amurtsl OT
JTAHHOTO BUJIA aTakK.

20. ITonsTre cereBoit ataku. Tumel ceTeBbIX arak: cHupGunr, IP-ciyddunr, DOS, maponpHas.
Nx peanuzanusi. MeToabI 3alIUTHI.

21. TlonsTtue ceteBOi araku. TUIBI CETEBBIX aTak: YEJOBEK MEXIY, NMPUIIOKECHHM, CeTeBas
pasBeka, 30ynoTpedIeHue T0BEpUeM, BUPYCHI U TPOsiHbIL. VX peanuzaius. MeTo bl 3aIIUTHI.

22. Tlonstue ACL. Mx na3Hadenue u kiaccuukanus. [loscHUTH TpuUHOUT (QHIBTpannn
tpaduka. [lonarue madnonnas macka. [IpuHiun ee onpeaeneHus.

23. Ilonstue VPN. IlpeumymectBa ux wucnosibzoBanus. Tumbl VPN, ux cpaBHUTENbHas
xapakrepuctuka. [Tporokonasr VPN: PPTP, SSTP. x ocobenHOCTH.

24. llouarue VPN. IlpeumymiectBa ux wucnons3oBanus. Tumbl VPN, ux cpaBHuTenbHAs
xapakrepuctuka. [Iporokon VPN: IPsec. Ero xapakrepucrrka, 00,1acTh HCIIOJIb30BAHHMS.

25. lonstue VPN. IlpeumymiectBa ux wucnosibzoBanusa. Tumbl VPN, ux cpaBHUTENIbHas
xapaktepuctuka. [Iporokonst VPN: Open VPN, Wire Guard. Mx ocobeHHOCTH.

26. Ha3znauenme cteka mnportokosnoB |Psec. Ero xapakrepuctuka u ¢yHkuuu. [lpuHumn
obecreyeHrne KOH(PUICHIINATbHOCTU TaHHBIX.

27. Ha3nauenme cteka mnpotokonoB |Psec. Ero xapakrepuctuka u ¢yHkuuu. [lpuHumn
o0ecrieyeHre 1eJI0OCTHOCTH IaHHBIX.

28. Ha3nauenme cteka mnpotokosnoB |Psec. Ero xapakrepuctuka u ¢yHkuuu. [lpuHumn
ayTeHTU(UKaLuu ycTpoiicTB MeTooM PSK.

29. Ha3nauenme cteka mnpotokosnoB |Psec. Ero xapakrepuctuka u ¢yHkuuu. [IpuHuun
ayTeHTU(UKaLuu ycTpoiicTB MeToioM RSA.

30. Ha3znauenue creka npotokosoB IPsec. Ero xapakrepuctuka u ¢yHkiuu. CpaBHUTENIbHAS
XapakTepucTUKa rpynn oOMeHa kitodamu no anroputMmy DH. Ilpunnun dopmupoBanus u obmeHa
KITIOYaMHU.

31. Haznayenue cteka npotokoiioB IPsec. Ero xapakrepuctuka u ¢pynkunu. CocraB cTeka H
HazHaueHue npoTokosoB. [Ipunuun padotsl nporokona AH. @opmar nakera.

32. Haznauenue cteka nporokoiioB IPsec. Ero xapakrepuctuka u ¢pynkuuu. CocraB cTeka H
Ha3Ha4YeHHUE MPOTOKOJIOB. [IpuHITMT paboThl mpotokoa ESP. ®opmat makera. Pexxumel paboTHI.

33. Haznauenue cteka nporokoiioB IPsec. Ero xapakrepuctuka u ¢pyHkuuu. CocraB cTeka H
Ha3HAYEHHUE MPOTOKOJIOB. [Iporieaypa ycTaHOBICHHS TYHHENS MEXY YCTPOHCTBAMHU.

34. Tlonstue BupycoB. Mx xmaccudpukanus. OcoOEHHOCTH AEUCTBUS PA3IMYHBIX THUIIOB
BHPYCOB.

35. Ilonste BupycoB. Mx kiaccupukanus Mo pa3pylIMTEIbHBIM CIIOCOOHOCTSIM, M CHOCO0Y
3apakeHus. [Ipu3Haky HanUyusl BUPYCOB Ha KOMITBIOTEPE.

36. Tlomstme BupycoB. WX kiaccupukamuss mo cpeae OOUTaHUS W W NPHHLUIY
¢bynkuonupoBanusi. OCHOBHBIE ITPABHJIA IO 3aLUTE KOMIIBIOTEPOB OT IPOHUKHOBEHUS BUPYCOB.

37. Ha3HaueHMe aHTUBUPYCHBIX mporpamMm. TpeOoBaHMs, TMpenbsBIIEMblE K OTHM
mporpaMMaM. ['pymnmbl aHTUBUPYCHBIX MPOTpamMM: JETEKTOPbI, JAOKTOpa, cTopoxa. Ux pabora u
00J1aCTh MPUMEHEHUSI.



38. Ha3naueHue aHTUBHPYCHBIX TIporpamm. TpeOoBaHUs, TPEHBABISIEMbIE K OTUM
nporpaMMaM. ['pynnbl aHTUBMPYCHBIX IIPOIpaMM: CTOPOXa, PEBU30pHI, BakLuMHATOphl. X paborta u
o0JacTb MPUMEHEHHS.

bank KOHTPOJIbHBIX BOIIPOCOB, Sa,I[aHI/Iﬁ N HWHBIX MAaTCpHUalioB, HCIIOJIB3YCMbIX B IIPOLECCE
MPOLEAYP TEKYILIEro KOHTPOJS M MPOMEKYTOUHOM aTTECTAllMM HAXOAMUTCS B YU4€OHO-METOJUYECKOM
KOMIIJIEKCE AUCHUITIIIMHBI A/ninm IIpEACTaBJICH B 3J'IeKTp0HHOfI I/IH(i)OpMaI_II/IOHHO-O6p8.30B3TCJ'IBHOI>i
cpene o URI: http://www.aup.uisi.ru/.

3.4. Mertoanueckne MaTepuajbl NMPOBeAeHUsS] TEKYIIEro KOHTPOJS U MPOMEKYTOYHOM
aTTecTAMU 00YYAKO LM XCS

HepequL MCETOAUYCCKUX MaTepI/IaJ'IOB Jd IIOATI'OTOBKHU K TGKYIJ_IeMy KOHTpOJIIO 148
MIPOMEXYTOUYHOM aTTecTaliu:

1. MeToaudeckue yka3aHUS K BBINOJHCHHIO JIA0OPATOPHBIX padoOT MO JUCIUILIAHE
«3amura nHpopmaruu oT HECAHKIIMOHUPOBAHHOTO JOCTYTIa. —URL:
https://aup.uisi.ru/3558494/?0ffset=10.

2. Metoauyeckie yka3aHUSI K BBIIOJIHEHUIO TMPAKTUYECKUX paboT MO AUCIHUILIUHE
«3amura uHpOpMaUU oT HECaHKI[MOHMPOBAHHOI'O JIOCTYIIa». -URL:

https://aup.uisi.ru/3558494/?0ffset=10.
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