MunucTepcTBO LMPPOBOro pa3BUTHSA, CBA3H M MaCCOBBIX KOMMYHHKaLHii Poccuiickoii ®enepauyu
denepanbHOE rocy1apcTBEHHOE 10 MKeTHOE 00pa30BaTeNbHOE yUpEXKIEHHE BBICLIEr0 00pa30BaHus
«CubupCKuii rocy 1apCTBEHHbIH YHUBEPCUTET TEIEKOMMYHHUKALHUH U HH(OPMATHKH
(CubI'YTH)
YpanbCKui TEXHUYECKUH HHCTUTYT CBSI3H H HH)OPMAaTUKH (d)mman) BT. EKaTepuHGypre
(YpTHUCH Cubl'YTH)

OIL[EHOYHBIE CPEJICTBA TEKVHI u :
KOHTPOJISA A ITPOMEXYTOUYHOMU

IO JMCIIUIIJIMHE

b51.B.19 KopnopaTtuBHble HHPOKOMMYHHKAIIHOHHbIE CHCTEMBI H YCIYT'H
Hanpapnenue noarorosku / cneuuainbHocTh: 11.03.02 «AHPOKOMMYHHKANHOHHbIE
TEXHOJIOTHH H CHCTEMbI CBSA3H»

HanpasnenHocts (npodune) /cnenuanuzanus: UHpokoMMyHHKAIMOHHBIE
TEXHOJIOTHH B yCJIyrax cBsi3H

@®opma 00yueHus: OUHASA

['on Habopa: 2025

Paspabotuuk (-u):

JOLEHT = / E.C. Tapacos /

(o=
MOAMUCH

OueHouHble cpeacTBa OOCYXKIEHBI W YTBEpXKAEHbl Ha 3acefaHWM HH(OKOMMYHHMKALHOHHBIX
TexHoyorui u MmobuneHoM cBa3u (MTuMC)

ITpotokon ot 27.11.2024 r. Ne 3 5
3aBemyrouuii kadenpoit /ﬁ/\ / H.B. Byapuiauna /
“— noamuck

Exarepun6ypr,2024



MuHnuctepcTBO IIU(POBOTO pa3BUTHS, CBSI3U U MACCOBBIX KOMMYHHUKaIuii Poccutickori @enepamnmm
denepanbHOE rOCyIapCTBEHHOE OI0HKETHOE 00pa30BaTeNbHOE YUPEXKICHHE BBICIIETO 00pa30oBaHus
«CuOupCKHii TOCYJApCTBEHHBIH YHUBEPCHTET TEJICKOMMYHUKAIUN U HHPOPMATUKI
(CubI'YTH)
YpabCckuii TEXHUYECKUH WHCTUTYT CBsI3M U nHpopMmaTuku (pumman) B r. EkarepunOypre
(YpTUCHU Cubl'YTN)

YTBEPXJAIO

mupextop YpTHUCHU Cubl' YTU
Mununa E.A.

«27» nexabps 2024 r.

OLHEHOYHBIE CPEACTBA TEKYHIEI'O
KOHTPOJISI U TIPOMEXYTOUYHOM
ATTECTAIIUU

MO JJUCLUILJIMHE

b1.B.19 KopnopatuBHbie ”HPOKOMMYHUKANIMOHHbIE CUCTEMbI U YCJIYTH

Hamnpasnenue noarorosku / cneruanbHOcTh: 11.03.02 « UH(pOKOMMYHUKAIIMOHHBbIE
TE€XHOJIOTHH M CUCTEMbI CBSI3N

Hanpasnennocts (mpoduis) /cnenuanuzanus: MHGoKOMMYyHUKAIIMOHHBbIE
TEXHOJIOTHH B YCJIYrax CBsi3H

®opma 00ydyeHUs: OUHAas

I'ox Habopa: 2025

PazpaboTtunk (-un):
JOLEHT | E.C. Tapacos /
IIOAIINCH

OneHouHble cpeAcTBa OOCYXKIEHB M YTBEPXKJICHBI Ha 3acelaHUM HMH()OKOMMYHHMKAIIMOHHBIX
TexHojoruit u MmoounsHoOM cBsizu (MTuMC)
ITpotokon ot 27.11.2024 1. Ne 3
3aBeayromnuii kageapoit [ H.B. Byapuiauna /
IO AITHCH

Exarepun0Oypr,2024



1. Hepeqeﬂb KOMIIeTeHIINii 1 HHAUKATOPOB UX NOCTUKCHUSA

[Tporecc n3yueHus TUCIMIIMHBI HAIIPABJIeH HA (OPMHUPOBAHHUE CIESTYIOIIMX KOMICTCHIUI:

KOI[ 1 HAMMCHOBAHUC

Ko 1 HaumenoBanue

[IpenmecTByromue 3ramnsl

MHAMKATOpa TOCTHKEHUS Oran (c ykazanuem
KOMITETCHIIUHT o
KOMITETCHIINI JMCHHUIUINH/TIPAKTHK)
Otran 1 b1.B.010cHOBBI
TEOPHHU LIECTIEH.
Ortan 2 b1.B.02 AHTeHHBI
u pacrnpocTpaHeHue
PaIuoBOJIH, b1.B.05
DIeMeHTHast Oa3a
TEJICKOMMYHHUKAIITMOHHBIX
cucteM, b1.B.13 OcHOBEI
MOCTPOEHUS
IK-1.2 3Haer MIPUHLIUIIBI MH(HOKOMMYHHUKAIIMOHHBIX
MOCTPOCHUS, CTPYKTYPHBIE CXEMBI, CHUCTEM WU CETell.
OK-1 — Crocoben x| COCTaB u XapaKTepUCTUKU
TEJIEKOMMYHHUKAIIHOHHOTO Oran 3 b1.B.04
MIPOBEICHUIO
o0opyaoBaHus, OpUHLIMIEI | S5 | BeruncnuTenbHas TeXHUKA
PO UIAKTHIECKUX
OpraHu3all  CUTHAIM3AIMU U u nH(POPMaITMOHHBIE
paboT Ha 00OpYyIOBaHHUH
RS CHHXPOHU3ALUU B TEXHOJIOTHH, b1.B.08
TEIEKOMMYHHUKAITMOHHBIX CETSIX CxeMoTexHUKa
TEJIEKOMMYHUKAIIMOHHBIX
YCTPOWCTB, b1.B.10
Teopus cBs3u.
Otan 4 b1.B.11, CeTeBble
TEXHOJIOTUH
BBICOKOCKOPOCTHOM
nepeaadn JTAHHBIX,
b1.B.12 Hanpasnsromniue
cpenbl 3JIEKTPOCBS3H,
b1.B.14 Cetn u cucremsl
paauOoCBsI3H.
[1K-4.2 Bnaneer HaBBIKAMH
KOPPEKTUPOBKHU CXEMBI Ortan 1 B1.B.06 S3biku
[1K-4 — Crnioco0eH | opraHu3aIyu CBSI3U. IporpaMMHUpPOBaHUS
MIPOBOJUTH  HACTPOUKY
CTAHI[MOHHOT'O [IK-4.3 3naer mnpaBuia OKazaHUSA 3 Oran 2 b1.B.07
o0opyi0BaHus U | yCIYT MECTHOW, BHYTPU30HOBOM, [IporpammupoBanue
KOPPEKTUPOBATh  CXEMY | MEXAYTOPOAHON U MEXIYyHAPOAHOU CETEBBIX MPUJIOKEHUH,
OpTraHW3alNu CBS3U TenedOHHOM CBSI3H, CHACTEMY b1.B.09 ba3bl 1aHHBIX B
pEeKOMEHJalluii M CTaHJAapTOB B TEJIEKOMMYHUKAIUSX.
00J1aCTH TE€IEeKOMMYHUKALIUH.
I[IK-6 — Cnocoben « | [1K-6.1 3HaeT TIPUHIUITBL
pazpaboTke CXEMBI | IOCTPOEHUS, CUCTEM CBSI3H,
OpraHu3aluu CBSI3U | TEIEKOMMYHUKAIIMOHHBIX  CHUCTEM 1

TCHCKOMMYHHK&HHOHHOP'I
CHUCTCMBI

Pa3iIndHOTO THUIIA,




YMeeT npou3BOIUTh 000CHOBAHHBIH
WH(POPMAIIMOHHBIX
MIPOCKTY,
CPaBHUTEILHBIN aHATIN3 BAPUAHTOB,;

BBIOOD

TEXHOJIOTUH o

BnaneeT HaBbIKaMH
CXCM OpraHu3aluu CBA3H.

IIOATrOTOBKH

I[IK-7 — Cnocoben «
pa3paboTKke  TPOEKTHOM
JTOKYMEHTAIUH Ha
00BEKT, (CUCTEMY) CBSI3H,
TEJIEKOMMYHHUKAITHOHHYIO
cHCTEMY

I1K-7.2 YMerp paboTaTh C Ortan 1 b1.B.05
TEKCTOBBIMH penakTopamu, OnemenTHas 6a3a
rpaduyecKuMu porpaMMamy, TEJIEeKOMMYHUKAIIMOHHBIX
oopmMIIseT copepKaTeNbHYI0 YacTh CUCTEM

MIPOCKTA, dbopmupyer  oO0mIyIO 3

MOSICHUTEIbHYIO 3aMMcKy, Oran 2 b1.B.08
pa3pabaTsiBaeT MPOEKTHYIO CxemMoTexHUKa
JOKYMEHTAllUI0 B COOTBETCTBHM C TEJICKOMMYHHUKAIIMOHHBIX
TpeOOBaHUSAMHU HOPMAaTHUBHO- ycrporicts, b1.B.10

TCXHUYCCKHUX JOKYMCHTOB

Teopust cBsI3H.

dopma NpoMeKyTOYHON aTTeCTallUU M0 JUCIUILIMHE — SK3aMEH, KypcoBas paboTa

2. IMoka3aTeu, KpUTEPHH M IIKAJIbI OLIEHUBAHUA KOMIETeHIH i

2.1. [Toxa3aTtenem OLICHHNBAHUA KOMHeTeHL[I/Iﬁ Ha OJTal¢ HMX (1)OpMI/IpOBaHI/I5I npu MU3yUYCHHUU
AUCHUIIIMHEI SABJIACTCA YPOBCHB UX OCBOCHHA.

I/IH}]I/IKaTop O0CBOCHUSA

IToka3aTebr olleHUBAHUSA

KpuTepnii ouennBanus

KOMIICTCHIIUHN

[IK-1.2 3naer nmpuHIUIBI | 3HACT: 1. BremonHeHnsl Bce J1abopaToOpHBIE |
MMOCTPOEHUS, - Ha3HaueHWe, MPUHIMMN | MpaKTUYecKue paboThl MO AUCIHILINHE B
CTPYKTypHBIE CXEMBI, | paboThI u 00JacTh | COOTBETCTBHUHU C I'paUKOM.

COCTaB M XapaKTEPUCTHKH | UCIIOJIb30BaHUs 2. Odopmiiens OTYETHI o
TENIEKOMMYHUKAITMOHHOTO | 000pYI0BaHUS, 71a00paTOPHBIM U MPAKTHUECKUM paboTam
o0opyI0BaHus, HCIIOJIb3YEMOT0 B | B COOTBETCTBUU C TPEOOBAHUSM.
MPUHLMIIBI  OPTaHU3ALMU | KOPIOPATUBHBIX 3. Ilpu 3amute mabopaTOpHBIX pPadOT
CUTHAJIM3ALUU U | Tene(OHHBIX CETAX U CeTsIX | 000CHOBBIBAET HE00X0/IMMOCTh
CUHXPOHHU3AIUU B | Mepeayu 1aHHBIX; BBITIOJTHEHUS BCEX HACTPOEK.

TEJIEKOMMYHUKALMOHHBIX | - xapakTepuctuku | 4. Ilpu 3amumTe npakTHYECKUX padoT

CeTAX 00opyIoBaHus 000CHOBBIBAET BBIOPAHHBIE TEXHHUECKHUE
UCIIOJIB3YEMOTO JUIS | pellieHus sl OpraHu3alui  PaboOTHI
IIOCTPOEHUsI KOPIOPATUBHBIX | KOPIIOPATUBHBIX CETEH.
TeneOHHBIX ceTed U ceteil | 5. I'pamoTHO CMOJENUpoOBaHa U
Iepeaun JaHHBIX; HacTpOeHa KOpIIOpaTUBHAs CEeTh
- IpaBWIa  COCTAaBJICHMs | epedauyd JaHHBIX, MPEJyCMOTpPEHHAas
CTPYKTYPHBIX CXEM | 3a/laHHeM KypCcOBOil pabOTHI.
KOPIIOPAaTUBHBIX cereit | 6. OhopmiieHa MOSICHUTENbHAS 3allUCKa B
CBSA3H, COOTBETCTBUM C  TpeOOBAaHUSAMHU K

oopmieHnIo TEXHUYECKOH

VYwMmeer: JIOKYMEHTAIH.
- uuTarh  CTpyKTypHble | 7. [lpm 3amuTe KypcoBoil paboOThI
CXEMBI KOPIIOPAaTUBHBIX | 00OCHOBBIBAET BCE BbIOpaHHBIE
Tene()OHHBIX CeTel M CeTel | TeXHUYECKHE peIieHus A o0ecreyeHus
nepejadyy JaHHbIX, paboThI CMOJIETTMPOBAaHHOU




Bnaneer:
- HaBBIKAMU noabopa
o0opytoBaHuUs IOE

MOCTPOCHHUS KOPIIOPATUBHBIX
ceTel mepeaayn TaHHbIX.

KOPIIOPAaTUBHOM CETH Iepelaur JaHHbIX.

[1K-4.2 Bnaneer
HaBBIKAMU
KOPPEKTHPOBKH  CXEMBI

OopraHu3anuu CBA3H

3Haer:
- IIpaBWJIa COCTABJICHHS CXEM

OpF aAHU3allnn CBA3U
KOPIOPAaTUBHBIX cereit
CBSI3H;

YmMmeer:

- YUTATh CXEMBI
OpFaHI/I3 alnuu CBA3U
KOPIOPATUBHBIX

Tene(OHHBIX CETe M CeTel
nepeayy JaHHbBIX;
- COCTAaBJIATh
OpraHu3anuu
KOPIIOPAaTHUBHBIX CETEM;

CXCMBI
CBA3HU

1. BemmonHeHbl Bce 1a0OpaTOpHBIE H
IpaKTHYeCcKue paboThl MO JUCIHUILIMHE B
COOTBETCTBHUH C TPAPUKOM.

2. Odopminensr OTYETHI o
1a00paTOPHBIM M MIPAKTUYECKUM paboTam
B COOTBETCTBUU C TPEOOBAHUSIM.

3. Ilpu 3amute 1abOpaTOPHBIX pPadOT
000CHOBBIBAET HEO00X0IUMOCTh
BBITIOJIHEHMSI BCEX HACTPOCK.

4. Tlpu 3amuTe MOpaKTHUYECKUX pPadOT
000CHOBBIBAET BBHIOPAHHBIE TEXHUUYECKHE
pelieHuss Ais  OpraHu3alud  paboThI
KOPIOPAaTHUBHBIX CETEM.

5. I'pamoTtHO CMOJICIMPOBaHAa U
HAcTpoeHa KOpIOpaTUBHAs CETh
nepesayd  JIaHHBIX, MPEeIyCMOTPEHHAs

Bnaneer: 3a/IaHHEM KypCOBOM pabOTHI.
- HaBBIKAMU KOPPEKTUPOBKHU | 6. OopmieHa MosiCHUTEIbHAS 3aKCKa B
CXEM OpraHM3ali CBS3M | COOTBETCTBUM C  TpeOOBaHMSIMH K
KOPIIOPaTUBHBIX CETEM. oopmieHuIo TEXHUUYECKOHN
JIOKYMEHTal1H.
7. Ilpu 3amuTe KypcoBO paboThI
000CHOBBIBAET BCE BbIOpaHHbBIE
TEXHUYECKUE PELIeHUs JUIsl oOecreueHus
paboTsl CMOJICIIUPOBAHHOMN
KOPIIOPATUBHOM CETH IEpPeIauM JAaHHBIX.
IIK-4.3 3naer mpaswia | 3HaeT: 1. BeimonHeHsl Bce jgabopaTOpHBIE U
OKa3aHMs yCIyr MECTHOH, | - OCHOBHBIE HOPMAaTHUBHBIE | IPAKTUYECKHE PabOThI MO AMCLUUIUIMHE B
BHYTpPU30HOBOI, JIOKYMEHTBI U | COOTBETCTBUH C IPAPUKOM.
MEX1yTOpOIHON U | pPEKOMEH A, o | 2. Odopmienst OTYETHI 1o
MEKTYHAPOIHON MPETOCTABICHHIO yCIIyT | 1a00paTOPHBIM U MIPAKTUYECKUM paboTam
Tese(hOHHOM CBSI3H, | KOPIIOPATUBHBIX B COOTBETCTBHUH C TPEOOBAHUSIM.
CUCTeMY peKoMeHJauui u | TeneonHsix cered cBsa3u | 3. Ilpu 3amure 1abopaTOpHBIX paboT
CTaHJAapTOB B OOJIACTH | HCIIOJIb3YEMBIE,; 00OCHOBBIBAET HE00X0IMMOCTh
TEJIEeKOMMYHUKAIIUH. - BHUJABl YCIOYr, KOTOpHIE | BHIOJIHEHUS BCEX HACTPOEK.
IIPEIOCTABIISAIOTCS 4. Tlpu 3amuTe MNpaKTHYECKUX padoT
KOPIOPaTUBHBIMU 00OCHOBBIBAaET BbIOpAaHHBIE TEXHUYECKHE
TeNe(OHHBIMH  CETAMU C | pellleHUs Ui OpraHu3auudud  paboThl
Pa3IMYHBIMU TEXHOJOTUSIMH; | KOPIIOPATUBHBIX CETEH.
- cucTemy Hymepanuu | 5. I'pamoTHO CMOJENUpOBaHa U
a0OHEHTOB KOPIOPATHBHBIX | HACTPOEHA KOpIIOpaTHBHAs ceThb
Tesne()OHHBIX CeTel CBSI3M. nepelayv  JIaHHBIX, IPEeIyCMOTPEHHAs

Ywmeer:
- KOMILJIEKTOBATh
000pyioBaHNE

3a/IaHAEM KypCOBOH PabOTHI.

6. OdopmieHa OSCHUTEIbHAS 3aMKCKa B
COOTBETCTBUM C  TpPEeOOBaHUSAMHU K
0(OPMIICHUIO TEXHUYECKON




KOPHOPATUBHBIX
TeleQOHHBIX CEeTe CBS3U
JUIsl  yIOBJIETBOPEHUST HYX]I
MPeaNpUSITHS,

-HaCTpauBaTh yCIIyTH
KOPIOPATUBHOM TeneOHHOU
CEeTU CBSI3U C Pa3IUYHBIMU
TEXHOJIOTHSIMH,

Bnaneer:
- HABBIKAMH HCIIOJIB30BaAHUA

pa3IMYHBIX CTAHJAPTOB W
PEKOMEH JAlIH TS
MIPEA0CTaBIICHUS yCIIyr

KOPIIOPaTHUBHON TeJIePOHHON
CBSI3H.

JOKYMEHTAIUH.
7. Ilpm 3ammTe KypcOoBOW pabOTHI
00OCHOBBIBAET BCE BbIOpaHHBIC
TEXHUYECKHUE PEIICHUs U1 0OecTiedeH s
paboThI CMOJICTTUPOBAHHOM
KOPIOPAaTHBHOM CETH Mepeaadn JaHHbBIX.

[IK-6.1 3HaeT mpUHIUIIBI
MIOCTPOCHHUS, cHCTEM
CBSI3H,
TEJIEKOMMYHHUKAI[TOHHBIX
CHCTEM Pa3IMYHOTO THIIA;
Ymeer HPOU3BOJIUTD
00OCHOBaHHBIH  BBIOOP
MH(POPMAaLMOHHBIX
TEXHOJIOTUH IO IIPOEKTY,
CPAaBHUTEIbHBIA  aHAJIM3
BapHaHTOB;
Bnaneer
MOJITOTOBKH
OpraHU3aIH CBSA3H.

HaBbIKaMH
CXEM

3HaerT:

- OCHOBHBIE  IPHUHLUIIBI
IIOCTPOEHUS KOPIOPATUBHBIX
Tesne()OHHBIX CeTe CBS3U C
pa3IMYHbIMU TEXHOJIOTHSIMU;
- OCHOBHBIE  IPHUHLUIIBI
IIOCTPOEHUS KOPIOPATUBHBIX
ceTey nepenayu;

- OCHOBHBIE TpeOOBaHUS K

OpraHu3aluu CKC
KOpIIOpaTUBHBIX ceTen
CBSI3H;

- TEXHOJIOTHH,
UCIIOJIb3yEMBIE B
KOPIOPaTUBHBIX CeTsIX
CBS3U.

Ymeer:

- MOJIETUPOBATh
KOPIIOpaTUBHbIE CeTH
nepesaun JAHHBIX B

nporpamMmmaom makere CisCO
packet tracer;

- TOJKIIOYaTh Pa3HOTUITHBIE
TelneOHHbIE ammapaTtbl K
KOPIOPATUBHOM TeneOHHOU
CETH;

- TOJKIIOYaTh OKOHEYHOE
obopyaoBaHue K
KOPIOPaTUBHOM CeTn
rnepeaayu JaHHBIX;

- MOHTHpOBaTh  Kaleib
«BUTasl Mapa» Ha Pa3IUIHOE
MaccCMBHOE  000OpyJIOBaHUE

CeTel nmepenavn TaHHbIX;
- BBIOMPATh HauOoJsee

1. BreimonHeHbl Bce 1a0OpaTOpHBIE H
IpaKTHYecKue paboThl MO JUCIUILIMHE B
COOTBETCTBUU C IPaPUKOM.

2. Odopmrnensl OTYETHI o
71a00paTOPHBIM U MPAKTHYECKUM paboTam
B COOTBETCTBUU C TPEOOBAHUSM.

3. Ilpu 3amuTte 1abOpaTOPHBIX pPadOT
00OCHOBBIBAET HE00X0IMMOCTh
BBITIOJTHEHUS BCEX HACTPOEK.

4. Tlpu 3amuTe MOpaKTHUYECKUX pPadOT
000CHOBBIBAET BBHIOPAHHBIE TEXHUUYECKHE
pelieHuss AN OpraHu3alud  paboThI
KOpIIOPATUBHBIX CETEH.

3. I'pamoTHO CMOJENUpoBaHa U
HacTpoeHa KOpITOpaTUBHAs CETh
nepefayd  JIaHHbIX, MPEeIyCMOTPEHHAs
3a/IaHHEM KypCOBOM pabOTHI.

6. OdopmieHa mosCHUTEIbHAS 3aMKcKa B
COOTBETCTBUM C  TpeOOBaHHSAMH K

0OpMIICHUIO TEXHUYECKON
JOKYMEHTAIUH.

7. llpm 3ammure KypcoBOH pabOTHI
00OCHOBBIBAET BCE BbIOpaHHBIE
TEXHUYCCKHUE PCIICHUA JJIA o0ecrieyeHus
paboThI CMOJIETUPOBAHHOM

KOPIIOPATUBHOM CETH Mepe/lavr JaHHbIX.




MOAXOAAIIME  TEXHOJOTHH
JUIS peannsanuu
KOpIIOpaTUBHBIX ceren
CBSI3H.

Bnaneer:

- HaBbIKAMU  IIOJIFOTOBKH
CXEM OpraHM3aliu  CBS3U

KOpPIIOPAaTHUBHBIX CETEM.

[IK-7.2 VYwmerp pabortarb

C TEKCTOBBIMH
pelaKTopamu,
rpaduyecKuMu
porpaMMaMH,
odopmitsier
COJICPKATEIBHYI0 ~ YaCTh
IIPOEKTA, bopmupyer
OOIIYI0 TOSICHUTEIBHYIO
3almmcKy, pa3padaThiBacT
MIPOEKTHYIO
JTOKYMEHTAITUIO B
COOTBETCTBUU c
TpeOOBaHUSIMU
HOPMAaTHBHO-

TEXHUYCCKUX JOKYMCHTOB

3Haer:

- OCHOBHBIE TPOrpaMMHbBIE
HOPOIYKTBI,  HCIIOJIb3yEeMbIE
TUIst oopmienus
TEXHUYECKOH JTOKYMEHTAIH
Ha KOPIOPAaTUBHBIE  CETH
CBSI3U;

- OCHOBHBIE TpeOOBaHUS K
oopmileHHIO  TEXHUYECKON
JTOKYMEHTALIUU Ha
KOPIOPATHUBHYIO CETh.

VYwmeer:
- TI0JIb30BAThCS PA3IMYHBIMU
MIPOrpaMMHBIMHU TIPOYKTaMU

JUISt oopmieHus
TEXHUYECKON
JIOKYMEHTaluen Ha
KOPIOPATUBHYIO CETh CBSI3H;
- TpaMOTHO  COCTaBJISATh
COZEP)KATEIBHYIO 4acTh
TEXHUYECKON JTOKYMEHTaIlUU
Ha KOpIOPAaTHUBHYK  CETh
CBSI3H;

- 0hOpMIIATh TEXHUYECKYIO
JIOKYMEHTaLUI0 B
COOTBETCTBUU c
TpeOOBaHUSMHU.

Bnaneer:

- HaBBIKAMH HCIIOJIb30BaHUS
Pa3JIMYHBIX HOPM W TIPaBUI
U1 COCTaBJICHUS
TEXHUYECKON JOKYMEHTALIUU
Ha KOPIIOPaTUBHYIO  CETh
CBSI3H.

1. BemonHeHbl Bce J1abopaTopHBIE |
MIPaKTUYECKHE padOThl MO JUCLUIUIMHE B
COOTBETCTBUU C IPaPUKOM.

2. OdopmieHbl OTYETHI 1o
71a00paTOPHBIM U MPAKTUYECKUM paboTam
B COOTBETCTBUU C TPEOOBAHUSIM.

3. Odopmiena noscHUTEIbHAS 3aMKCcKa B
COOTBETCTBUM C  TpPEeOOBaHUSAMHU K
0 OpMIICHHUIO TEXHUYECKOI
JIOKYMEHTaI1H.




IxaJa oneHUBaAHUA

KypcoBas paGora

5-0ambHas IKAJA

Kpurepum ouenku

«OTInYHO»

1. CamocrosATenbHO OTBEYaeT Ha BCE TEOPETHUECKUE
BOIPOCHl  MOCTaBJIEHHBbIE  IpernojaBareneM. [ paMOoTHO
000CHOBBIBAET BBIOPAHHBIC TEXHOJIOTHH MJII OpPTaHHU3AINH
KOPIOPaTUBHON CETH U HEOOXOAMMOCTh NMPUMEHEHHsI BCEX
HaCTPOEK 000PYI0OBAHUSL.

2. ConepkaHue TMOSCHUTEIBLHON 3alMCKH KYpPCOBOUM PabOTHI
BBICTPOCHO  CTHJIUCTUYECKH TpaMoTHO. lloscHuTenbHast
3amucka odopmileHa TpPaMOTHO, B  COOTBETCTBUU C
MPEABSIBISIEMBIMH TPEOOBAHUSIMH.

«XOopoIIo»

1. CamocrosTenbHO OTBEYaeT HA BCE TEOPETHUECKUE
BOIIPOCHI [TOCTABJIEHHBIE MPENOJIaBaTEIEM, HO JOIYCKAET HE
TOYHOCTH U HE 0oJbIIre omroOku B 0TBeTaX. OOOCHOBBIBAET
BBHIOpPAHHBIC TEXHOJIOTHH JJI OPraHU3alUd KOPIIOPATHUBHOMN
CeTM W HEOOXOJMMOCTh NPUMEHEHHS BCEX HACTPOEK
000py10BaHUS.

2. CopepxaHue MOSCHUTENBHON 3alHMCKU KypcOBOM paboThI
BBICTPOCHO  CTHJIMCTUYECKH TpaMoTHO. lloscHuTenbHas
3amucka odopmiieHa ¢ He OOJIBIIUMHU OTKJIOHEHUSIMU OT
TpeOOBaHUI.

«y,I(OBJ'ICTBOpI/ITeJ'ILHO»

1. C 3aTpyJHEHUs MU OTBEYAET Ha TEOPETHUECKUE BOIPOCHI
MIOCTABJICHHBIE TIpPETOaBaTeieM, TIPH OSTOM JIOIYCKaeT
omMOKK B OTBeTax. BhI3bIBaeT 3aTpyaHeHHEe OOOCHOBaHME
BbIOpAHHBIX TEXHOJIOTUH JJIi OpraHU3alMi KOPHOPAaTHUBHOM
CeTH W HEoOXOAUMOCTh  NPUMEHEHHs  HacTpoeK
000pyI0OBaHUS.

2. B nosicHUTeNnbHON 3amMucKe KypcoBOH pabOThl HaXOIATCS
HAapylmcHus B CTHJIIMCTHUKE H3JIOXKCHUA U CTPYKTYUPOBAHUS.
[TosicHuTenpHas 3anucka O(OpMIIEHA C HapyIIEHUSIMH OT
TpeOoBaHUII.

((HGy,HOBJ'IGTBOpI/ITeJ'ILHO»

1. HacTpolika ceTu He BBINOJIHEHA, ITOSICHUTEIbHAS 3alIUCKA
He odopMIIeHa.

2. Ilpu 3ammTe KypcoBoil pabOThl HE OTBEYaeT Ha
TeopeTnyeckre Bompockl. He Moxer nate 00OCHOBaHUE
pelIeHHsIM, KOTOpble MPUMEHSUIUCH B KYPCOBOM padore.

IK3aMeH

5-0anabpHas IKaJa

Kpurepuu oueHku

CaMOCTOSTEIIbHO U IMPpaBUJIBHO OTBCTUJI Ha IMOCTABJICHHBIC
BOITPOCHI 5K3aMCHAIIMOHHOI'O ouera. YBepeHHo, JIOTUYHO,

«OTangHO» N
MOCJIEIOBATEIbHO U apTyMEHTUPOBAHO U3JIarae€T CBOM OTBET.
Mo>KeT OTBETUTH Ha JIOTIOJIHUTEIbHBIE BOIPOCHIL.
CaMocCTOsITEIbHO OTBETUJ Ha TIOCTABJICHHBIE BOMIPOCHI

«Xopo1mio» sK3aMEHalMOHHOTO Ouiera. He yBepeHHO oTBedaeT Ha

YTOYHAIOIHNEC U JOTMMOJHUTCIIbHBIC BOIIPOCHI.

«Y IOBIIETBOPUTEIILHO»

CaMOCTOSITeTbHO OTBETHJI HA MOCTAaBJICHHBIE BOIPOCHI
sK3aMeHalMoOHHOTo Omnera. [Ipu 3TOM nomyckaer OmMOKH.
He yBepeHHO mim BooOIIE HE OTBEYAET HA YTOYHSIOUIHE H
JIOTIOJIHUTEIIBHBIC BOIIPOCHI.




He orBermn xora ObI Ha OIWH BOHIPOC 3K3aMCHALIMOHHOTI'O

«HeynoBneTBopuTEABLHOY
Y p owiera

3. MeToauuyecKkue MaTepuaJibl, onpeacjadarmue npouecaypbl OiCcCHUBaAaHUS M0 JMCHUIIJIMHE

3.1. B xoxe peaim3anu JTUCHUIVIMHBI UCIIOJIB3YHOTCHA CJHACAYHOIUE (l)OpMLI H METOAbI

TEeKYIIero KOHTPOJIst

Tema u/unu pasaen DopMbI/METOIbI TEKYILIETO
KOHTPOJISI YCIIEBAEMOCTHU

[IK-1.2 3Haer nOpUHLHUIIBI TOCTPOEHUS, CTPYKTYPHBIE CXEMBbl, COCTaB U XapaKTEPUCTUKHU
TEJIEKOMMYHUKAIIUOHHOTO  O0OpYyJIOBaHMs, HPUHLMIBI  OpPraHU3alMd  CUTHAIM3AlUUd U
CUHXPOHHU3AIMH B TEJIEKOMMYHUKALMOHHBIX CETAX

Paznen 1 OcoOeHHOCTH M IPUHIIUIIBI TOCTPOCHHUS DKk3aMeH
KOpHOpPAaTHBHBIX I/IH(i)OKOMMYHI/IKaHI/IOHHI)IX CHUCTEM

Paznen 2 Knaccudukaius 1 cCepBUCHBIC BO3MOXHOCTH DKk3aMeH
COBPEMEHHBIX YUPEKICHUCCKUX KOMMYHHKAIIHOHHBIX CHCTEM JlaboparopHas padbota

[IpakTnueckas padbora
KypcoBas padota

Paznen 3 CepBuCHBIE BO3MOKHOCTH a0OHEHTCKOTO 000pYI0BaHUs | DK3aMeH
KUC KypcoBas pabota

Pasnen 4 Opranusanus call - uentpos DKk3aMeH
JlaGopatopHas pabota

Paznen 5 Opranusanus KOpopaTUBHBIX CeTel Nepeaun JaHHbIX | DK3aMeH
JlaGoparopHas pabota
Kypcosast pabota

Paznen 6 [Mpunanun npeodpaszosanus IP-agpecos B DK3aMeH
KOPIIOPAaTUBHBIX CETAX Mepe/laun JaHHBIX IIpakTnueckas pabora
Paznen 7 BupTyasnbHble 4acTHBIE CETH DK3aMeH

I1K-4.2 BnasieeT HaBbIKaMH KOPPEKTUPOBKU CXEMbI OpraHU3alMU CBSI3U

Paznen 2 Knaccugukaius u cepBUCHbIE BO3MOXXHOCTH DKk3aMeH
COBPEMEHHBIX YUPEKICHUECKIX KOMMYHHKAIIHOHHBIX CUCTEM JlaGoparopHas pabota

[IpakTuueckas pabora
KypcoBas pabota

Paznen 3 CepBrCHBIE BO3MOKHOCTH a0OHEHTCKOTO 000pyI0BaHus | DK3aMeH
KUC Kypcosas pabora

Paznen 4 Opranuzanus call - nentpos DKk3aMeH
Jlaboparopnas pabota

Paznen 5 Opranusanus KOpropaTUBHBIX CETeH Nepeiadn JaHHbIX | DK3aMeH
JlaGopatopHas pabota
Kypcosast pabota

Paznen 6 [Tpunun npeodpazosanus IP-agpecos B OK3aMeH
KOPITIOPAaTHBHBIX CETSAX MePelaun JaHHBIX [TpakTdeckas padora
Paznen 7 BupryaibHble YaCTHBIC CETH DK3aMeH

IIK-4.3 3Haer mnpaBuia OKa3aHWs YCIyI MECTHOH, BHYTPHU30HOBOH, MEXAYIOpOJHOM U
MEXIYHApOAHOH Tene(oHHON CBS3M, CHUCTEMY pEKOMEHJAIMi W CTaHAapToB B 00JIacTH
TEJICKOMMYHUKALUH.

Paznen 1 OcoGeHHOCTH M IPUHLIUIIBI TOCTPOCHHUS OK3aMeH
KOPHOPATUBHBIX HH)OKOMMYHHKAMOHHBIX CHCTEM

Paznen 2 Knaccudukaius u cepBUCHBIE BO3MOKHOCTH DK3aMeH




COBPEMEHHBIX YUPEKICHUECKUX KOMMYHUKAIMOHHBIX CUCTEM JlaGoparopHas pabota
[TpakTuyeckas padora
Kypcosast pabota

Paznen 3 CepBuCHbBIE BO3MOKHOCTH a0OHEHTCKOTO 000pYI0BaHUs | DK3aMeH
KNC Kypcosas pabota

Pa3nen 4 Opranunzanus call - nuenTpos Ok3aMeH
Jlaboparopnas pabota

[IK-6.1 3Haer nOpUHUMUIBI TOCTPOEHHUS, CUCTEM CBS3H, TEICKOMMYHUKAIMOHHBIX CHUCTEM
Pa3NUYHOTO THIA. YMEET MPOU3BOJUTH 0OOCHOBAHHBIN BHIOOP MH(OPMAIIMOHHBIX TEXHOJIOTUH 110
MIPOCKTY, CPAaBHUTEIIbHBIN aHaJIN3 BapUaHTOB. BiiageeT HaBbIKAMH MOJTOTOBKH CXEM OpraHU3alUH
CBSI3U

Pa3znen 1 OcoGeHHOCTH U MPUHIUIIBI TOCTPOCHUS DK3aMeH
KOPIOPATHBHBIX HHPOKOMMYHHKAITMOHHBIX CUCTEM

Pa3znen 2 Knaccudukaius 1 cepBUCHBIE BO3MOXHOCTH DK3aMeH
COBPEMEHHBIX YUPEKICHUSCKUX KOMMYHHKAIIMOHHBIX CUCTEM Jlaboparopnas pabota

[IpakTnueckas padbora
KypcoBas padota

Paznen 3 CepBuCHBIE BOBMOKHOCTH a0OHEHTCKOTO 000pYI0BaHUs | DK3aMeH
KUC Kypcogas pabora

Paznen 4 Opranumzanus call - nuenTpos DKk3aMeH
Jlaboparopnas pabota

Pa3znen 5 Opranuzanus KOpopaTuBHBIX ceTel Nepeaaun JaHHbIX | DK3aMEH
JlaGoparopnas pabota
Kypcosast pabota

Paznen 6 [Tpunnun npeodpazosanus IP-agpecos B OK3aMeH
KOPIIOPAaTHBHBIX CETAX MEPeIaun JaHHBIX [TpakTHueckas padboTa
Paznen 7 BupTyasnbHble 4acTHBIE CETH DK3aMeH

I1K-7.2 Ymerp paboTaTh C TEKCTOBBIMHM PEJaKTOpaMHu, rpauuecKuMH mporpaMMaMu, opopmiisieT
COJIepKaTENbHYI0 YacTh MPOEKTa, (JOpPMUPYET OOIIYI0 MOSICHUTENBHYIO 3aIUCKY, pa3padaThIBaeT
MPOEKTHYIO JOKYMEHTAIMl0 B COOTBETCTBHMM C TpeOOBAaHUSAMHM HOPMAaTHBHO-TEXHMYECKUX
JOKYMEHTOB

Paznen 2 Knnaccudukaius ¥ cepBUCHBIC BO3MOXHOCTH DK3aMeH
COBPEMEHHBIX YUPEKJCHUECKUX KOMMYHHUKAIIHOHHBIX CUCTEM JlaGoparopHas pabota
[IpakTnueckas pabora
KypcoBas pabota

Paznen 3 CepBuCHBIE BOZMOKHOCTH a0OHEHTCKOTO 000pYI0BaHUs | DK3aMeH
KHC Kypconast pabota

Pa3nen 4 Opranunzanus call - nenTpos DK3aMeH
JlaGopatopHas paboTa

Paznen 5 Opranusanus KOpropaTUBHBIX CETeH Nepeiadn JaHHbIX | DK3aMeH
JlaGopatopHas pabota
Kypconast pabota

Paznen 6 [Mpunanum npeodpaszoBanus IP-aapecos B DK3aMeH
KOPIOPATUBHBIX CETSIX MEpPeJadyM TaHHbBIX IIpakTnueckas pabora

3.2.  TumnoBble MaTepHaJIbl TEKYILIEr0 KOHTPOJISA YCIeBAeMOCTH 00y4aKOIINXCst

IIK-1.2 3Haer npUHUMIBI TMOCTPOECHHUN, CTPYKTYPHbIE€ CX€Mbl, COCTAB M XaAPAKTEPUCTHKH
TeJIeKOMMYHUKAIIMOHHOTO O00OpYA0BaHUSl, NPUHUMNbLI OPraHU3alUM CUTHAJIW3AUM H
CHHXPOHM3ALUH B TeJIEKOMMYHHKAIMOHHBIX CeTAX



[Tpumep 3a1aHus Ha IPAKTUYECKOE 3aHATUE

1 Lens paboThI:

1.1 U3yuuts ycrpoiicTtBo mudpoBoii Tenedonnoit cranmuu LDK-300.

1.2 Hayuutbcst xomiuiekToBaTh TenegonHyo cranmuio LDK-300 s  moctpoenus
KOPIOPaTUBHOMN CETH.

2 3anmaHue:

CxkommuiekroBath craniuio LDK-300, ecniu Ha npeanpusitun opraHu3yercst TeseOHHas CETh,
C napameTpamH, yka3aHHbIMU B TaOiuue 1. [loka3zaTb MECTO yCTaHOBKM MOJYJIbHBIX IUIAT B CTAHIMH.
[Tokazatp cxeMy KaOeNbHBIX COCAMHEHWH Ha CTaHIUM W IuMHTax. [latb oOOocHOBaHHE CBOEMY
TEXHUYECKOMY PEILICHHUIO.

Tabmuia 1

Homep BapuanTa 1 2 3 4
KonngecTBo aHAIOTOBBIX TeNe()OHHBIX allapaToB 80 60 70 50
KonnyecTBo i poBeIX Tee(OHHBIX anmapaToB 30 50 45 70
KonngecTBo ropoAckux TeneOHHBIX JTUHUN 10 35 15 40
KonnuecTBo O6ecripoBoHBIX Tele(OHOB 35 50 45 60
KonnuecTBo 0qHOBpEeMEHHO 00CTYKUBAEMBIX 10 20 15 25
BBI30BOB 10 OECIPOBOIHOM CBSI3H
KonnyecTBo KaHAJIOB JJIsl PEY€BOTO BOCIPON3BEACHUS 4 6 8 3
O0BeM mamsITH peueBoro COOOIIeHHS, B Yacax 8 4 3 10

[Tpumep 3ananus Ha 1a6OPaTOPHYIO PabOTy

1 Henb paboThI:
1.1 VI3yuuTh CTPYKTYpy U COCTaB CUCTEMHOTO TEJIEPOHHOTIO anmnapara.
1.2 U3yunts npuHIMI noctpoeHus opucHoit mudposoit ATC.

2 3agaume:

2.1 V3yuuTh puiIokeHNe K TabopaTopHO padore.

2.2 JIBe xniibl Kabemst BUTasl Mapa MOJAKIIOYUTh K KOMMYTalMoHHOU posetke RJ-11 Ttak, uro
OBl OHHM COCTMHSUTUCH C IIEHTPATLHBIMU KOHTAaKTaMH PO3ETKH.

2.3 V3yuntbh koMMyTannoHHbIH BOX U BBIICHUTH Ha KaKOH IUIMHT pacIIMBaeTCs Kabenlb OT
TUTATHI JJTs1 aHAJIOTOBBIX TenedoHHbIX ammapatoB YATC LDK-300.

2.4 Jlpyroit KOHeIl MOJKITIOUEHHBIX KW K KOMMYTallMOHHOW po3eTrke RJ-11, moakmo4uth B
kKomMmyTaroHHbIE BOX Tak, uro Obl kabeiah OBUI MOAKIIOYEH K TUIATe aHAJIOTOBBIX Tele()OHHBIX
anmaparoB YATC LDK-300.

2.5 ToakmounTh TeseOHHBIE anmaparsl Panasonic kK KOMMyTaI[MOHHBIM po3eTkaM RJ-11.

2.6 YOenuTcs B HaIMYUM TeaeGOHHOU cBA3M. [ 3TOro mo3BoHHTE Ha TenedOHHBINH HOMEp
100. Ha cuctemuom TenepoHHOM ammapare onpenenute Homep Bamero Tenedonnoro anmnapara. Eciaun
B JIaHHBIA MOMEHT IMOJAKIIIOYEHO HECKOJIbKO Tee(h)OHHBIX ammaparoB, TO yOeIUTECh B HAJMYUH CBS3U
MEXy HUMH.

2.7 Iloka3zaThb MpernoiaBaTelio Ka4yeCTBO BHIMOJIHEHHON PaOOTHI.

2.8 HapucoBaTh cxeMy opraHu3aiiuu cBsizu sl Bamreit TenedoHHON cetn (C yuyeToMm Bcex
MOJIKJIIOYEHHBIX Tele()OHHBIX anmaparoB Baieit Opuraibl), ¢ yka3aHHEM BCEX TOUYEK MOIAKITIOUCHHS.

2.9 HapucoBaTb CTPYKTYpHYI CXEMY pa3rOBOPHOTO TpaKTa MEXIy IBYMs OKOHEYHBIMU
ycrpoiictBamu, rpu ucnoibzoBanuu YATC LDK-300 B mabopaTopHOii KOMIUIEKTAI[UH, COOTBETCTBUH
¢ Tabmuueir. Ha cxeme mOMKHBI OBITH TMMOKa3aHbl Bce (U3MYECKUE YCTPOMCTBA, BKIIOUAS




komruiekTyromue YATC LDK-300, koTopble y4acTBYIOT B OPTaHH3aIllMK PA3TOBOPHOTO TPAKTA MEXTY

yYKa3aHHBIMH YCTPONCTBAMH.
2.10 OdopMuTh OTYET.

Bapuant OKoOHeYHOe YCTPOHCTBO A OxoHeyHoe ycTpoiicTBO b
1 Bam ananoroBsiii TeneOHHBIN AHanoroBslit TeaepOHHBIN
anmnapar anmnapar Apyroro CTyeHTa.
2 Bam ananoroBsiii TeneOHHBIN CucteMHbIi TenedOHHBIH
amnmapar anmapat LKD-30DS
3 Bam ananoroBsiii TeneOHHBIN BecnipoBoHOM TenedOHHBIH
amnmapar anmapat cragaapra DECT
4 CucteMHbIi TenedOHHBIH BecnipoBoHOM Tene6hoHHBII
anmnapatr LKD-30DS anmnapat crangapra DECT
5 CucreMHbIi TeneQOHHBIH AHaIOroBbeIi TenehOHHBIH
anmmapar LKD-30DS annapar BHEIIHeN TeseoHHOM
CETH MHCTUTYTA
6 Bamm ananoroBsiii TeneOHHBIN AHaIOroBHI# TeIePOHHBIN
anmapar anmnapat BHEIIHe! TeneoHHOM
CeTH MHCTUTYTA
7 becnipoBoaHoii TenedhoHHbII AHaIOroBbIi TenehOHHBIHI
anmapar crangapra DECT anmapaT BHEIIHeN TesnedoHHOM
CETH MHCTUTYTA

3amaHue Ha KypCcOBYIO paboTy

KOMHaHI/Iﬂ HMECT aBa (bHHI/IaHa B [BYX TOpoJax: EKaTepHH6ypr u Hepr. CxeMa
oprann3anyi CBA3U ITOKazaHa Ha PUCYHKE.
] '//
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BHUMAHUME! B kauectBe MapumpyTU3aTOpOB HCHOJb30BaTh Mojaenb 2811. 3to

enuHCTBeHHbIN MapupyTuszarop B Cisco Packet Tracer, kotopslii monaep:xusaet IP-tenedonuro!

Ounman Exarepunbypra (EKT) sBisieTcs agMuHUCTpaTUBHBIM. B HeM Haxonutces OyxranTepus
(Buh), otnen xampos (OK) u agmunuctparus (Uprav).

B Oyxranrepuu:

1. KonuuectBo komnbroTepos - 10.

2. Komnuectso IP-tenedonoB — 6.

B otnene xkagpos:

1. KomnyecTBO KOMIIBIOTEPOB - 7.




2. Konmnuectso IP-tenedonos — 5.

B otnen ynpasnenust Bxoaut aupektop (Director), samectutens aupekropa (Zam. Directora),
cekperaps (Sekretar). YV kaxaoro umeercs cBoit IP-tenedoHn.

Kaxaplii oTen coenunsercs ¢ kommyratopom arperupoBanus (Agreg_EKT) arperupoBanHbIM
KaHaJIOM, COCTOSIIIIUM U3 JBYX MOPTOB, C LEJIbI0 OOeCIIeUeHUSI HAIEXKHOCTH CBS3H.

Owiman Ilepmu (Perm) sBiasieTcss UCIONHUTENBHBIM. B HEro BXOIUT: aJIMUHUCTPATOPCKUN
otaen (Admin), call uentp (call), oraen o padore ¢ knuenramu (ORC).

B agMuHUCTpaTOpCKHil OTIEN BXOAWUT KOMITBIOTED aJAMUHUCTpaTopa ceth u |IP-temedon.
Kpome Toro, B oTaene ycCTaHOBJIEHBI CEpBEpbI, KaXJIblii M3 KOTOPBIX BBIMOJHSAET ONpEe/ICHHBIC
GbyHKIHH.

1. DHCPv4 - aBromarmuecku pasmaer [Pv4 ampeca abGoHeHTCKOMY 000pyAOBaHHIO
(xommbroTeps! u IP-Tenedonsr).

2. NTP — cepBep Bpemenu. ObecriedBacT CUHXPOHU3AIMIO BPEMEHH I BCEX MEKCETEBBIX
YCTPOMCTB BCEU CETH.

3. TFTP — cepBep amnst XxpaHeHUsI pe3epBHOM KOHPUTYpallUU MEXKCETEBBIX YCTPOUCTB, a TaK ke
o0pasa orepanroHHON CUCTEMBI Pa3InYHBIX YCTPOHCTB.

4. Web-cepBep comepKuT cailT KOMITAaHHUH.

5. File cepsep siBisieTcst haitii-oOMEHHHKOM, Yepe3 KOTOPBIN BCE OTAECIBI MOTYT OOMEHHUBATHCS
JOKYMEHTaMHU.

6. DNS — cepsep miist mpeoOpa3zoBanus JOMEHHBIX uMeH B IP-anpeca u Ha 060poOT.

Call menTp coCTOMT M3 mmIeCTH PabOYMX MECT ONMEPATOPOB, KAXKI0E€ M3 KOTOPHIX CHAOKEHO
cBOMM KomribtotepoM 1 IP-tenedonom.

Otaen mo paboTe C KJIMEHTAaMU COCTOUT U3 MATH pabO4YMX MECT, KaxAbli M3 KOTOPBIX
coJIepKUT Kommbiotep U IP-tenedon.

Bce xomMyTatopsl B (punmmane COEAMHSIOTCS MO MPUHIMITY «KaXIbIH ¢ KaXIbIM» C LENbIO
obecriedeHns: Haae)KHOCTH cBs3u. C MapmpyTu3atropom Perm coemuHsieTcs TONBKO KOMMYTATOpP
Agreg_Perm.

O6a ¢dunuana coeaMHATCS MEXIY CcO0O0M dYepe3 ceTh MpoBaiifiepa, KoTopas MpeacTaBiIeHa
4yeThlpbMs Mapiipytuzatopamu: ISP1 — ISP4. Bce MapiipyTH3aTOphI CETH COEAUHSIOTCS MEXKIY cOOOM
gyepe3 BBICOKOCKOPOCTHBIE THTaOUTHBIE KaHAJBI.

3agaHue.

baszoBas HacTpolika

1. Bcem MexceTeBbIM yCTPOHCTBAM 3aJaTh CETEBbIE MIMEHA, B COOTBETCTBUHU CO CXEMOM CETH.

2. Ha Bcex MeXCETeBbIX YCTPOMCTBAaX, HACTPOUTh JOMEHHOe uMda. Jnsa dunmana
ExarepunOypra — ekater.ru, ans [lepmu — perm23.ru, 1uist cetu mpoBaiigepa — prov.ru

3. Ha Bcex MexXceTeBbIX YCTPOICTBaX, CO3/1aTh ABYX MOJb30BaTENEH:

3.1 VM5 monp30BaTeNs — COOTBETCTBYET BallleMy MMEHH, I1apojib — COOTBETCTBYET Balllei jaTe
pOXAeHUs. Y pOBEHb NPUBWIETUI — MUHUMAJIbHBIM.

3.2 "ms momnb3oBatess — COOTBETCTBYET BAlllUM WHUIMAJaM, Mapojib — BbIMIEH (amuiny.
YpoBeHb TPUBWIETUI — MAKCUMAJIbHBIH.

4. Ha Bcex MeXCeTeBbIX YCTPOICTBAX, BKIIOUUTD CITyKO0Y MH(POBaHUS BCEX MapOJIeH.

5. Ha Bcex MeXCeTeBBIX YCTPOWCTBaxX 3a/laTh Mapoib IS JOCTyMa B MPHUBHIIETUPOBAHHBIN
pexxum. [laponb 10KeH COOTBETCTBOBATh BALLIMM MHUIHAIAM.

6. Ha Bcex mapmpyTtuzaropax, Hactpouth Monaenb AAA, kotopas OyaeT paboTaTh Ha OCHOBE
TIOKAJIbHOM 0a3bl OJE30BATENCH.

7. Ha Bcex  MEXCETEeBbIX  YCTPOMCTBAX, 3alMUTUTh  KOHCOJIBHBI  TOPT  OT
HECAaHKIIMOHMPOBAHHOTO focTyna. Ha wapmipyTu3aTopax JJOCTyH JOJKEH OCYIIECTBIATHCS C
ucrionb3oBanuem Mozenmn AAA. Ha kommyraropax, ¢ HMCHOJIb30BAaHUEM JIOKAIBHOW 0a3bl
MOJIb30BaTENEN.

8. Ha Bcex MEKCETEBBIX YCTPOMCTBAX HACTPOUTH YAAJICHHBIN TOCTYI 10 mpoTokory Sshv2. Ha
MapIIpyTU3aToOpax [OJDKHA HCHoiab30BaThesi Moaenb AAA. Ha xommyTtaropax — HCHOJIB3YETCS
JoKabHas 0a3a MoJIb30BaTENEH.



9. Ha Bcex MeXCeTEeBBIX YCTpPOICTBaX, HACTPOUTH MPEAyNpexKIaroliee COOOIIeHHe Mpu
MOJKIIOYEHUH K YCTPOMCTBY uepe3 KOHCOJNBbHBIM mopT: «Attention! Only authorized users can
connecty.

10. Bcro KOHGUTypaIiio MeKCETEBBIX YCTPOWCTB CIENaTh CTAPTOBOM.

Cocrasnenue miana |IP-aapecanun.

B xopmopaTtuBHON ceTHM HUCHOJB3yEeTCs aapecanusi, Kak mo mnpotokony |Pv4, tak u 1o
npotokoiy IPV6.

[Tpu HacTpoiike agpecoB HEOOXOAMMO YUUTHIBATh, YTO OPTAM BCEX MEKCETEBBIX YCTPOICTB U
cepBepax HacTpauBaercsi cratuueckuit IP-ampec, a oxoneuHoe oOopymoBaHUE IOJyYaeT
JUHAMHYECKHE ajpeca.

Jnsa xaxnoro uHtepdeiica, s koToporo 3aaaercs IP-aapec, HeoOXoauMO 3a1aTh ONKCAHUE,
110 KOTOPOMY MO>KHO OIIPE/IEIUTh, C KAKOW CEThIO OH COEJINHEH.

Jns pazmaud quHaAMHYECKUX aapecoB B Quuumane Perm mo mporokony IPv4 Heobxomumo
ucnons3oBate cepep DHCPv4, xotopelii ycranoBiaeH y anmMuHuHcTparopa. s yCTpoOWCTB
ExarepunOypra agpeca IPv4 nomxsbl pa3gaBaThes ¢ mapuipyTtuzatopa EKT. Knuenrtam, kpome
ajipeca, TOJKHA BBIABATHCS HHpOpMaIus 00 ajapece nuro3a no ymondanuto u DNS cepepa.

B dummane Ilepmu HeoOxoaummo ucnonb3oBath IP-anpec cerm 190.72.114.0/25. B ¢dunmane
ExaTepunOypra HeoO6xomumo ucmoibs3oBarh aapec 126.200.96.0/22. B cetu nmposaiizepa He0OX01MMO
ucrionb3oBarh azapec 201.32.111.192/27. Bo Bcex ceTsaX W MOACETAX HEOOXOAMMO HCIOJIb30BaTh
MUHUMAJIBHOE KOJHMYECTBO OWT s aapecaruu y3noB. lllmo3y mo ymomuanuio ExatepunOypra u
[Tepmu HE0OXOaUMO MPHUCBOUTH MEPBBI BO3ZMOXKHBIN aIpec U3 BCEro aJpecHOro IuanazoHa y3JIOB.
KoMMmyTaropam mnpucBouTh MOCHENHUE ajpeca W3 aJpecHOro auana3zoHa ysioB. Heobxoaumo
HCKJIFOYMTh BO3MOXKHOCTh KoH(uuKTa |P-ampecop mpu padore DHCPv4 cepBepa u Hammuus
CTaTUYECKUX aJIPECOB.

Hacrpoiika anpecon IPV6

s muaaMugeckort aapecarnuu cepsepa DHCPV6 B cetn met. Ilosromy cimy:x6y DHCPV6
HE00X0/IMMO HacTpauBaTh Ha MapLIpyTH3aTOpax COOTBETCTBYIOIIUX (MIIMATIOB, MCIONB3YSl METOJ
SLAAC. Anpecamus IPv6 wmcrmonib3yercss TOJIBKO BHYTpH Kaxkmaoro (unmama. Kiwentam, kpome
azipeca, J10JKHA BblJIaBaThCs HH(popMalus o0 aipece 1uiro3a no ymonyanuto 1 DNS cepsepa.

B ¢ummane Ilepmu Heo6xomumo ucnosb3oBath IPV6-anpec cetn 2023:fdc:d:9::/64. B ¢pwumane
ExareprHOypra HeoOX01iMMO UCTONb30BaTh aapec cetu 2021:a7cd:bfa:6::/64. 103y o ymMordaHuto
ExarepunOypra u IlepmMu He00X0IMMO MPUCBOUTH MOCIEAHUNA BO3MOXKHBIN aJpec U3 BCETO aIpeCHOrO
nauanazoHa y3noB. HeoOXoauMo HCKIIOUUTH BO3MOXKHOCTH KOH(mukrta IP-agpecoB mpu pabote
ciry k061 DHCPV6 u Hamm4us ctaTHaecKux ajapecos.

Ha Bcex ycTpoiicTBax HACTpOUTH JIOKANbHBIA KaHAJIbHBIN aapec. [[ng anpecanuu B duamane
ExarepunOypra ucnonb3oBath ajapec fe80:a6cd::/64, B [lepmu ucnons3zoBats agpec fe80:2e78::/64.

Hactpolika Haie:)KHOCTH CETH

B ¢unmnane ExarepunHOypra HacTpOUTh arperupoBaHHblE KaHajbl. MeXay KOMMYTaTOPOM
arperupoBaHMs M KOMMYTAaToOpaMH OyXrajJTepuud W YIPaBICHUS KaHal JOJDKeH paboTaTh 10
npotokory LACP ¢ HOMepom Tpymmel 5. MexIy KOMMYyTaTopoM arperupoBaHisl U KOMMYTaTOPOM
otzena kajapoB 1o npotokosry PAgP ¢ Homepom rpymmsr 15.

B ¢wmane Ilepmu Hactpouth mpotokon STP Tak, 9TOOB KOMMYTaTOp arperupoBaHUsT OBLIT
KOpHEBbIM C wuaeHtupukatopom 8192. Ilpum ero BbIXOAE€ U3 CTPOS KOPHEBBIM JOJDKEH CTaTh
KOMMYTaTOp OTAeNia Mo pabore ¢ KimeHTamH. [1opThl KOMMYTaTOpOB, K KOTOPBIM TTOIKITFOYACTCS
OKOHEYHOE 000py/0BaHMEe, HACTPOUTH TaK, YTO Obl OHM HE y4acTBOBAIM B IOCTPOEHHUHM JIEPEBa, NMPHU
MOJIKJIIOUYEHUHU K HUIM OKOHEYHOTO 000pY10BaHUSI.

Hacrpoiika MapipyTuzanuu

1. B cetn mpoBaiifiepa HACTPOUTH MaPIIPTYU3ALMIO MeX Ay hunranamu mo npotokory OSPF.

2. B cetu ExarepunOypra HacTpouTh aBTOHOMHYI0 cuctemy 5000, B [Tepmu — 5555.

3. B mopThl, K KOTOPHIM MOAKIIOYEHBI TYITUKOBBIE CETH, HE JOJDKHA Mepe/laBaThCs MapIIpyTHas
uHpopMalus.



4. JIluHamMu4deckass MapIIpyTU3alus JODKHA OCYIIECTBISITHCS depe3 mapmpytu3atopbl ISP1-
ISP4-ISP3.

5. Ilpu BbIXOJAE U3 CTPOS MapuIpyTH3aTOpa
MapuipyTusanus uepes 1SP2.

6. Cerb ¢unumana ExarepunOypra mokHa Haxoautcs B 5 oOmactm OSPF, ceth dunmana
Ilepmu, B obnacTu 8.

Hactpoiika cepBepoB

NTP nHacTpouth cepBep Ha Tekylee BpeMs U Aata. CHHXPOHU3UPOBATh BCE MapLIPyTHU3aTOPHI
c cepsepoM NTP.

Ha TFTP cepBepe coxpanuTh KOH(PUTYPAIIUIO CO BCEX MEKCETEBBIX yCTpOoiCTB, MiMeHa (haitnon
JOJKHBI COBIIAaTh C UMEHAMU YCTPONCTB.

Ha Web-cepsepe coznare caiit. Co3aarh NPUBETCTBEHHYIO CTpaHWuKy. Hamumcath Ha Heit
¢bpazy: «Bac mpuBercTByeT KOMmaHwus....». HeoOX0AMMO caMOCTOSITeNbHO MNPUAYMaTh Ha3BaHUE
KOMITAaHUH M HAMKCaTh BMECTO MHOTOTOUMsA. CepBep JOJKEH OBITh JOCTYIIEH CO BCEX YCTPOUCTB CETH.

Cepgep File nomken ObITh JOCTYIIEH CO BCEX YCTPOWCTB CETH.

Ha cepepe DNS nacTpouth nipeodpazoBanue JoMeHHOro uMeHu B IP-aipec Bcex ycTpoiicT
CETH ¥ Ha 000POT.

Hactpoiika IP-tenedponun

[Tpu HacTpolike HEOOXOAUMO YUYECTh, YTO B KOMITAHUU UCIOJB3YIOTCS TPEX3HauHble HOMepa. B
ExaTtepunOypre, Bce HOMepa JODKHBI HaunHAThes ¢ mudpsl 5, B Ilepmu ¢ mudpsr 9. Tenedonus
nosmkHa pabdorare depes Voice VLAN 150. Bee tenedonsl KOMIAHUN JOJDKHBI B3aMMOIEHCTBOBAThH
APYT C JPYTOM.

CoznaTh 3amac mysia HOMEpOoB AJis Kaxaoro ¢unnana He menee 10.

[IpoBeputh paboTy HACTPOEHHOI CcETH.

ISP4 no/pkHa BKIFOYUTHCS CTATHUYECKAs

IIK-4.2 Brageer HaBbIKAaMH KOPPEeKTHPOBKHU CXeMbl OPraHU3ALUH CBSA3H
[Ipumep 3amaHus Ha IPAKTUYECKOE 3aHATHE

1 Llens paboTh
1.1 U3yuuth MeTOIUKY Opranu3anuu |P-tenegonuu Mexny puamanamu o1HOW KOMIIaHUU

3ananue:
1 Komnanus umeer aBa (uiuana B AByx roponax: ExarepunOypr u Ilepmb. Cxema
OpraHu3alllM CBSI3M MOKa3aHa Ha PUCYHKE.
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BHUMAHME! B kauecTBe MapmipyTU3aTOPOB UCMHOJIb30BaTh MOJEb 281 1. DTO eNMHCTBEHHBII
mapuipytusarop B Cisco Packet Tracer, kotopslii monaep:xusaet |P-teneponuro!

Ounmman ExarepunOypra (EKT) sBnsiercs agMuHucTpaTUBHBIM. B HEM HaxomauTcst OyxraaTepus
(Buh), otnen xampos (OK) u agmunuctparus (Uprav).

B Oyxranrepun:

1. KonmnuectBo komnbroTepos - 10.

2. Komnuectso IP-tenedonos — 6.

3. B Oyxranrepuu MpeayCMOTPEH OTHENbHBIA cepBep, K KOTOPOMY IOCTYIl HMMEIOT TOJIBKO
pabOTHHUKHU OyXTaJTepHUU.

B ornene kanpos:

1. KonmnuecTBO KOMIBIOTEPOB - 7.

2. Konmaectso IP-Ttenedonos — 5.

B otaen ynpasienus BxomuT mupektop (Director), samectutens aupekropa (Zam. Directora),
cekperaps (Sekretar). YV kaxmaoro umeercst cBoit IP-tenedoH.

Ounuan [Tepmu (Perm) sBrsieTcss ICTIOTHUTENBHBIM. B HEro BXOIUT: aAIMUHUCTPATOPCKUI OTAEI
(Admin), call uentp (call), oraen no padore ¢ kuenramu (ORC).

Jliig agpecaniuu OKOHEYHOTO 000pyA0BaHUsI HEOOXOIMMO UcoNb30BaTh cepep DHCP.

Call uenTp cocrout U3 1mecTu pabouux MECT ONEPATOPOB, KAXKI0€ U3 KOTOPHIX CHA0KEHO CBOUM
KoMmIbroTepoM 1 IP-TenedoHoMm.

Otnen mo paboTe ¢ KIMEHTAaMH COCTOMT U3 TISITH PabOYMX MECT, KOKIBIH U3 KOTOPBIX COACPIKUT
koMmmbtoTep u |IP-Tenedon.

2. CocraBuTs 11aH IP-anpecanumn.

B xopriopaTuBHOI ceTu UCIONb3yeTcs aapecanus, Kak mo nporokony IPv4, tak u nmo mpoTokomy
IPV6.

ITpu HacTpoiike azipecoB HEOOXOJMMO YUHMTHIBATh, YTO MOPTAM BCEX MEKCETEBBIX YCTPOICTB U
cepBepoB HacTpauBaercsa cratudeckuid IP-agpec, a okxoHeuHoe 000pynOBaHHME TOJyYaeT
JMHAMUYECKHe ajipeca.

Jlna kaxxnoro natepdeiica, ans kotoporo 3anaercs IP-aapec, He0OX0AMMO 3a/1aTh ONKUCAHUE.

Jns pa3gaun AMHAMHUYECKUX aJpecoB MO MpoTokony IPv4 HeoOXxonmMmo HCIoNb30BaTh CepBep
DHCPv4, kotopslii ycTaHoBieH Toiabko B (uiuane Ilepmu y agmuuuctpartopa. Kimenram, kpome
azipeca, J10JKHA BblJIaBaThCs HH(popMalus o0 agpece 1uiro3a no ymonyanuto 1 DNS cepsepa.

B ¢unmnane Ilepmu HeoOxoaumo ucnonb3zoBaTh |IP-agpec cetn 196.35.11.0/24. B ¢dunmane
ExatepunOypra Heo6xoanMo ucnoib3oBath ajapec 154.35.0.0/24. B ceru mposaiiepa HEOOXOAMMO
ucrionb3zoBath azapec 90.0.0.0/16. Bo Bcex ceTsx ©W TOACETAX HEOOXOIUMO UCIOJIb30BATh
MUHHMAaJIbHOE KOJMYECTBO OUT ans ajapecanuu y3ioB. Illmo3y mo ymomdanuto ExarepunOypra u
[TepMu HEOOXOIMMO MTPHUCBOUTH MOCIIEIHUI BOSMOXKHBIN apec M3 BCETO apecHOro AMana3oHa y3joB.
KommyTaTtopaM mpHcBOUTH MEpBBIE aApeca U3 aIpecHOro Auana3oHa y3ioB. Heo6xoammMo HCKITI0UNTh
BO3MOXKHOCTH KoH(DHKTa IP-anpecos mpu pabore DHCPV4 cepBepa 1 Hanmmuus CTaTHYECKUX a/IPECOB.

3. Hactpouts Mmapumpytuzanuio. B cetu mnpopaiinepa HACTpOUTh MapIIPTYH3ALMIO MEXIY
¢bmmanamu o nporokony EIGRP.

4. Hactpouts cepBepbl. DHCPV4 HacTpouTh Ha AMHAMHYECKYIO pa3ady aJpecoB 110 MPOTOKOIY
IPv4.

5. Hactpouts |IP-tenedonuto. Ilpu HacTpoiike HE0OXOAUMO YYecTb, YTO KOMIIAHUHU
UCTIOJNB3YIOTCS TpeX3HauHble HoMepa. B ExkarepuHOypre, Bce HOMepa JODKHBI HAUMHATHCS C QDB
2, B Ilepmu ¢ mudpser 3. Tenedbonus nomxua padorare yepe3 Voice VLAN 150. Bee tenedonst
KOMITaHUH JIOJKHBI B3aUMOJICHCTBOBATD JPYT C APYTOM.

6 IIpoBepuTh paboTy HACTPOCHHOH CETH.

[Tpumep 3ananus Ha 1a0OPaTOPHYIO PadbOTY

3amanmue:
1. ITonyuute y nmpenonasarens koHHeKkTop RJ-45 u kabens UTP cat 5.e.



2. BemmosHuTEe MOHTa)X KOHEKTOpOB RJ-45 Ha BuTyr0 mapy. [lomydeHHBINH TaTYKOP/] MOKAKUTE
IIpenoaBaTellto.

BHUMAHMUE!!! Konnekrop RJ-45 sgaBnserca oaHopa3zoBbiM. [lodToMy, eciu MOHTax
BBINOJIHEH HEMPABWIBHO WM 0e3 coOnoaeHns TpeOOBaHUN, TO KOHHEKTOP IMOBTOPHO HCIOJIb30BAThH
Henb3s. [losTomy, ecau Bol He yBepeHbl B MPaBUILHOCTH YCTAaHOBKM KOHHETOpa Ha Kadellb, Mpexe,
4YeM 3a)KUMaTh KOHHEKTOP KJIEIIaMHU, IOKa)KUTE Ka4YeCTBO YCTAHOBKHU IIPENOJaBaTENIO.

3. [lonyuure y npenogaBatens po3eTky RJ-45 u Bropoit kycok Butoit kadbemst UTP cat. Se.

4. Ilonw3ysice nctpymMenToM KRONA pacuieiite oquH KoHel| ka0Oenst B po3eTky. Pesynbrar
MOKaXXHUTE MPErnojaBaTelo.

5. Bozpmure y nmpenojaBatesis naTd-naHens cat. 5e Ha 24 nopra.

6. Pacmeiite BTopoii KoHel Kabelist, KOTOPBIA PacIIMT B PO3ETKY, Ha JIO0O0M MOPT MaTd-IaHeNH.

7. 3akpenure paciIuThIi Kabenb Ha MaTy-naHenu. Pe3ynbraT mokaxure npernoaaBaTeio.

8. IIpoepsTe paboty cobpannoii CKC. Jlns atoro:

8.1. Otknrounte OT KoMmbloTepa kabenb JIBC u moakimroumMTe ero K MopTy NaTd-IaHeIw, Ha
KOTOPBIN paciIuT Kadelb.

8.2. Coznmanublii BamMu matykopl, OJHMM KOHIIOM MOJKIIOUYUTE K KOMITBIOTEPY, JAPYTUM K
pozetke RJ-45.

8.3. 3amycture Ha kommbroTepe Internet. Ecnu on 3arpyskaercs, TO BCe CACIAHO MPABHILHO.
Ecnu ne 3arpyxaercs, To B coznanHoii CKC ects HeucnpaBHOCTh. Haiinute ee u ycrpanute. [locne
Yero MOBTOPUTE IPOBEPKY.

9. Hapucyiite cxemy co3nannoit CKC.

10. Tlocne mpoBepku paboTel mpemnonaBarenem, pazdepure cozmanHyro CKC. Orcoenuuute
Ka0enb OT mary-nmaHenu u po3eTku. [laTukopa nepenaiite npenogaBaTento.

11. O¢opmure otuet no padore.

3amanne Ha KypCcOBYIO paboTy

Kommanuss umeer gaBa Qummana B aByx ropojax: ExarepunOypr u Ilepmb. Cxema
OpraHu3alMM CBSI3M MMOKa3aHa Ha PUCYHKE.
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BHUMAHHME! B kadecTtBe MapuipyTHU3aTOpPOB HCHOJIb30BaTh Moxaenb 2811. 3Oto
enuHCTBeHHbIN MapupyTuzarop B Cisco Packet Tracer, kotopslii monaep:xusaet IP-tenedonuro!

@unuan ExarepunOypra (EKT) siBisiercss anMuHUCTpaTUBHBIM. B HeM HaxoauTcst OyXraiarepus
(Buh), otmen xkampos (OK) u agmunucTparus (Uprav).

B Gyxranrepun:

1. KomnuecTBo KomMmbroTEpOB - 10.

2. Konmnaectso IP-Ttenedonos — 6.



B otnene kaapos:

1. KonuuecTBo KOMIIBIOTEPOB - 7.

2. Komnuectso IP-tenedonos — 5.

B otnen ynpasnenust Bxoaut aupektop (Director), samectutens aupekropa (Zam. Directora),
cekperaps (Sekretar). YV kaxmaoro umeercs cBoit IP-tenedon.

Kaxaplii oTen coenunsercs ¢ kommyratopom arperuposanus (Agreg_EKT) arpernpoBanHbIM
KaHaJIOM, COCTOSIIIIUM U3 IBYX MOPTOB, C LEJIbIO 00ECIIeUeHHUS Ha/IeKHOCTHU CBSI3H.

Owiman Ilepmu (Perm) sBiaseTcss UCIONHUTENBHBIM. B HEro BXOIUT: aJIMUHUCTPATOPCKUN
otaen (Admin), call uenrp (call), oraen o padore ¢ kmuenramu (ORC).

B agMuHUCTpaTOpCKHil OTHEN BXOAWT KOMIIBIOTEp aAMUHUCTpaTopa ceth U |IP-tenmedomn.
Kpome Toro, B oTzaene ycTaHOBJIEHBI CEpBEpHI, KaXKIbI M3 KOTOPBIX BBHIMOJHSET OINpeAeicHHbIC
GbyHKIHH.

1. DHCPv4 - aBromaruyecku pasznaetr IPv4 anpeca abGoHeHTCKOMY 00OpYI0BaHHIO
(xommbroTepsl U |P-Tenedonsr).

2. NTP — cepBep Bpemenu. ObecriedBacT CUHXPOHHU3AIMIO BPEMEHH Ui BCEX MEKCETEBBIX
YCTPOMCTB BCEU CETH.

3. TFTP — cepBep anst XxpaHeHUs1 pe3epBHOM KOHPUTYpaLlUU MEKCETEBBIX YCTPOUCTB, a TaK ke
o0pa3a orepanroOHHON CUCTEMBI Pa3InYHBIX YCTPOHCTB.

4. Web-cepBep comepKUT CallT KOMITAHUH.

5. File cepsep siBisieTcst haitii-o0OMEHHHKOM, Yepe3 KOTOPBIN BCE OT/ENIbI MOTYT OOMEHUBATHCS
JIOKYMEHTaMH.

6. DNS — cepsep mist mpeoOpa3zoBanus JOMEHHBIX uMeH B IP-anpeca u Ha 060poOT.

Call menTp cocTouT M3 mIeCTH pabOYMX MECT ONMEPATOPOB, KAXKI0€ M3 KOTOPHIX CHA0XKEHO
CBOMM KoMITbIOTepoM U IP-Tenedonom.

Otnen mo paboTe ¢ KIMEHTAMHU COCTOMT U3 TMATH PabO4YMX MECT, KaXJbli M3 KOTOPBIX
coJIepKUT KommbioTep U IP-tenedon.

Bce xomMyTatopsl B (punmmane COEAMHSIOTCS MO MPUHIMITY «KaXIbIH ¢ KaXIbIM» C LENbIO
obecriedeHnst Haae)kHOCTH cBs3u. C MapmpyTu3atropoM Perm coemuHsieTcs TONBKO KOMMYTATOpP
Agreg_Perm.

O6a ¢dunuana coenMHATCS MEXAY CO0OM dYepe3 CeTh MpoBaiifiepa, KOTopas IpeacTaBlIeHA
4yeThlpbMs MapiipytuzaTtopamu: ISP1 — ISP4. Bce MapiipyTH3aTOphI CETH COEAUHSIOTCS MEXIY COOOM
gyepe3 BBICOKOCKOPOCTHBIE THTaOUTHBIE KaHAJIBI.

3agaHue.

baszoBas HacTpolika

1. Bcem MexceTeBbIM yCTPOHCTBAM 33aJaTh CETEBbIE MMEHA, B COOTBETCTBUU CO CXEMOM CETH.

2. Ha Bcex MeXCETeBbIX YCTPOMCTBAaX, HACTPOUTh JOMeHHOe uMda. Jnsa dunuana
ExarepunOypra — ekater.ru, ans [lepmu — perm23.ru, 1uist cetu mpoBaiigepa — prov.ru

3. Ha Bcex MeKCeTeBbIX YCTPOMCTBAX, CO3AaTh JBYX MOJIb30BaTENEH:

3.1 Vms monp30BaTeNs — COOTBETCTBYET BallleMy MMEHH, MTapojib — COOTBETCTBYET Balllel j1aTe
pOXAeHUS. Y POBEHb NPUBWIETUI — MUHUMAJIbHBIM.

3.2 "ms momnb3oBaressi — COOTBETCTBYET BalllUM WHUIMAJIaM, Mapojib — BbIMIEH (amuiny.
YpoBeHb TPUBWIETUI — MAKCUMAJIbHBIH.

4. Ha Bcex MeXCeTeBbIX YCTPOICTBAX, BKIIOYUTD CITYKOY MN(POBAHUS BCEX MAPOJIEH.

5. Ha Bcex MeXCeTeBBIX YCTPOWCTBaxX 3a/laTh MapoJb IS JOCTyMa B MPHUBHIICTUPOBAHHBIN
pexxum. [laponb 10KeH COOTBETCTBOBATH BALLIMM MHUIHATIAM.

6. Ha Bcex mapmpyTtusaropax, HacTpouth mozeiab AAA, kotopas OyaeT paboTaTh Ha OCHOBE
JIOKAJIbHOU 0a3bl OJIE30BATENICH.

7. Ha BceXx  MEXCETEeBBIX  YCTPOMCTBAX, 3alMUTUTh  KOHCOJIBHBI  TOPT  OT
HECAHKIIMOHMPOBAHHOTO focTyna. Ha wapmpyTuzaTopax JOCTyH JOJKEH OCYIIECTBIATHCS C
ucrionb3oBanuem Mozemn AAA. Ha kommyraropax, C HCHOJb30BaHUEM JIOKAJIBHOW 0Oa3bl
MOJIb30BaTENEN.



8. Ha Bcex MEKCETEeBBIX YCTPOMCTBAX HACTPOUTH YAAJICHHBIN JOCTYI 1O mpoTokory Sshv2. Ha
MaplIpyTU3aTopax JOJDKHA HcHoib3oBaThesi Moaenb AAA. Ha kxommyTaropax — HCHOJIB3YETCS
JIOKaJIbHast 6a3a MoJsib30BaTeNei.

9. Ha Bcex MEXCETEBBIX YCTPOHCTBAaX, HACTPOUTH MpPEAYNpPEKAAoNIee COOOIIeHUE TpH
MOAKIIOUEHUH K YCTPOMCTBY 4epe3 KOHCOJIBHBIA MOpT: «Attention! Only authorized users can
connecty.

10. Bcro koH(MUTYpalHIO MEXCETEBBIX YCTPONCTB C/IeaTh CTApTOBOM.

Cocrasnenue mana IP-agpecanuu.

B kopmnopatuBHON ceTH HCIONB3yeTcs aapecanus, Kak 1o mnportokony [Pv4, tak u 1o
npotokouy IPV6.

ITpu HacTpolike agpecoB HEOOXOAMMO YUUTHIBATh, YTO OPTAM BCEX MEKCETEBBIX YCTPOICTB U
cepBepax HacTpauBaercsi crarudeckuid IP-ampec, a okoHeuHoe 00OpyAOBaHHE —IIONTy4aeT
JMHAMUYECKUe ajipeca.

Jlns kaxknmoro mHTEp(erica, s kKoToporo 3amaercs IP-aapec, HEOOX0OAMMO 337aTh ONHCAHUE,
10 KOTOPOMY MO’KHO OIIPENIEIUTh, C KAKOH CEThIO0 OH COEAMHEH.

Jns pazgaun nuHaMuuecKux ajapecoB B duiumane Perm mo mpotokony IPv4 Heobxomumo
ucnonb3oBate cepsep DHCPv4, xotopslii ycraHoBiaeH y ajamMuHucTparopa. s ycTpoicTB
ExatepunOypra anpeca IPv4 momkubel pasmaBatbes ¢ Mapmpytuzatopa EKT. Kinumenram, kpome
azipeca, J10JKHA BblIaBaThCs HH(popMalus o0 agpece 1uiro3a no ymonuyanuto 1 DNS cepsepa.

B ¢wmane Ilepmu Heobxomumo ucnonb3oBarh IP-aapec cetn 190.72.114.0/25. B ¢pwimane
ExarepunOypra HeoOxonumo ucnoib3oBath aapec 126.200.96.0/22. B cetu npoBaiinepa He00X01uMO
ucnosb3oBatk agpec 201.32.111.192/27. Bo Bcex ceTsX M MOJCETIX HEOOXOAMMO HCIIOJIb30BATh
MUHHMAaJIbHOE KOJMYECTBO OUT Ais ajapecauuu y3ioB. lllmo3y no ymomuanuto ExatepunOypra u
[lepmMu HEOOXOAMMO MPHCBOUTH TEPBBI BO3MOXKHBIM a/ipec M3 BCETO aapecHOr0 Juana3oHa y3JIOB.
KommyTtatopaM npuCBOMTH MOCIEIHUE ajJpeca U3 aJAPEecCHOro jauamna3oHa y3noB. HeoOxoaumo
UCKJTIOYUTh BO3MOXHOCTh KOH(pmKTa IP-ampecoB mpu pabore DHCPv4 cepBepa u Hamuuwms
CTaTUYECKUX aJ[PECOB.

Hactpoiika agpecos IPv6

Jnsa nuHamuveckoit aapecauuu cepsepa DHCPvV6 B cetu Her. Ilostomy ciyxOy DHCPv6
HEOOXOMMO HACTpawBaTh Ha MapIIpyTH3aTOpax COOTBETCTBYIOIIUX (MIIMATIOB, HCIIOIB3YS METO]
SLAAC. Appecanust |IPv6 ucnonb3yercst TOJbKO BHYTpH Kaxzaoro ¢unmana. Knmentam, kpome
ajipeca, TOJHKHA BBIABATHCSA HHPOpMAIs 00 ajapece nuro3a no ymondanuto u DNS ceprepa.

B ¢umane [Mepmu HeoOxo 1Mo ucnonb3oBath IPV6-anpec cetn 2023:fdc:d:9::/64. B dunmnane
ExarepunOypra HeoOX0IMMO HCIoNb30BaTh aapec cetn 2021:a7cd:bfa:6::/64. 1lmo3y mo yMoadaHuio
ExatepunOypra u [lepmMu He06X0AMMO MPUCBOUTH MOCIEAHUNA BO3MOXKHBIN aJipec U3 BCETO aJAPECHOTO
nuana3zoHa y3ioB. HeoOXoauMo UCKIIOYUTH BO3MOKHOCTH KOHGuHKTa IP-agpecoB mpu pabote
ciry>x061 DHCPV6 1 Hanuuust ctaTHuecKuX aipecos.

Ha Bcex ycTpoicTBax HAaCTpOUTH JIOKAJTBHBIN KaHANBHBIA aapec. Jns anpecanuu B Qummane
ExarepunOypra ucnonn3oBath aapec fe80:a6cd::/64, B [lepmu ucnonszosats agpec fe80:2e78::/64.

Hacrtpolika HaJIe?;KHOCTH CeTH

B ¢wmane ExarepunOypra HacTpouTh arperupoBaHHbIE KaHalbl. MeXay KOMMYTaTOpOM
arperupoBaHUs M KOMMYTAaTOpaMH OyXTralTepuu W YIpaABICHUS KaHAI JOJDKeH paboTaTh 1o
npotokony LACP ¢ HoMepom rpymnmbl 5. Mexy KOMMYTaTOpoOM arperupoBaHusi U KOMMYTaTOPOM
oTena Kajapos 1o nporokony PAQP ¢ Homepom rpymmsl 15.

B ¢unmane Ilepmu Hactpouts mporokoi STP Tak, 4ToObl KOMMYTAaTOp arperupoBaHus ObLI
KopHeBbIM ¢ wuaeHTHGuKatopom 8192, Tlpu ero BeIXOAE H3 CTPOS KOPHEBBIM JOJKEH CTaTh
KOMMYTaToOp OTAena mo pabore ¢ kineHTamu. [opThl KOMMYTaTOpPOB, K KOTOPBIM IOJKIIOYAETCS
OKOHEYHOE 000py/0BaHHUE, HACTPOUTH TaK, YTO Obl OHM HE y4acCTBOBAJIM B ITOCTPOEHHUM JIEpEBa, NPHU
MOJIKJIIOYEHUH K HUM OKOHEYHOTo 000pYy/I0BaHUSI.

Hacrpoiika Mmapuipytusamnuu

1. B cetn npoBaiinepa HaCTPOUTHh MapIIPTyH3aLUI0 MEX Y (punnanamu no nporokory OSPF.

2. B cetn ExatepunOypra Hactpouts aBToOHOMHYIO crctemy 5000, B [Tepmu — 5555.



3. B mopThl, K KOTOPHIM MOAKIIOYEHBI TYITUKOBBIE CETH, HE JOJDKHA Mepe/laBaThCs MapIIpyTHas
uHpopMaIus.

4. Tunamuueckas MaplIpyTHU3alHsl JT0JDKHA OCYIIECTBIATHCS uyepe3 MapuipyTusatopsl 1SP1-
ISP4-1SP3.

5. Ilpu BbIXO#me u3 cTpos Mapmpytuzaropa ISP4 nomkHa BKIIOUYMTBCS CTaTUYeCKas
MapuipyTusanus uepes 1SP2.

6. Cerb ¢umumana ExarepunOypra momkHa Haxoautcs B S5 oOmactm OSPF, ceth dunmana
Ilepmu, B obnacTu 8.

Hacrpoiika cepBepoB

NTP nacTpouth cepBep Ha Tekyllee BpeMs U Aata. CHHXpPOHU3UPOBATh BCE MapLIPyTHU3aTOPHI
c cepsepoM NTP.

Ha TFTP cepBepe coxpaHuTh KOHPUTYPAITUIO CO BCEX MEXKCETEBBIX YCTpOiicTB, IMeHa ¢aiinos
JOJKHBI COBIAaTh C UMEHAMU YCTPOUCTB.

Ha Web-cepsepe cosnate caiit. Co3aarh NPUBETCTBEHHYIO CTpaHWuKy. Hamumcath Ha Heit
¢bpa3y: «Bac mpuBercTByeT KOMmaHwus....». HeoOX0oAMMO caMOCTOSITeNbHO NpPUAYMaTh Ha3BaHUE
KOMITAaHWHU ¥ HaIKcaTh BMeCTO MHOToTouns. CepBep AOKEH OBITh JOCTYIICH CO BCEX YCTPOMCTB CETH.

Cepgep File nomxkeH ObITh JOCTYIICH CO BCEX YCTPOMCTB CETH.

Ha cepepe DNS nacTpouTh npeodpazoBanue JoMeHHOro uMeHu B IP-aipec Bcex ycTpoiicT
CETH U Ha 000POT.

Hacrpoiika IP-tenedponun

[Tpu HacTpoiike HEOOXOAUMO YUYECTh, UTO B KOMIIAHUU HCIIOJIb3YIOTCSA TPEX3HAYHbIe HOMepa. B
ExaTtepunOypre, Bce HOMepa JODKHBI HaunHAThes ¢ mudpsl 5, B Ilepmu ¢ mudpsr 9. Tenedonus
nokHa padorare depes Voice VLAN 150. Bee tenedonsl KOMIAHUK JOJDKHBI B3aMMOJIEHCTBOBAThH
JPYT C IPYTOM.

Co3natp 3amac myjia HOMEepOB Ui Kaxaoro ¢guiamnana He menee 10.

[TpoBepuTh paboTy HACTPOEHHOM CETH.

[IK-4.3 3Haer mnpaBuia OKa3aHUsl YCJIYI MeCTHOH, BHYTPM30HOBOH, MeKAYTOPOJHON U
MEKIYHAPOAHON Tese()OHHOH CBSI3M, CHCTEMY PEKOMEHJAlMii M CTaHJApTOB B 00JacTH
TeJIeKOMMYHUKALMI

IIpumep 3a1aHus HA IPAKTUYECKOE 3aHATHE

1. Lens paboTsI:
1.1 3yuuts MeToauky HacTpoiiku NAT B KOPIOpaTUBHBIX CETAX

2. 3ananue:
Ha pucyHke npencraBieHa cxema ceTu ¢ TpeMs (QuiinagamMu, KOTOpble HaXOJATCS B TOpojax:
Mocksa, ExatepunOypr u Cankr-IletepOypr.
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Pucynoxk 1 — Cxema cetu 11 HACTPOUKH

HactpouTts cetb Tak, 4To ObI:

1. Web cepsep 0bu1 f0CcTyIIEeH M3 BHelHeH cetr 1o IP-aapecy 132.75.21.5/24.

2. File cepBep ObL1 nOCTYyNEH U3 BHemHe# cetu 1o IP-axpecy 132.75.21.10/24.

3. PC7 u PC8 nomxHBI BEIXOJIUTH B ceTh 10 ogHoMy |IP-anpecy 200.132.15.22/24.

4. Komnstotepsl PC1 — PC4 nomxHbl paboTath ¢ ¢punranoM MOCKBBI 110 ClTyyaifHO BbIJIaHHBIM
obmenoctynubM IP-anpecam.

5. Komnstotepsl PC5 u PC6 nomxkubl pabortats ¢ ¢punnanom Cankr-IletepOyprom, ucnomb3ys
ToNbKO onuH BHemHui IP-agpec 110.50.200.1/24.

6. HacTpouTh Ha MapuIpyTHU3aTopax CETEBbIE MMEHA.

[Tpumep 3ananus Ha 1a0OPaTOPHYIO PabOTY

1. Llenb paboThI:
1.1 UccnenoBath metosl opranu3aiui VLAN B KOpIOpaTUBHBIX CETAX

2. 3agaHue:

2.1 CxkoMMyTHpOBaTh Ce€Th, MOKa3aHHYI0 Ha pucyHke 1. JIns HacTpolku HOCTaTOYHO
WCIIOIh30BaTh JIBa KOMITHIOTEPA.

2.2 Kommbrotepsl PC5 u PC8 oTHOcsATCs Kk TexHuueckomy oTaeny. Kommnetorepsr PC6 u PC7
OTHOCATCSI K IKOHOMHYECKOMY oTneny. B ceru ucmonb3yercs aapec 160.80.32.0/21. Heobxomumo
3alUTUTH JOCTYN OJHOTO OTHeNa, K CeTH Apyroro. BHyTpH OTOenoB OOMEH JaHHBIMHU JOJDKEH
OCYIIECTBIISATHCS.

2.3 TlpoBeputh paboty cetu. I[IpoBepka BBHIMOTHSETCS C IMOMOIIBIO JBYX KOMIIBIOTEPOB,
KOTOpBIE MEPEKITIOUAIOTCS. MEXKAY UCTIOIb3YEMBIMU TOPTAMU HAa KOMMYyTaTOpax.

2.4 CKOMMYTHpOBATh C€Th, MOKa3aHHYIO Ha pUCyHKe 2. [ HACTpONKM AOCTAaTOYHO JBYX
KOMIIBIOTEPOB.
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Pucynok 2 — CeTb Ju1st BRITIOJTHEHUS 3a1aHus 2.5-2.7

2.5 Hactpouts IP-agpecannto KOMIIBIOTEPOB:

2.5.1 Komnstotepsl PCO u PC2 nomxubl HaxoauTtkes B cetd 150.100.50.1/25

2.5.2 Kommwroreps! PC1 u PC3 momxkas! Haxoautbes B cetu 200.100.50.3/26

2.5.3 Komnsiotep PC4 nomxen Haxoaures B cetu 192.168.11.0/24

2.6 HactpouTs ceThb Tak 9To OBI:

2.6.1 Komnsiotepsr PCO — PC3 umenu goctyn k kommsiotepy PC4.

2.6.2 Kommbrotepsl PC4 mMen 3amumieHHBIA YJAICHHBIH JOCTYI KO BCEM KOMMYTAaTOpam
gepe3 VLAN 700.

2.7 TlpoBeputh paboty cern. B kauectBe PCO — PC3 wmcmonb3oBaTh OJWH KOMIIBIOTED, Y
KoToporo MeHsiercs IP-anpec u nepexntodaercs Mex1y pa3HbIMU IOPTAMHU U KOMMYTaTOPaMHU.

3anaHue Ha KypCcOBYIO paboTy

Kommanuss ummeer naBa ¢Qwmana B naByx ropomax: ExarepunOypr u Ilepmb. Cxema
OpraHu3ally CBSI3M MMOKa3aHa HA PUCYHKE.
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BHUMAHHME! B kauecTBe MapuipyTH3aTOpOB HCIOJB30BaTh Moaenb 2811. DOto
enuHCTBeHHBIN MapmpyTuzarop B Cisco Packet Tracer, kotopsrii monaep:xkusaet |P-tenedonnro!

Owunman Exarepun6Oypra (EKT) sBisiercst agmunuctpatuBHbIM. B HeM HaxoauTcst OyXrantepust
(Buh), otaen kagpos (OK) u anmunucTpanus (Uprav).

B Oyxrantepuu:

1. KommaecTBo kKommbroTepos - 10.

2. Komnuectso IP-tenedonoB — 6.

B otnene xkagpos:

1. Konn4ecTBO KOMIBIOTEPOB - 7.

2. Konmuuectso IP-tenedonoB — 5.

B otnen ynpasnenust Bxoaut aupektop (Director), samectutens aupekropa (Zam. Directora),
cekperaps (Sekretar). YV kaxmaoro umeercst cBoit IP-tenedoH.

Kaxnplii otnen coequnsercs ¢ kommyraTopoM arperuposanus (Agreg_EKT) arperupoBaHHbiM
KaHaJIOM, COCTOSIIINM U3 JIBYX ITOPTOB, C IIETbI0 00ECIIEUeHUS HaIS)KHOCTH CBSI3H.

Ounuan Ilepmu (Perm) sisiercs MCNOMHUTENBHBIM. B HEro BXOAWT: agMHHMCTPATOPCKUI
otaen (Admin), call nentp (call), oraen o padore ¢ kmuenramu (ORC).

B aaMuHuCTpaTopckMii OTAEN BXOJUT KOMIIBIOTEp aJMUHHUCTpaTopa ceth Hu |P-Tenedos.
Kpome TOrOo, B OTHene yCTaHOBICHBI CEpPBEpPHI, KKABIH M3 KOTOPHIX BBITIOIHSIET OINPE/ICICHHBIC
GyHKIMH.

1. DHCPv4 - amromarmdecku paszmaetr IPv4 anpeca abOHEHTCKOMY OO0OPYIOBaHHIO
(xommbroTeps! u IP-Tenedonsr).

2. NTP — cepBep Bpemenn. O0ecriednBaeT CHHXPOHU3AIUIO BPEMEHHU U BCEX MEKCETEBBIX
YCTPOMCTB BCEM CETH.

3. TFTP — cepBep st XxpaHeHHsT pe3epBHON KOH(PUTYpaIK MEXKCETEBBIX YCTPOWCTB, a TaK ke
o0pa3a orepalnroHHON CUCTEMBI Pa3InYHBIX YCTPOHCTB.

4. \WWeb-cepBep COIEpKUT CalT KOMITaHHH.

5. File cepsep sBnsiercst aitii-oOMEHHHKOM, Yyepe3 KOTOPBIN BCE OTAENBI MOTYT OOMEHUBATHCS
JTOKYMEHTaMH.

6. DNS — cepsep st mpeobpa3zoBanus JOMEHHbIX UMeH B IP-anpeca u Ha 060poT.

Call menrp cocrout u3 miectd pabOYMX MECT OMEPATOPOB, KAKIOE M3 KOTOPBIX CHA0KEHO
cBOUM KoMmribtoTepoM u IP-tenedonom.

Otnmen mo paboTe ¢ KIMEHTAaMH COCTOMT W3 TISITH PabOYMX MECT, KaXIblii M3 KOTOPBIX
COZIEPKUT KoMIbioTep U IP-Tenedon.

Bce xommyTatopsl B (Quinane COEAMHSIOTCS MO MPUHIMITY «KaXAbIH ¢ KaXIbIM» C LEJIbIO
oOecnieueHns HaaexHocTu cBsizu. C mapaipyTusaTopoM Perm coenuHsieTcss TOJBKO KOMMYTaTop
Agreg_Perm.



O6a ¢dunmana coemMHATCS MEXAY CO0OM dYepe3 CeTh MpoBaijepa, KOTopas MpeAcTaBIcHA
4yeThIpbMs MapipyTuzatopamu: ISP1 — ISP4. Bce MapmpyTH3aTOPBI CETH COSAMHSIOTCS MEXKIY COOOH
4yepe3 BHICOKOCKOPOCTHBIE TUTA0UTHBIE KaHAJIBI.

3anaHue.

bazoBas HacTpoiika

1. BceM MexceTeBbIM YCTPOWCTBAaM 33]1aTh CETEBbIE UMEHA, B COOTBETCTBUU CO CXEMOM CETH.

2. Ha Bcex MeEXCETeBbIX YCTPONCTBaxX, HACTPOUTH JOMEHHOe wuMms. Jna duamana
ExarepunOypra — ekater.ru, ans Ilepmu — perm23.ru, [uist cetu mpoBaiigepa — prov.ru

3. Ha Bcex MexceTeBbIX YCTPOMCTBaX, CO3/1aTh ABYX I0JIb30BATEIECH:

3.1 Mms nonp30Barenst — COOTBETCTBYET BallleMy MMEHH, [1apoJib — COOTBETCTBYET Ballleil pare
poXaeHUS. YPOBEHb NPUBUIETUI — MUHUMAJIbHBIMN.

3.2 Wms monb3oBatessi — COOTBETCTBYET BAIlUM WHUIMAJIaM, Mapojib — BbIMEH (amuiny.
YpoBeHb MPUBHIIETHI — MAaKCUMAJIbHBIH.

4. Ha Bcex MEKCETEeBBIX YCTPOUCTBAX, BKIIFOUHUTD CITY KOy mH(poBaHUS BCEX TApOJICH.

5. Ha Bcex MexkceTeBBIX YCTpPOWCTBax 3ajaTh Hapoib AJS JOCTyNa B MPUBWICTHPOBAHHBIN
pexum. [1aponb 10y1eH COOTBETCTBOBAThH BAlllMUM MHULIAAJIAM.

6. Ha Bcex mapuipytusaropax, HacTpouTh Monenb AAA, kotopas OyaeT paboTaTh Ha OCHOBE
JIOKaJIbHOM 0a3bl 0JIb30BaTENEH.

7. Ha Bcex  MeXCETEeBBIX  YCTPOMCTBaX, 3alIUTUTh  KOHCOJbHBIA  MOPT  OT
HECaHKLUMOHUPOBAaHHOrO Jjoctyna. Ha MapuipyTuszaropax AOCTyN JIOJDKEH OCYIIECTBISATBCA C
ucnons3oBanueM wmojenu AAA. Ha xommyraTtopax, C HCHOJIB30BaHHEM JIOKAIbHOW 0a3bl
II0JIb30BaTEIEH.

8. Ha Bcex MEKCETEBBIX YCTPONUCTBAX HACTPOUTH YAAJICHHBIN JAOCTYII IO MPOTOKoay SShv2. Ha
MapIIpyTU3aTopax JoJbKHa HcHoib3oBaThesi Moaenb AAA. Ha kxommyTaropax — HCHOJB3YyeTCs
JoKanbHas 0a3a MoJb30BaTENEH.

9. Ha Bcex MeXCETEeBBIX YCTPOICTBaX, HACTPOUTH MpPEIyNpexaaroliee COoOoOIIeHHe MpU
MOJIKJIIOYEHUN K YCTPOMCTBY uepe3 KOHCOJNbHBIM mopT: «Attention! Only authorized users can
connecty.

10. Bcro koHbUTypamio MeKCETEBBIX YCTPONUCTB CAeNIaTh CTApTOBOM.

Cocrasnenue miana IP-agpecanyu.

B kopmopaTuBHOI CETHM UCHONB3yeTCs ajapecaius, kKak mo mpoTokomy IPv4, tak u 1o
npoTokoiy IPV6.

[Tpu HacTpoiike aApecoB HEOOXOAUMO YUUTHIBATh, UTO MOPTAM BCEX MEKCETEBBIX YCTPOUCTB U
cepBepax HacTpauBaeTcs cratuueckuid |P-aapec, a okoHeyHoe 000pynOBaHHME TOJyYaeT
JMHAMUYECKHe ajipeca.

Jns xaxxmoro mHTepderica, st kKoToporo 3amaercs IP-aapec, HeoOxoaumo 3amaTh onucaHue,
10 KOTOPOMY MO>KHO OIIPE/IEIUTh, C KAKOW CEThIO OH COEINHEH.

Jns pazgaum nuHaMuuYecKux anpecoB B (uinmane Perm mo mpotokony IPv4 Heobxomumo
ucnons3oBath cepBep DHCPv4, xoTopsiii ycraHOBIeH y aaMuHHCTpaTopa. Jlis ycTpoiicTB
ExarepunOypra aapeca IPv4 nomksbl pa3gaBaThesi ¢ MapuipyTtuzatopa EKT. Knuenrtam, kpome
ajipeca, TOJKHA BBIaBaTHCS HHPopMaIus 00 ajapece nuio3a no ymondanuto u DNS cepepa.

B ¢ummane [lepmu HeoOxomumo ucnombizoBath IP-aapec cetn 190.72.114.0/25. B ¢unmane
ExaTtepunOypra HeoO6xoumo ucnoinb3oBath ajapec 126.200.96.0/22. B cetu nmpoBaiinepa He06X0IUMO
ucronb3zoBath aapec 201.32.111.192/27. Bo Bcex ceTsX W MOACETIX HEOOXOAMMO HCIOJIb30BaTh
MUHUMAIbHOE KOJIMYECTBO OUT amnsi aapecarnuu y3noB. [llmo3y mo ymomuanuto ExarepunOypra u
[TepmMu HEOOXOMMMO TPUCBOUTH MEPBBIA BO3MOXKHBIM aapec U3 BCETO aIPECHOTO JHMara3oHa y3JIOB.
KommyTtatopaM npuCBOWTH MOCIEIHUE aJpeca U3 aAPECHOTro jauamna3oHa y3inoB. HeoOxomaumo
HCKJIFOYUTh BO3MOXKHOCTh KoH(uuKTa |P-ampecoB mpu pabore DHCPv4 cepBepa u Hamuuus
CTaTHUYECKUX aJIPECOB.

Hacrpoiika agpecos IPV6

Jns nuHamuveckoit aapecauuu cepsepa DHCPV6 B cetu wert. Ilostomy ciyxOy DHCPvV6
HEeoOXOUMO HACTpauBaTh Ha MapIIPyTHU3aTOpax COOTBETCTBYIOMIMX (UIHANIOB, HUCIOJIb3YS METOJ



SLAAC. Anppecanus IPv6 ucnosb3yeTcss TOABKO BHYTpH Kaxzaoro ¢wmmana. KioueHtam, kpome
ajpeca, TOJKHA BBIABATHCS HHPopMaIus o0 aapece nuio3a no ymondanuto u DNS cepepa.

B ¢unmane I[epmu HeoOxoaumo ucmonb3oBath IPV6-aapec cetu 2023:fdc:d:9::/64. B dumunane
ExarepunOypra HeoOXoquMo HCIoib30oBaTh aapec cetn 2021:a7cd:bfa:6::/64. 1lno3y mo yMmoauaHHio
ExarepunOypra u [lepmMu He0OX0IMMO MPUCBOUTH MOCTIEAHUNA BO3MOXKHBIN aJpec U3 BCETO aIpeCHOr0
nauanazoHa y3noB. HeoOXoaumMo HUCKIIOUNTH BO3MOXKHOCTH KoH(pmukTa IP-agpecoB mpu pabote
ciyx0661 DHCPV6 1 Hamuus cTaTUYeCKuX aapecoB.

Ha Bcex ycTpoiicTBaX HAaCTPOWTH JIOKATbHBIA KaHAIBHBIN anpec. [yis anpecanuu B Quumane
ExaTtepunOypra ncnosn3osats aapec fe80:a6c¢d::/64, B Ilepmu ncnosnn3obats aapec fe80:2e78::/64.

Hactpolika HaIe)KHOCTH CETH

B ¢unmnane ExarepunOypra HacTpOUTh arperupoBaHHble KaHajibl. Mexay KOMMYTaTOpPOM
arperupoBaHus M KOMMYTAaTOpaMH OyXraJTepuud U YIOPABICHUS KaHAI JOJDKeH paboTaTth 1o
nporokony LACP ¢ HoMepoMm rpymmbl 5. Mex1y KOMMyTaTOpOM arperupoBaHUs U KOMMYTaTOPOM
otT1ena Kajapos 1o nporokony PAQP ¢ Homepom rpymmsl 15.

B ¢unmane Ilepmu Hactpouts mpotokon STP Tak, 4ToObl KOMMYTaTOp arperupoBaHusi ObLI
KOpHEBBIM C wuaeHtupukatopom 8192. Ilpum ero BbIXOAE€ M3 CTPOS KOPHEBBIM JOJDKEH CTaTh
KOMMYTaTop otThena mo padore ¢ kiueHTaMu. [IopThl KOMMYyTaTopoB, K KOTOPBIM MOIKIIOYAETCS
OKOHEYHOE 000py/I0BaHMHE, HACTPOUTH TaK, YTO Obl OHM HE yYaCTBOBAIM B IOCTPOSHUH JIEPEBa, MPU
MOJKIIIOUYEHUU K HUIM OKOHEYHOTO 000pYI0BaHUSI.

Hacrpoiika MmapmpyTuzanuu

1. B cetu npoBaiiiepa HaCTpOUTh MapIIPTYU3aLUI0 MeXAY (uinranamu no npotokony OSPF.

2. B ceru ExatepunOypra HacTpouTh aBTOHOMHY!O cuctemy 5000, B [Tepmu — 5555.

3. B mopThl, K KOTOPBIM MOAKIIOYEHBI TYITUKOBBIE CETH, HE JOJDKHA Mepe/laBaThCs MapIIpyTHas
nHpopmanus.

4. JluHamuyeckass MaplIpyTU3alus JTOJKHA OCYIIECTBIATHCS yepe3 Mapuipytuszartopsl ISP1-
ISP4-ISP3.

5. Ilpm BbIXOAe u3 cTpost MapupyTtuzaropa ISP4 nomkHa BKIIOUMTBCS CcTaTHYecKas
MapmpyTtusamnus depes 1SP2.

6. Cerp ¢unmnana ExatepunOypra nomkHa Haxomutcs B 5 obsmactu OSPF, cers dunmana
[lepmu, B obnacTu 8.

Hacrpoiika cepsepos

NTP HacTpouth cepBep Ha Tekyuiee BpeMs U gata. CHHXpOHU3UPOBATH BCE MapLIPYTU3ATOPbI
c cepepom NTP.

Ha TFTP cepBepe coxpanuTh KOHQUTYpaILHIO CO BCEX MEKCETEBBIX YCTPOHCTB, MiMeHa (daiinos
JIOJDKHBI COBIAIATh C MMEHAMH YCTPOUCTB.

Ha Web-cepepe co3math caiit. Co3iaTh NMPUBETCTBEHHYIO CTpaHMuKy. Hamucath Ha Hei
¢pazy: «Bac mpuBercTByeT KoMmmaHus....». HeoOXoaumMo caMOCTOSTENbHO HpUIyMaTh Ha3BaHUE
KOMITAaHWW ¥ HAIMCcaTh BMeCTO MHOTOoTOUMs. CepBep JIOKEH OBITh JOCTYIIEH CO BCEX YCTPOUCTB CETH.

Cepgep File nomken ObITh JOCTYIIEH CO BCEX YCTPOMCTB CETH.

Ha cepBepe DNS nactpouts npeoOpa3zoBanue gomMeHHOro nMeHu B IP-aipec Bcex ycTpoicT
CeTH U Ha 000poT.

Hactpoiika IP-reneponun

[Tpu HacTpolike He0OXO0AUMO YUECTh, YTO B KOMITAHUH HCIIONIB3YIOTCS TpeX3HauHble HoMepa. B
ExarepunOypre, Bce HOMepa AOJKHBI HaunHaThes ¢ uudpsl 5, B [lepmu ¢ mudpsr 9. Tenedonus
nospkHa padortath uepes Voice VLAN 150. Bee tenedonbl KOMIaHUU JOJKHBI B3aMMOJICHCTBOBATh
JpyT € APYTOM.

Co3natp 3amac ImyJsia HOMEepOB Ui Kaxaoro ¢pununana ne menee 10.

[IpoBepuTh paboOTy HACTPOCHHOM CETH.

IIK-6.1 3Haer npUHUUNBI TOCTPOEHUS, CUCTEM CBSI3H, TEJEKOMMYHHKALMOHHBIX CHCTEM
PA3JIMYHOIO THNA. YMeeT MPOU3BOAUTH 000CHOBAHHBIH BbIOOP MH(OPMAIMOHHBIX TEXHOJIOTHH



Mo IpPoOEKTY, CpaBHHTeJIbeIﬁ AHAJIN3 BapHAHTOB. Baaneer HaBbIKaMH HOoArOTOBKH CXEM
OpraHus3anuu CBA3N

1 Lens paboThI:

1.1 U3yuuts ycrpoiictBo mudpoBoii renedonnoi cranuu LDK-300.

1.2 Hayuutbcst xomiuiekToBaTh TenegonHyo cranmuio LDK-300 s  moctpoenus
KOPIOPaTUBHOMN CETH.

2 3anmaHue:

CxkommuiekroBath craniuio LDK-300, ecniu Ha npeanpustuu opranusyercs TenedoHHas CeTh,
C napameTpamH, yka3aHHbIMU B TaOiuue 1. [loka3zaTb MECTO yCTaHOBKM MOJYJIbHBIX IUIAT B CTAHIMH.
[Tokazatp cxeMy KaOeNbHBIX COCAMHEHWH Ha CTaHIUM W IuMHTax. [latb oOOocHOBaHHE CBOEMY
TEXHUYECKOMY PEILICHHUIO.

Tabmuia 1

Homep Bapuanra 1 2 3 4
KonngecTBo aHAIOTOBBIX TeNe()OHHBIX allapaToB 80 60 70 50
KonnyecTBo i poBeIX Tee(OHHBIX anmapaToB 30 50 45 70
KonngecTBo ropoAckux TeneOHHBIX JTUHUN 10 35 15 40
KonnuecTBo O6ecripoBoHBIX Tele(OHOB 35 50 45 60
KonnuecTBo 0gHOBpEMEHHO 00CTYKUBAEMBIX 10 20 15 25
BBI30BOB 10 OECIPOBOIHOM CBSI3H
KonnyecTBo KaHAJIOB JJIsl pEY€BOTO BOCIPON3BEACHUS 4 6 8 3
O0BeM mamsITH peueBoro COOOIIeHHS, B Yacax 8 4 3 10

[Tpumep 3ananus Ha 1a6OPaTOPHYIO PabOTy

1 Henb paboThI:
1.1 VI3yuuTh CTPYKTYpy U COCTaB CUCTEMHOTO TEJIEPOHHOTIO anmnapara.
1.2 U3yunTs npuHIMI HocTpoeHus odpucHoi mudposoit ATC.

2 3agaume:

2.1 V3yuuTh puiIokeHNe K TabopaTopHO padore.

2.2 JIBe xniibl Kabemst BUTasl Mapa MOJAKIIOYUTh K KOMMYTalMoHHOU posetke RJ-11 Ttak, uro
OBl OHHM COCTMHSUTUCH C IIEHTPATLHBIMU KOHTAaKTaMH PO3ETKH.

2.3 V3yuntbh koMMyTannoHHbIH BOX U BBIICHUTH Ha KaKOH IUIMHT pacIIMBaeTCs Kabenlb OT
TUTATHI JJTs1 aHAJIOTOBBIX TenedoHHbIX ammapaTtoB YATC LDK-300.

2.4 Jlpyroit KOHeIl MOJKITIOUEHHBIX KW K KOMMYTallMOHHOW po3eTrke RJ-11, moakmo4uth B
kKommyTarmoHHbIE BOX Tak, uro Obl kabeiah OBUI MOAKIIIOYEH K IUIATE aHAJOTOBBIX Telle()OHHBIX
anmaparoB YATC LDK-300.

2.5 ToakmounTh TesieOHHBIE anmaparsl Panasonic kK KOMMYTaI[MOHHBIM po3eTkam RJ-11.

2.6 YOenuTcs B HaIMYUM TeaeGOHHOU cBA3M. [ 3TOro mo3BoHHTE Ha TenedOHHBINH HOMEp
100. Ha cuctemHom TeneoHHOM ammapare onpeaenute Homep Bamero tenedonnoro annapara. Ecnu
B JIaHHBIA MOMEHT MOJAKIIIOYEHO HECKOJIbKO TeJe(h)OHHBIX allapaToB, TO YOEIUTECh B HAINYUU CBSI3U
MEXy HUMH.

2.7 Iloka3zaThb MpernoiaBaTelio Ka4yeCTBO BHIMOJIHEHHON PaOOTHI.

2.8 HapucoBaTh cxeMy opraHu3ainuu cBsi3u misi Bamieit TenedoHHOM ceTH (C yd4eToM Bcex
MOJIKJIIOYEHHBIX Tele()OHHBIX anmaparoB Baieit Opuraibl), ¢ yka3aHHEM BCEX TOUYEK MOIAKITIOUCHHS.

2.9 HapucoBaTb CTPYKTYpHYI CXEMY pa3rOBOPHOTO TpaKTa MEXIy IBYMs OKOHEYHBIMU
ycrpoiictBamu, rpu ucnoibzoBanuu YATC LDK-300 B mabopaTopHOii KOMITJIEKTAIIUHN, COOTBETCTBHH
¢ Tabmuueir. Ha cxeme mOMKHBI OBITH TMMOKa3aHbl Bce (U3MYECKUE YCTPOMCTBA, BKIIOUAS




komruiekTyromue YATC LDK-300, koTopble y4acTBYIOT B OPTaHH3aIIMK PA3TOBOPHOTO TPAKTa MEXTY

yYKa3aHHBIMH YCTPONCTBAMH.
2.10 OdopMuTh OTYET.

Bapuant OKoOHeYHOe YCTPOHCTBO A OxoHeyHoe ycTpoiicTBO b
1 Bam ananoroBsiii TeneOHHBIN AHanoroBslit TeaepOHHBIN
anmnapar anmnapar Apyroro CTyAeHTa.
2 Bam ananoroBsiii TeneOHHBIN CucteMHbIi TenedOHHBIH
amnmapar anmapat LKD-30DS
3 Bam ananoroBsiii TeneOHHBIN BecnipoBoHO# TeneoHHBIN
amnmapar anmapat cragaapra DECT
4 CucteMHbIi TenedOHHBIH BecnipoBoHOM Tene6hoHHBII
anmnapatr LKD-30DS anmnapat crangapra DECT
5 CucreMHbIi TeneQOHHBIH AHaIOroBbeIi TenehOHHBIH
anmmapar LKD-30DS annapar BHEIIHeN TeseoHHOM
CETH MHCTUTYTA
6 Bamm ananoroBsiii TeneOHHBIN AHaIOroBHI# TeIePOHHBIN
anmapar anmnapat BHEIIHe! TeneoHHOM
CeTH MHCTUTYTA
7 becnipoBoaHoii TenedhoHHbII AHaIOroBbIi TenehOHHBIHI
anmapar crangapra DECT anmapaT BHEIIHeN TesnedoHHOM
CETH MHCTUTYTA

3amaHue Ha KypCcOBYIO paboTy

Komnmanuss wumeer gBa ¢wimana B AByX roponax: ExarepunOypr u Ilepmb. Cxema
OpraHM3allM CBSI3U MIOKa3aHa Ha PUCYHKE.
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BHUMAHUME! B kauectBe MapumpyTU3aTOpOB HCHOJb30BaTh Mojaenb 2811. 3to

enuHCTBeHHbIN MapupyTuszarop B Cisco Packet Tracer, kotopslii monaep:xusaet IP-tenedonuro!

Ounman Exarepunbypra (EKT) sBisieTcss agMuHUCTpaTUBHBIM. B HEM HaxonuTces OyXraintepus
(Buh), otnen xampos (OK) u agmunuctparus (Uprav).

B Oyxranrepuu:

1. KonuuectBo komnbroTepos - 10.

2. Komnuectso IP-tenedonoB — 6.

B otnene xkagpos:

1. KomnyecTBO KOMIIBIOTEPOB - 7.




2. KomnuectBo IP-tenedonoB — 5.

B otnen ynpasnenust Bxoaut aupektop (Director), samectutens aupekropa (Zam. Directora),
cekperaps (Sekretar). YV kaxaoro umeercs cBoit IP-tenedoHn.

Kaxaplii oTen coenunsercs ¢ kommyratopom arperupoBanus (Agreg_EKT) arperupoBanHbIM
KaHaJIOM, COCTOSIIIIUM U3 JBYX MOPTOB, C LEJIbI0 O0ECIIeYeHUS Ha/IeKHOCTHU CBSI3H.

Owiman Ilepmu (Perm) sBiasieTcss UCIONHUTENBHBIM. B HEro BXOIUT: aJIMUHUCTPATOPCKUN
otaen (Admin), call uentp (call), oraen o padore ¢ knuenramu (ORC).

B agMuHUCTpaTOpCKHil OTIEN BXOAWUT KOMIIBIOTED aAMHMHHUCTpaTopa cetu u |P-tenmedomn.
Kpome Toro, B oTaene ycTaHOBJIEHBI CEpBEpHI, KaXKIbIi M3 KOTOPBHIX BBHIMOJHSET OINpeAelCHHbIC
GbyHKIHH.

1. DHCPv4 - aBromarmuecku pasmaer [Pv4 ampeca abGoHeHTCKOMY 000pyAOBaHHIO
(xommbroTeps! u IP-Tenedonsr).

2. NTP — cepBep Bpemenu. ObecriedBacT CUHXPOHU3AIMIO BPEMEHH I BCEX MEKCETEBBIX
YCTPOMCTB BCEU CETH.

3. TFTP — cepBep amnst XxpaHeHUsI pe3epBHOM KOHPUTYpallUU MEXKCETEBBIX YCTPOUCTB, a TaK ke
o0pa3a orepanroOHHON CUCTEMBI Pa3InYHBIX YCTPOHCTB.

4. Web-cepBep comepKuT cailT KOMITAaHHUH.

5. File cepsep siBisieTcst haitii-oOMEHHHKOM, Yepe3 KOTOPBIN BCE OTAEIbI MOTYT OOMEHUBATHCS
JOKYMEHTaMHU.

6. DNS — cepsep miist mpeoOpa3zoBanus JOMEHHBIX uMeH B IP-anpeca u Ha 060poOT.

Call menTp coCTOMT M3 mmIeCTH PabOYMX MECT ONMEPATOPOB, KAXKI0E€ M3 KOTOPHIX CHAOKEHO
cBOMM KomribtotepoM 1 IP-tenedonom.

Otpen mo paboTe C KJIMEHTAaMU COCTOUT M3 MATH pabodMx MecT, KaXIblii U3 KOTOPBIX
coJIepKUT Kommbiotep U IP-tenedon.

Bce xommyTatopel B (unmane cOeuMHSIOTCS MO MPUHIMITY «KaXIbIH ¢ KaXIbIM» C LENbIO
obecriedeHns: Haae)KHOCTH cBs3u. C MapmpyTu3atropom Perm coemuHsieTcs TONBKO KOMMYTATOpP
Agreg_Perm.

O6a ¢dunuana coenMHATCS MEXAY CO0OU dYepe3 CeTh MpoBaiifiepa, KOTOpas IpeacTaBlIeHA
4yeThlpbMs MapiipytuzaTtopamu: ISP1 — ISP4. Bce MapuipyTH3aTOphI CETU COEAMHSAIOTCS MEXIY COOOM
gyepe3 BBICOKOCKOPOCTHBIE THTaOUTHBIE KaHAJBI.

3agaHue.

baszoBas HacTpolika

1. Bcem MexceTeBbIM yCTPOHCTBAM 33JaTh CETEBbIE MMEHA, B COOTBETCTBUU CO CXEMOM CETH.

2. Ha Bcex MeXCETeBbIX YCTPOMCTBAaX, HACTPOUTh JOMEHHOe uMda. Jnsa dunmana
ExarepunOypra — ekater.ru, ans [lepmu — perm23.ru, 1uist cetu mpoBaiigepa — prov.ru

3. Ha Bcex MeKCeTeBbIX YCTPOMCTBAX, CO3AaTh JBYX MOJIb30BaTENEH:

3.1 Vms monp30BaTeNs — COOTBETCTBYET BallleMy MMEHH, MTapojib — COOTBETCTBYET Balllel jaTe
pOXAeHUs. Y pOBEHb NPUBWIETUI — MUHUMAJIbHBIM.

3.2 "ms momnb3oBatess — COOTBETCTBYET BAlllUM WHUIMAJaM, Mapojib — BbIMIEH (amuiny.
YpoBeHb TPUBWIETUI — MAKCUMAJIbHBIH.

4. Ha Bcex MeXCeTeBbIX YCTPOICTBAX, BKIIOUUTH CIIYKOY MN(POBAHUS BCEX MAPOJIEH.

5. Ha Bcex MeXCeTeBBIX YCTPOWCTBaxX 3a/laTh Mapoib IS JOCTyMa B MPHUBHIIETUPOBAHHBIN
pexxum. [laponb 10KeH COOTBETCTBOBATh BALLIMM MHUIHAIAM.

6. Ha Bcex mapmpyTtuzaropax, Hactpouth mozeiab AAA, kotopas OyaeT paboTaTh Ha OCHOBE
TIOKAJIbHOM 0a3bl IOJIE30BATENECH.

7. Ha Bcex  MEXCETEeBbIX  YCTPOMCTBAX, 3alMUTUTh  KOHCOJIBHBI  TOPT  OT
HECAaHKIIMOHMPOBAHHOTO focTyna. Ha wapmipyTu3aTopax JJOCTyH JOJKEH OCYIIECTBIATHCS C
ucrionb3oBanuem Mozenmn AAA. Ha kommyraropax, C HCHOJb30BaHUEM JIOKAJIBHOW 0Oa3bl
MOJIb30BaTENEN.

8. Ha Bcex MEKCETEeBBIX YCTPOMCTBAX HACTPOUTH YAAJICHHBIN JOCTYI 1O mpoTokory Sshv2. Ha
MapIIpyTU3aToOpax [OJDKHA HCHoiab30BaThesi Moaenb AAA. Ha xommyTtaropax — HCHOJIB3YETCS
JoKabHas 0a3a MoJIb30BaTENEH.



9. Ha Bcex MEXCETEeBBIX YCTPOMCTBax, HACTPOUTH MPEIYyNPEKIAIONIEee COOOIICHUE TIPHU
MOJKIIOYEHUH K YCTPOMCTBY uepe3 KOHCOJNBbHBIM mopT: «Attention! Only authorized users can
connecty.

10. Bcro KOHGUTypaIiio MeKCETEBBIX YCTPOWCTB CIENaTh CTAPTOBOM.

Cocrasnenue miana |IP-aapecanun.

B xopmopaTtuBHON ceTHM HUCHOJB3yEeTCs aapecanusi, Kak mo mnpotokony |Pv4, tak u 1o
npotokoiy IPV6.

[Tpu HacTpoiike agpecoB HEOOXOAMMO YUUTHIBATh, YTO OPTAM BCEX MEKCETEBBIX YCTPOICTB U
cepBepax HacTpauBaercsi cratuueckuit IP-ampec, a oxoneuHoe oOopynoBaHUE ~IMOJIy4aeT
JUHAMHYECKHE ajpeca.

Jnsa xaxnoro uHtepdeiica, s koToporo 3aaaercsa IP-aapec, HeoOXoaUMO 3a1aTh ONKCAHUE,
110 KOTOPOMY MO>KHO OIIPE/IEIUTh, C KAKOW CEThIO OH COEJINHEH.

Jns pazmaud quHaAMHYECKUX aapecoB B Quuumane Perm mo mporokony IPv4 Heobxomumo
ucnonb3oBate cepep DHCPv4, xotopelii ycraHoBieH y anmuHHcTparopa. s yCTpoOWCTB
ExarepunOypra agpeca IPv4 nomxsbl pa3gaBaThes ¢ mapuipyTtuzatopa EKT. Knuenrtam, kpome
ajipeca, TOJKHA BBIABATHCS HHpOpMaIus 00 ajapece nuro3a no ymondanuto u DNS cepepa.

B dummane Ilepmu HeoOxoammo ucnonb3oBath IP-anpec cern 190.72.114.0/25. B ¢dunmane
ExaTtepunOypra HeoOxomumo ucos3oBarh aapec 126.200.96.0/22. B cetu mposaiizepa He0OX0IMMO
ucrionb3oBarh azapec 201.32.111.192/27. Bo Bcex ceTsaX W MOACETAX HEOOXOAMMO HCIOJIb30BaTh
MUHHMAaJIBbHOE KOJMYECTBO OWUT aisi anpecanuu y3ioB. lllmo3y mo ymomyanuto ExarepunOypra u
[Tepmu HE0OXOaUMO MPHUCBOUTH MEPBBI BOZMOXKHBIN aJpec U3 BCErO aJpEecHOro auarazoHa y3JIOB.
KoMMmyTaropam mnpucBouTh MOCHENHUE ajpeca W3 aJpecHOro auana3zoHa ysioB. Heobxoaumo
HCKJIFOYMTh BO3MOXKHOCTh KoH(QuHKTa |P-ampecop mpu padore DHCPv4 cepBepa u Hammuus
CTaTUYECKUX aJIPECOB.

Hacrpoiika anpecon IPV6

s muaaMugeckort aapecarnuu cepsepa DHCPV6 B cetn met. Ilosromy cimy:x6y DHCPV6
HE00X0/IMMO HacTpauBaTh Ha MapLIpyTH3aTOpax COOTBETCTBYIOIIUX (MIIMATIOB, MCIONB3YSl METOJ
SLAAC. Anpecamus IPv6 wmcrmonib3yercss TOJIBKO BHYTpH Kaxkmaoro (unmama. Kiwentam, kpome
azipeca, J10JKHA BblJIaBaThCs HH(popMalus o0 aipece 1uiro3a no ymonyanuto 1 DNS cepsepa.

B ¢ummane Ilepmu Heobxomumo ucnosb3oBath IPV6-anpec cetn 2023:fdc:d:9::/64. B ¢pwumane
ExareprnOypra HeoOXo 1Mo UCTONb30BaTh aapec cetu 2021:a7cd:bfa:6::/64. 103y o ymordaHuo
ExarepunOypra u IlepmMu He0OX01MMO MPHUCBOUTH MOCIEIHUNA BOZMOXKHBIN aJpec U3 BCETO aJIPECHOI0
nauanazoHa y3noB. HeoOXoauMo HCKIIOUUTH BO3MOXKHOCTH KOH(mukrta IP-agpecoB mpu pabote
ciry k061 DHCPV6 u Hamm4us ctaTHaecKux ajapecos.

Ha Bcex ycTpoiicTBax HACTpOUTH JIOKANbHBIA KaHAJIbHBIN aapec. [[ng anpecanuu B duamane
ExarepunOypra ucnonb3oBath ajapec fe80:a6cd::/64, B [Tepmu ucnons3zoBats aapec fe80:2e78::/64.

Hactpolika Haie:)KHOCTH CETH

B ¢unnane ExarepuHOypra HacTpOUTh arperupoBaHHble KaHaibl. Mexay KOMMYTaTOPOM
arperupoBaHMs M KOMMYTAaToOpaMH OyXrajJTepuud W YIPaBICHUS KaHal JOJDKeH paboTaTh 10
npotokory LACP ¢ HOMepom Tpymmbl 5. Mexay KOMMYTaTOpOM arperupoBaHUsl U KOMMYTaTOPOM
otzena kajapoB 1o npotokosry PAgP ¢ Homepom rpymmsr 15.

B ¢wmane Ilepmu Hactpouth mpotokon STP Tak, 9TOOB KOMMYTaTOp arperupoBaHUsT OBLIT
KOpHEBbIM C wuaeHTupukatopom 8192. Ilpum ero BBIXOAE U3 CTPOS KOPHEBBIM JIOJDKEH CTaThb
KOMMYTaTOp OTAeNia Mo pabore ¢ KineHTamu. [opThl KOMMYTaTOpPOB, K KOTOPBIM ITOJKIIOYAETCS
OKOHEYHOE 000py/0BaHMEe, HACTPOUTH TaK, YTO Obl OHM HE y4acTBOBAIM B IOCTPOEHHUHM JIEPEBa, NMPHU
MOJIKJIIOUYEHUHU K HUIM OKOHEYHOTO 000pY10BaHUSI.

Hacrpoiika MapipyTuzanuu

1. B cetn mpoBaiifiepa HACTPOUTH MaPIIPTYU3ALMIO MeX Ay hunranamu mo npotokory OSPF.

2. B cetu ExarepunOypra HacTpouTh aBTOHOMHYI0 cuctemy 5000, B [Tepmu — 5555.

3. B mopThl, K KOTOPHIM MOAKIIOYEHBI TYITUKOBBIE CETH, HE JOJDKHA Mepe/laBaThCs MapIIpyTHas
uHpopMalus.



4. JIluHamMu4ecKass MapIIpyTU3amus J0HKHA OCYIIECTBISITHCA depe3 mapimpyTusaropsl 1SP1-
ISP4-ISP3.

5. Ilpu BbIXxOme u3 cTpos Mapmpytuzaropa ISP4 nomkHa BKIIOUYUTBCS CTaTUYECKast
MapuipyTusanus uepes 1SP2.

6. Cerb ¢unmana ExarepunOypra mokaa Haxoautcs B 5 oOmactm OSPF, cets dunmana
Ilepmu, B obnacTu 8.

Hactpoiika cepBepoB

NTP nHacTpouth cepBep Ha Tekylee BpeMs U Aata. CHHXPOHU3UPOBATh BCE MapLIPyTHU3aTOPHI
c cepsepoM NTP.

Ha TFTP cepBepe coxpaHuTh KOHPUTYPAIHIO CO BCEX MEKCETEBBIX YCTPOUCTB, MiMena (aiinos
JOJKHBI COBIAaTh C UMEHAMU YCTPOUCTB.

Ha Web-cepsepe coznare caiit. Co3aarh NPUBETCTBEHHYIO CTpaHWuKy. Hamumcath Ha Heit
¢bpazy: «Bac mpuBercTByeT KOMmaHwus....». HeoOX0AMMO caMOCTOSITeNbHO MNPUAYMaTh Ha3BaHUE
KOMITAaHWHU ¥ HAIKCcaTh BMeCTO MHOroTouus. CepBep JOKEH OBITh JOCTYIICH CO BCEX YCTPOHCTB CETH.

Cepgep File nomken ObITh JOCTYIIEH CO BCEX YCTPOWCTB CETH.

Ha cepepe DNS nacTpouth nipeodpazoBanue JoMeHHOro uMeHu B IP-aipec Bcex ycTpoiicT
CETH ¥ Ha 000POT.

Hactpoiika IP-tenedponun

[Tpu HacTpolike HEOOXOAUMO YUYECTh, UTO B KOMIIAHUU HCIIONIb3YIOTCSA TPEX3HaYHbIe HOMepa. B
ExaTtepunOypre, Bce HOMepa JODKHBI HaunHAThes ¢ mudpsl 5, B Ilepmu ¢ mudpsr 9. Tenedonus
nosmkHa pabdorare depes Voice VLAN 150. Bee tenedonsl KOMIAHUN JOJDKHBI B3aMMOIEHCTBOBAThH
APYT C JPYTOM.

CoznaTh 3amac mysia HOMEepOoB s Kaxaoro ¢uiauana He menee 10.

[TpoBepuTh paboTy HACTPOEHHOM CeTH.

[IK-7.2  VYmers padoTaTh ¢ TeKCTOBBIMM PpeJaKTOPaMH, rpauyecKHMH MPOrpaMMaMHu,
odopMiIsieT coaep:KaTeNbHYI0 4YacTh NPOEKTa, (popMHUpPYeT OOIIYI0 MOSICHUTEIbHYIO 3aIHCKY,
paspadaTbiBaeT NPOEKTHYI0 JOKYMEHTALMI0O B COOTBETCTBHU € TPeOOBAHMSIMM HOPMATHBHO-
TeXHUYECKHX JOKYMEHTOB

HpHMep 3alaHUA Ha MPAKTUYCCKOC 3aHATHUC

1. Llenb paboThI:
1.1 Y3yunts MeToquky HacTpoiiku NAT B KOPIOpaTUBHBIX CETAX

2. 3aganne:
Ha pucynke mpencrapieHa cxeMa ceTd ¢ Tpems (puiuanamMu, KOTOpble HaXOIsATCs B ropojax:
Mocksa, Exatepun0Oypr u Caukr-IlerepOypr.
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Pucynoxk 1 — Cxema cetu 11 HACTPOUKH

HactpouTts cetb Tak, 4To ObI:

1. Web cepsep Ob11 mocTynen u3 BHeminei cetu no IP-anpecy 132.75.21.5/24.

2. File cepBep ObL1 nOCTYyIEH U3 BHeIHeH cetn 1o IP-aapecy 132.75.21.10/24.

3. PC7 u PC8 nomxkHbl BEIXOAUTH B ceTh 10 oaHoMy IP-anpecy 200.132.15.22/24.

4. Komnstotepsl PC1 — PC4 nomxHbl paboTath ¢ ¢punranoM MOCKBBI 110 ClTyyaifHO BbIJIaHHBIM
obmenoctynubM IP-anpecam.

5. Kommbrotepsl PC5 u PC6 nomxkubl padotats ¢ ¢punuanom Cankt-IletepOyprom, ucnonb3ys
ToNbKO onuH BHemHui IP-agpec 110.50.200.1/24.

6. HacTpouth Ha MapLIpyTHU3aTOpax CETEBbIE UMEHA.

[Tpumep 3ananus Ha 1a0OPaTOPHYIO PabOTY

1 Llenb paboTHI:
1.1 UccnenoBarh npuHImMn opranu3anuu call-nenrpa;
1.2 UccnenoBate HacTpoiiku GpyHkmii call-nentpa.

2 3ananue:

Wurepuet-nposaiigep opranusyet call meHTp, 1 TeXHHYeCKoro o0CIyKMBaHUS KIHMEHTOB. B
call nentpe paboraroT Tpu oneparopa, KOTOpble 00CITYKHBAIOT BHI30BI KJIIMEHTOB.

1. Beibepute KOMIBIOTEP M, MOJIB3YSICh (IISLIKOM, MOTYYEHHON y MpenoiaBaTess, 3amyCcTuTe
cepBep Asterisk.

2. [TomkmouuTeCh K cepBepy depe3 BIO-uHTEepdeEiic.

3. Hactpotite TenedonHble HOMepa [uist onepatopoB Call meHTpa u 0HOTO KIHEHTA.

4. Tlpu HEOOXOIUMOCTH, YCTAaHOBHTE Ha KOMITBIOTEPHI MPOrpaMMHBIN KineHThl MicroSIP.
KonnyecTBo ycTaHaBIMBaeMbIX KIMEHTOB OIpenensercs: koimdecTBoM |IP-TenedoHoB, koTopoe ecTh B
ayJIUTOPUH.

5. Hacrpoiite mporpaMMHbIe U anmapatHbie Tele(OHHBIE anmaparsl Ui padoThl B CETH.

6. Hacrpoiite rpynmy BbI30Ba.

6.1. 3agaiiTe HOMEp TPYIIIHL.

6.2. 3anaiiTe ee onucaHue.



6.3. HacTpoiiTe anroputm 003BOHA TPYIIIIHI.

6.4. HactpoiiTe Bpemst BEI30Ba.

7. Hactpoiite rosiocoBoe MeHro mpu Bei3oBe Call meHTpa. MeHio 10/KHO CofepKaTh:

7.1. Ha3Banue koMnaHuu (IpuayMaTb CaMHM).

7.2. He meHee nisATH KaTeropuii ”HGOpMaIuu i KIMeHTOB. KITMEeHT oJmkeH BhIOpaTh Jt00yI0
U3 KaTeropui UIst MpOoCIIyIIuBaHus 0oJiee moIpoOHOH nH(pOpMAIHH.

7.3. He mMeHee IByX KaTeropuil AOJKHBI COJAEp>KaTh HE MEHEEe TPeX IMOAKATeropui, KOTOpble
JOJDKHBI UMETh MOJIE3HYI0 MH(POPMALIUIO JJIsl KIIMEHTOB.

7.4. Kaxnas xaTeropus M MOJKATErOpHsi, a TaKXKe IJIaBHOE MEHIO JOJKHO COJIEP)KaTh MyHKT
JUIs1 BBI30BA OIEpaTopa.

7.5. Ecnum mnonp3oBarenb HaXXKMMaeT HE BEpHYK KIABUINY, [JOJDKHO BBIJABAThCS
COOTBETCTBYIOIIEE COOOIIICHHE.

7.6. Ecnu monb3oBaTtens TpPU pa3a MOJAPSA HaKMMaeT HE BEpHYIO KIABHINY, TO IOCIe
COOTBETCTBYIOIIETO MPEIYNPEKICHHUS BBI30B JJODKEH OBITH COPOIIIEH.

8. JIro6oii omepaTop MOJKEH UMETh BO3MOXHOCTh MOCTaBUTH BHI30B Ha YIEpXKaHUE, C LEIbI0
BBISICHEHUS] KaKuX-JIH00 BompocoB. [Ipu 3TOM KIIMEHTY JOIDKHA WUTpaTh My3bIKa. My3bIKy BHIOpaTh
camuM, JIOMyCTHM, ckauaTh U3 MHTepHera.

9. Hns omepaTopoB cO3AaliTe KOMHATY /ISl KOH(EpPEHIICBSI3M. BBIMOTHUTE HACTPOUKY
KOMHATBI:

9.1. 3apmaiiTe HOMEp ISl TIOJKITIOYCHHS K KOHPEPEHIICBS3H.

9.2. HacTpoiiTe uMsi KOMHATBHI.

9.3. HacrpoiiTe mpuBaTHOCTH KOMHATHI.

9.4. Hactpoiite, uto Ob KOH(pEpEHIIMs HE HAUWHAIAch O€3 aJMUHUCTpaTOpa.

9.5. OrpaHNYUTH YMCIIO YYACTHHUKOB KOH(PEPEHITUHU HE OoJiee TpeX.

9.6. Hactpoutb, 4ro OBl OJMH MOJb30BaTENb, HAXOICh B KOMHATE, OKUIas KOH(EpPEHIIHIO,
CITBIIIIAI MY3BIKY.

9.7. HactpouTth, 4TO0 OBl HECKOJILKO YUYAaCTHUKOB KOH(EPEHIIUHU CIBIIIATA MYy3bIKa, 0XKHIas €€
Havaa.

OcTasibHbIE HACTPOUKH MOYKHO BBITIOJTHHUTD IO JKEJTaHUIO.

10. IToka3aTh BBITIOJHEHHBIC HACTPOWKH TPEITIO1aBaATEIIO.

11. COpocuthk Bce HACTPOWKH Ha Telae(OHHBIX ammapaTax M cepBepe. Y IaluTh MPOrpaMMHbIE
kimeHTsl MicroSIP.

12. KoppeKTHO BBIKIIIOYUTE CEPBEP.

3anaHue Ha KypCcOBYIO paboTy

Kommanuss ummeer gaBa ¢uinumana B 1aByX ropojax: EkarepunOypr u Ilepmb. Cxema
OpraHM3allM CBSI3U MOKa3aHa Ha PUCYHKE.
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BHVUMAHUME! B kauecTBe MapuipyTH3aTOpOB HCIOJB30BaTh Moaenb 2811. D10
enuHCTBeHHBIN MapmpyTuzarop B Cisco Packet Tracer, kotopsrii monaep:xkusaet |P-tenedonnto!

Owunman Exarepun6Oypra (EKT) sBisiercst agmunuctpatuBHbIM. B HeM HaxoauTcst OyXrantepust
(Buh), otaen kagpos (OK) u anmunuctpanus (Uprav).

B OGyxrantepuu:

1. KommaecTBo kKommbroTepos - 10.

2. Komnuectso IP-tenedonoB — 6.

B otnene xkagpos:

1. Konm4ecTBO KOMIBIOTEPOB - 7.

2. Konmuuectso IP-tenedonoB — 5.

B otnen ynpasienus BxoauT aupektop (Director), 3amectutens mupekropa (Zam. Directora),
cekperaps (Sekretar). YV kaxmaoro umeercst cBoit IP-tenedoH.

Kaxnplii otnen coequnsercs ¢ kommyraTopoM arperuposanus (Agreg_EKT) arperupoBanabiM
KaHaJIOM, COCTOSIIIUM U3 JIBYX ITOPTOB, C IETbI0 00ECIIEUeHUS HaIS)KHOCTH CBSI3H.

Ounuan Ilepmu (Perm) sBisiercs MCNOMHUTENbHBIM. B HEro BXOAWT: agMHUHMCTPATOPCKUI
oraen (Admin), call meutp (call), oraen mo pabore ¢ kaueatamu (ORC).

B agmMuHucCTpaTtopckuii OTHEN BXOAMT KOMIIBIOTEp aJMUHHUCTpaTtopa cetd u |P-tenedos.
Kpome TOro, B oThene ycTaHOBIEHBI CEpPBEpPbI, KaKAbIH M3 KOTOPBIX BBINOJHSIET ONpE/IEICHHBIE
GbyHKIUH.

1. DHCPv4 - aBromaruyecku pasznaetr [Pv4 anmpeca abOoHEHTCKOMY 00OpYIOBaHHIO
(xommnbroTepsl u IP-Tenedonst).

2. NTP — cepBep Bpemenu. O0ecriedynBaeT CHHXPOHU3AIUIO BPEMEHHU Ul BCEX MEKCETEBBIX
YCTPOMCTB BCEU CETH.

3. TFTP — cepBep /ist XpaHeHHs pe3epBHON KOH(PUTYpalluU MEXCETEBBIX YCTPOMCTB, a TaK *ke
o0pasa orepannoOHHON CUCTEMBI Pa3InYHBIX YCTPOHCTB.

4. \WWeb-cepBep coIepKUT CaliT KOMITaHHH.

5. File cepsep siBisieTcst haitii-oOMEHHHKOM, Yepe3 KOTOPBIN BCE OT/IENIbI MOTYT OOMEHUBATHCS
JOKYMEHTaMH.

6. DNS — cepBep mist mpeoOpa3zoBaHus JOMEHHBIX UMeH B IP-anpeca i Ha 060pOT.

Call uenTp coctout M3 mecTu paboOYMX MECT ONMEPATOPOB, KAXKIOE M3 KOTOPHIX CHAOKEHO
CBOUM KoMIibtoTepoM u IP-Tenedorom.

Otnmen mo paboTe ¢ KIMEHTaMHU COCTOMT U3 TSTH PabO4YMX MECT, KaXIbl M3 KOTOPBIX
COZIEPKUT KoMIbioTep U IP-Tenedon.

Bce xommyTatopbl B (uinane COEAMHSIOTCS MO MPUHIMITY «KaXAbIH ¢ KaXIbIM» C LEIbIO
obecrieyeHnss HaaexxHocTH cBa3u. C MapumpyTusaropom Perm coenmHsieTcs TONBKO KOMMYTaTOp
Agreg_Perm.



O6a ¢dunmana coemMHATCS MEXIAY CO0OM dYepe3 CeTh IpoBaiifiepa, KoTopas IpeacTaBlIeHA
4yeThIpbMs MapipyTuzatopamu: ISP1 — ISP4. Bce MapmpyTH3aTOPBI CETH COSAMHSIOTCS MEXKIY COOOH
4yepe3 BHICOKOCKOPOCTHBIE TUTA0UTHBIE KaHAJIBI.

3anaHue.

bazoBas HacTpoiika

1. BceM MexceTeBbIM YCTPOWCTBAaM 33]1aTh CETEBbIE UMEHA, B COOTBETCTBUU CO CXEMOMH CETH.

2. Ha Bcex MeEXCETeBbIX YCTPONCTBaxX, HACTPOUTH JOMEHHOe wuMms. Jna duamana
ExarepunOypra — ekater.ru, ans Ilepmu — perm23.ru, [uist cetu mpoBaiigepa — prov.ru

3. Ha Bcex MexceTeBbIX YCTPOMCTBaX, CO3/1aTh ABYX I0JIb30BATEIECH:

3.1 Mms nonp30Barenst — COOTBETCTBYET BallleMy MMEHH, [1apoJib — COOTBETCTBYET Ballleil pare
poXaeHUS. YPOBEHb NPUBUIETUI — MUHUMAJIbHBIMN.

3.2 Wms monb3oBatesi — COOTBETCTBYET BAIlUM WHUIIMAJaM, Mapojb — BbIMIEH (amuiny.
YpoBeHb MPUBHIIETHI — MAaKCUMAJIbHBIH.

4. Ha Bcex MEKCETEeBBIX YCTPOUCTBAX, BKIIFOUHUTH CITYKOY mu(poBaHUS BCEX TapOJICH.

5. Ha Bcex MexkceTeBBIX YCTpPOWCTBax 3ajaTh Hapoib AJS JOCTyNa B MPUBWICTHPOBAHHBIN
pexum. [1aponb 10y1KeH COOTBETCTBOBAThH BalllMM MHUIIMAJIAM.

6. Ha Bcex mapuipytusaropax, HacTpouTh Monenb AAA, kotopas OyaeT paboTaTh Ha OCHOBE
JIOKaJIbHOM 0a3bl 0JIb30BaTENEH.

7. Ha Bcex  MeXCETEeBBIX  YCTPOMCTBaX, 3alIUTUTh  KOHCOJbHBIA  MOPT  OT
HECaHKLMOHUPOBAHHOTO JocTtyna. Ha Mapuipytuszaropax JOCTyN JOJDKEH OCYLIECTBISITHCS C
ucnons3oBanueM wmojaenu AAA. Ha xkommyraTopax, C HUCHOJB30BaHHEM JIOKAIbHOW 0a3bl
II0JIb30BaTEIEH.

8. Ha Bcex MEKCETEBBIX YCTPONUCTBAX HACTPOUTH YAAJICHHBIN JAOCTYII IO MPOTOKoay SShv2. Ha
MaplIpyTU3aTopax JoJbKHa HcHoib3oBaThesi Moaenb AAA. Ha kxommyTaropax — HCHOJIB3YyeTCs
JoKanbHas 0a3a MoJb30BaTENEH.

9. Ha Bcex MeXCETEeBBIX YCTPOICTBaX, HACTPOUTH MPEAYNpPEKIAIOILIee COOOIIEHHE Mpu
MOJIKJIIOYEHUN K YCTPOMCTBY uepe3 KOHCOJNbHBIM mopT: «Attention! Only authorized users can
connecty.

10. Bcro kKoH(UTYpaIuio MeKCETEBBIX YCTPOUCTB CAENaTh CTAPTOBOM.

Cocrasnenue miana IP-agpecanyu.

B koprmopaTuBHOI ceTH HCHONB3yeTCs aapecanus, Kak mo mpotokony IPv4, tak u 1o
npoTokoiy IPV6.

[Tpu HacTpoiike aApecoB HEOOXOAUMO YUUTHIBATh, UTO MOPTAM BCEX MEKCETEBBIX YCTPOUCTB U
cepBepax HacTpauBaeTcs cratuueckuid |P-aapec, a okoHeyHoe 000pyIOBaHHME TOJyYaeT
JMHAMUYECKHe ajipeca.

Jns xaxxmoro mHTepderica, st kKoToporo 3amaercs IP-aapec, HeoOxoaumo 3amaTh onucaHue,
10 KOTOPOMY MO>KHO OIIPE/IEIUTh, C KAKOW CEThIO OH COEINHEH.

Jns pazgaum nuHaMuuYecKux anpecoB B (uinmane Perm mo mpotokony IPv4 Heobxomumo
ucnons3oBath cepBep DHCPv4, xoTopelii ycTaHOBIeH Yy aAMHHHCTpaTtopa. s ycTpoicTB
ExarepunOypra aapeca IPv4 nomksbl pa3gaBaThesi ¢ MapuipyTtuzatopa EKT. Knuenrtam, kpome
ajpeca, TOJKHA BBIAaBaTHCS HHPopMaIus 00 ajapece nuio3a no ymondanuto u DNS cepepa.

B ¢ummane [lepmu HeoOxomumo ucnombizoBath IP-aapec cetn 190.72.114.0/25. B gunumane
ExaTtepunOypra HeoO6xoumo ucnoinb3oBath ajapec 126.200.96.0/22. B cetu nmpoBaiinepa He06X0IUMO
ucronb3oBathk aapec 201.32.111.192/27. Bo Bcex ceTsiXx M TMOACETSIX HEOOXOAMMO HCIOJIb30BaTh
MUHUMAIbHOE KOJIMYECTBO OUT ams aapecanuu y3noB. lllmio3y mo ymomuyanuio ExatepunOypra u
[TepmMu HEOOXOMMMO TPUCBOUTH MEPBBIA BO3MOXKHBIM aapec U3 BCETO aIPECHOTO JHMara3oHa y3JIOB.
KommyTatopaM npuUCBOWTH IMOCIEIHUE aJpeca U3 aAPECHOro auamna3zoHa ys3ioB. Heobxomumo
HCKJIFOYMTh BO3MOXKHOCTh KoH(uuKTa |P-ampecoB mpu pabore DHCPv4 cepepa u Hamuuus
CTaTHUYECKUX aJIPECOB.

Hacrpoiika agpecos IPV6

Jns nuHamuveckoit aapecauuu cepsepa DHCPV6 B cetu wert. Ilostomy ciyxOy DHCPvV6
HEeoOXOUMO HACTpauBaTh Ha MapIIPyTHU3aTOpax COOTBETCTBYIOUIMX (DUIIHANIOB, HCIONb3Ys METOJ]



SLAAC. Anppecanus IPv6 ucmonb3yeTrcss TOABKO BHYTpH Kaxaoro (uimana. Kiouentam, kpome
ajpeca, TOJKHA BBIABATHCS HHPopMaIus o0 aapece nuio3a no ymondanuto u DNS cepepa.

B ¢unmane I[epmu HeoOxoaumo ucmonb3oBath IPV6-aapec cetu 2023:fdc:d:9::/64. B dumunane
ExarepunOypra HeoOXoquMo HCIoib30BaTh aapec cetu 2021:a7cd:bfa:6::/64. o3y mo ymoadaHuio
ExarepunOypra u [lepmMu He0OX0IMMO MPUCBOUTH MOCTIEAHUNA BO3MOXKHBIN aJpec U3 BCETO aIpeCHOr0
nauanazoHa y3noB. HeoOXoauMo HUCKIIOUHTh BO3MOXKHOCTH KoHQuukra IP-agpecoB mpu pabote
ciyx0661 DHCPV6 1 Hamuus cTaTHYecKuX aapecoB.

Ha Bcex ycTpoiicTBax HACTPOUTH JIOKANbHBIA KaHAIbHBIN aapec. g anpecanuu B duamane
ExaTtepunOypra ncnosn3osats aapec fe80:a6c¢d::/64, B Ilepmu ncnosnn3obats aapec fe80:2e78::/64.

Hactpolika HaIe)KHOCTH CETH

B ¢unnane ExarepuHOypra HacTpOUTh arperupoBaHHbIe KaHaibl. Mexay KOMMYTaTOPOM
arperupoBaHus M KOMMYTAaTOpaMH OyXraJTepuud U YIOPABICHUS KaHAI JOJDKeH paboTaTth 1o
nporokony LACP ¢ HoMepoM rpymmsl 5. Mexay KOMMYTaTOpOM arperupoBaHusl U KOMMYTaTOPOM
otT1ena Kajapos 1o nporokony PAQP ¢ Homepom rpymmsl 15.

B ¢ummane Ilepmu Hactpouts mpotokon STP Tak, 4ToObl KOMMYTaTOp arperupoBaHusi ObLI
KOpHEBBIM C wuaeHtupukatopom 8192. Ilpum ero BbIXOAE€ M3 CTPOS KOPHEBBIM JOJDKEH CTaTh
KOMMYTaTop oThena mo paboTre ¢ kiaueHTaMu. [IopThl KOMMYTaTOpOB, K KOTOPBIM MOJKIIOYAETCS
OKOHEYHOE 000py/I0BaHHEe, HACTPOUTH TaK, YTO Obl OHM HE yYaCTBOBAIM B IOCTPOSHHUH JIEPEBa, MPHU
MOJKIIIOUYEHUU K HUIM OKOHEYHOTO 000pYI0BaHUSI.

Hacrpoiika MmapmpyTuzanuu

1. B cetu npoBaiiiepa HaCTpOUTh MapIIPTYU3aLUI0 MeXAY (uinranamu no npotokony OSPF.

2. B ceru ExatepunOypra HacTpouTh aBTOHOMHY!O cuctemy 5000, B [Tepmu — 5555.

3. B mopThl, K KOTOPBIM MOAKIIOYEHBI TYITUKOBBIE CETH, HE JOJDKHA Mepe/laBaThCs MapIIpyTHas
nHpopmanus.

4. JluHamMuyeckass MapIIpyTU3alus JTOJKHA OCYIIECTBIATHCS yepe3 Mapuipytuszartopsl ISP1-
ISP4-ISP3.

5. Ilpm BbIXOAe u3 cTpost MapupyTtuzaropa ISP4 nomkHa BKIIOUMTBCS CcTaTHYecKas
MapmpyTtusamnus depes 1SP2.

6. Cerp ¢unmana ExatepunOypra nomkHa Haxomutcs B 5 obsmactu OSPF, cers ¢dunmana
[lepmu, B obnacTu 8.

Hacrpoiika cepsepos

NTP nHacTpouth cepBep Ha Tekylee BpeMs U Aata. CHHXpOHU3UPOBATh BCE MapUIPyTH3aTOPHI
c cepepom NTP.

Ha TFTP cepBepe coxpanuTh KOHQUTYpaILHIO CO BCEX MEKCETEBBIX YCTPOHCTB, MiMeHa (daiinos
JIOJDKHBI COBIAIATh C MMEHAMH YCTPOUCTB.

Ha Web-cepepe co3math caiit. Co3iaTh NMPUBETCTBEHHYIO CTpaHMuKy. Hamucath Ha Hei
¢pazy: «Bac mpuBercTByeT KoMmmaHus....». HeoOXoaumMo caMOCTOSTENbHO HpUIyMaTh Ha3BaHUE
KOMITAaHWHU M HaIKcaTh BMeCTO MHOTOoTOUMs. CepBep JOKEH OBITh JOCTYIICH CO BCEX YCTPONCTB CETH.

Cepgep File nomken ObITh JOCTYIIEH CO BCEX YCTPOMCTB CETH.

Ha cepBepe DNS nacTpouts npeodpa3oBanue JoMeHHOro nMeHHU B IP-aipec Bcex ycTpoiicT
CeTH U Ha 000poT.

Hactpoiika IP-reneponun

[Tpu HacTpolike HE0OXOAUMO YUECTh, YTO B KOMITAHUH MCIIONIB3YIOTCS TpeX3HauHble HoMepa. B
ExarepunOypre, Bce HOMepa JOJKHBI HauumHaThes ¢ 1mudpsl 5, B Ilepmu ¢ uudper 9. Tenedonus
nospkHa padortath uepes Voice VLAN 150. Bee tenedonbl KOMIaHUU JOJKHBI B3aMMOJICHCTBOBATh
JpyT € APYTOM.

Co3natp 3amac ImyJsia HOMEepOB Ui Kaxaoro ¢pununana ne menee 10.

[IpoBepuTh paboOTy HACTPOCHHOM CETH.

3.3. TumoBble MaTepuajbl s TPOBeIEHUS  TNPOMEKYTOUHOH  aTTeCTAHH
o0yuyarumuxcst



TurmoBas TeMa Ha KypCOBYIO pa0oTy:
Hacrpoiika nadpacTpyKTyphl KOPIOPATHBHON CETH C TOMOIIBIO OnepanoHHoi cuctembl 10S

Turosble BONPOCHI U 3a1aHKS K DK3aMEHY !

1. Texnonorus PBX. Ocobennoctu noctpoenus. JlocrouHcrsa u Hegocratku. Mcenoaszyemoe
obopynoBanue. Ero Haznauenue. Cxema nudposoro tenedonHoro ammapara, Ha npumepe LKD-30DS.
Haznauenue y3710B, IPUHLIUI PaOOTHL. .

2. HapucoBaTh cxeMy OpraHu3allid KOpPIOPAaTUBHOW Tele(OHHOM CeTH CBS3U W
kommiekranuio YATC LDK-300, ecnu B cetn nomxkHo padorats 20 aOOHEHTOB C aHAJIOTOBBIMHU
tenedoHHbIMY annapaTaMy U 30 aGOHEHTOB ¢ LU(POBBIMU TeIC(POHHBIMU annapaTaMu.

3. Texnonorust LAN-PBX. Ocobennoct moctpoeHusi. J{OCTOMHCTBA ¥ HEIOCTATKH.
Hcnonb3yemoe okoHeuHOe 000pynoBaHue. Ero cTpykTypa, 0cOOEHHOCTH KOHCTPYKIIHH.

4. Texnonorust UN-PBX. Ocobennoctu mocrpoenus. JJoctouHcTBa U Hemoctatku. [IpuHIun
opraHuzanuu cepsepa. HaznaueHnue coctaBisionux y3ioB.

5. Hasznauenwue call uentpa. [Ipenocrasnsemsbie yciyru. [Topsiiok oOcimyKuBaHUs BXOJSIIECTO
BBI30BA.

6. Hasnauenue call nenrpa. IlpenocraBnsiembie yciayru. TTopsiiok 00CTy>KUBaHUS UCXOISIIETO
BBI30BA.

7. Texnonoruss PBX. OcoGennoctu nocrpoenus. Jlocrounecrsa u HepocTaTku. KoHCTpyKuus
uupposoit YATC na npumepe cranuuu LDK-300. Haznauenune moayneit. Cxema opranusaiuu CBs3H.

8. Texuomorust PBX. Ocobennoctu mnoctpoeHus. JlocromHcrtBa u Hemoctatku. Cxema
opranuzanuu cBsa3u. Haznauenue y3mos.

9. Texunomoruss un-PBX. Ocobennoctu moctpoenus. JloctomHcTBa M HepoctaTku. Cxema
opranuzainuu cBsa3u. HazHauenue y3mnos.

10. Texuomorus LAN-PBX. OcobGennoctn moctpoenusi. JloctomHcTBa M HepocTaTku. Cxema
opranu3zainuu cBs3u. HasHauenue y3ios.

11. Texnonmorus PBX. OcobenHoctu mnoctpoeHusi. JloCTOMHCTBA ¥ HEJOCTATKH.
[IpenocraBnsemMsle yCayTu.

12. Texnonorus uUn-PBX. OcobGenHoctu mocTpoeHus. JIOCTOMHCTBA U HEJOCTATKH.
[IpenocraBnsemMble yCIayTu.

13. Texunomorus LAN-PBX. OcobenHoctu mnoctpoeHus. J[OCTOMHCTBA U HEIOCTaTKH.
[IpenocraBnsemMble yCIayTH.

14. Hasnauenme call muenrtpa. IIpemocraBnsembie ycmyru. CocTtaB W Ha3HAYCHHUE
COCTaBJISIOLINX Y3JI0B.

15. Hasnauenme VLAN. IlpemmymectBa ux co3manus. Hasnadenume mnporokoma GVRP.
dopmar kazpa, Buabl coodmenuit. [Ipoueaypa aunamuueckoro co3aanus v ynanenus VLAN.

16. Haznauenune VLAN. IlpenmymiectBa ux co3fanus. [lousrue Q-in-Q VLAN. OGnactp ee
ucnosib3oBanus. Gopmar kaapa. Buasl peanuzanuii, ux ocodennoctu. Ilpouenypa nepenaun kaapa B
cetsix ¢ Q-in-Q VLAN.

17. Haznauenne VLAN. [IpeumymectBa ux cozganus. Bunst VLAN. TTopsaok mpoaBHKeHHs
Kajpa yepe3 kommyTatop ¢ HacTpoeHHbIME VLAN.

18. Ilonstne VPN. IlpeumymiectBa ux wucnonb3oBanus. Tumsl VPN, ux cpaBHuTEenpHas
xapakrtepuctuka. [Iporokonsr VPN. x ocobernnocTu.

19. Ha3nauenue ctexa nporokosos IPsec. Ero xapakrepuctika u QyHKIHH.

20. Haznauenne cteka nmpotokosioB IPsec. Ero xapakrepuctuka u pynkmuu. CoctaB cTeka u
Ha3zHavyeHHUe NMpoToKojIoB. [IpuHnumn padotsl npotokona AH. @opmar nakera.

21. Haznauenne cteka nmpotokosioB IPsec. Ero xapakrepuctuka u pynkmuu. CoctaB cTeka u
Ha3zHaueHue MpoTokoyoB. [IpuHuun padoTs! npotokona ESP. ®opmar makera. Pexxumsl paboThI.

22. Haznauenne cteka nmpotokosioB IPsec. Ero xapakrepuctuka u pynkmuu. CoctaB cTeka u
Ha3zHa4YeHHUEe NMPOTOKOJIOB. [Ipolieaypa ycTaHOBICHHS TYHHEIS MEXIY YCTPOHCTBAMHU.



TumnoBble MpakTUYECKUE 3a1aHu (3a/1a4H) K DK3aMEHY:

1. HapucoBath cxeMy opraHu3aiuy KOPIOPATUBHON TeJIe()OHHOM CETH CBS3H U KOMILJICKTAILIUIO
YATC LDK-300, ecntu B cetn nomxkHO pabotarb 30 aOOHEHTOB C aHAJIOTOBBIMHU TeJIe(POHHBIMHU
amnmapaTamu, KOTOPbIE€ TOJDKHBI UMeTh JocTyIl K cetd PSTN mo 8 nmuausm.
2. CobepuTe ceTh, TOKa3aHHYIO HA PUCYHKE.
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/ Switcho Switchl \ .
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PC2 PC3

Hactpoiite kommyTaTopsl Tak, yto 061 PCO 1 PC3 mexay coboii B3auMOIeiiCTBOBAIH, a TAKXKe
PC2 u PC1 nmomxubI Mex1y co0o0il B3anMmopaercTBoBaTh. [IpoBepuTh HacTpoliku nmuHroBanueM. Cetb
nmeert IP-agpec 192.168.31.0/24.
3. CobOpath cxeMy, MOKa3aHHYIO HA PUCYHKE.
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Cetp umeert [P-agpec 198.11.15.0/24. B nozceTn ¢ KOMMyTaTopoM 2 JTOJDKHO OBITH HE Ooee
30 xommbroTepoB. i ajpecanuu JaHHOM MOJCETH MCIOIb3YETCs YEeTBEPTHIM BO3MOXKHBIM apec U3
JOCTYITHOTO aJIpecHOro AMara3zoHa nojcerell. B nmoaceru ¢ komMmyTatopoM 3 10JKHO OBITH He Oosee
14 xommbroTepoB. g aapecanuu JAHHOM TOJCETH HCIOJIb3YETCs TEPBBIA BO3MOXHBIN aapec u3
JOCTYITHOTO aJIpeCHOro jauana3zoHa nojceredl. HactpouTs Bce 00OpyZoBaHHE B COOTBETCTBHM C
3agaydeil. [IpoBepuTh HACTPOWKU MUHTOBAHUEM.

4. Ha wmapmpytuzatope 2911 3amUTUTH, KOHCONBHBIA TMOPT OT HE CAHKIMOHMPOBAHHOTO
JOCTyIa ¢ moMoIisio joruda acad u maposns beef. Ilpu ycneniHoi aBTopu3aiiuy mojib30BaTeib Cpasy
JOJDKEH TOomNajgaTh B NPUBWIETMPOBAHHBIM pexuMm. HacTtpoutrs mnapoas COMP Ha BXOJ B
MPUBWIETUPOBAHHBINA pexxuM. BrimounTs mmdposanue Bcex naposeid. [IpoBeputs paboTy ¢ MOMOIIBI0
KOMIIBIOTEpA.

5. CobepuTe ceTb, OKa3aHHYIO Ha PUCYHKE.
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/m Switchi \
-
=

PC2 PC3
Hactpoiite kommyTtaTopsr Tak, uto 661 PCO 1 PC3 mexmy coOoli B3auMOIeHCTBOBAIH, a TAKXKE

PC2 u PC1 momxnBI MeXIy co00M B3auMojielicTBOBaTh. [IpoBepuTh HacTpoiku muHroBanueM. CeTb
umeert IP-agpec 192.168.31.0/24



6. HapucoBaTh cxemy opraHu3aiiy KOPIopaTUBHON TeIC(HOHHOM CETHU CBI3U U KOMILICKTAIHIO
YATC LDK-300, ecnmu B cern nommxHO paborats 20 aOOHEHTOB ¢ HU(POBBIMH TeIePOHHBIMU
amnmapaTamu, KOTOpbIE€ TIOJDKHBI UMeTh 1ocTyIl K cetd PSTN o 10 nmunusm.

7. CobpaTth ceTh, MOKa3aHHYIO PUCYHKE.

&3
1

2

Swnch[]
[ — - —
PCPT PCPT
PCO PCA

Komneiotep PCO nomxen naxomutcs B VLANS, a PC1 B VANI10. Hactpouts o6opynoBaHue
Tak, 9yto Obl 00a OTHmena WMMeNnu JOCTYyNl K MapmpyTtuszaropy. B ceru wucnombsyercs IP-ampec
174.25.111.128/26. IIpoBepuTh HACTPONKH MTUHTOBAaHUEM.

8. YcranoButh koHHekTOp RJ-45 Ha kabGemp UTP cat.5e B cooTBeTcTBHM CO CTaHAAPTOM
TIA/EIA 568B?

TunoBoe 3a7aHue K KypcoBoi paboTe:

Komnmanuss mmeer gaBa ¢uuumana B 1ByX ropojax: EkarepunOypr u Ilepmb. Cxema
OpraHM3allM CBSI3U MIOKa3aHa Ha PUCYHKE.
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BHMMAHHME! B kauecTBe MapHIpyTH3aTOpPOB HCHOJb30BaTh Mojaens 2811. 3to
enuHCTBeHHbIN MapmpyTuszarop B Cisco Packet Tracer, kotopslii monaep:xusaet IP-tenedonuro!

Ounman Exarepunbypra (EKT) sBisieTcs agMuHUCTpaTUBHBIM. B HeM HaxonuTces OyXxraiaTepust
(Buh), otnen xampos (OK) u agmunuctparus (Uprav).

B Oyxranrepuu:

1. KonuuectBo komnbroTepos - 10.

2. Komnuectso IP-tenedonoB — 6.

B ornene xkagpos:

1. KomnyecTBO KOMIIBIOTEPOB - 7.



2. Konmnuectso IP-tenedonos — 5.

B otnen ynpasnenust Bxoaut aupektop (Director), samectutens aupekropa (Zam. Directora),
cekperaps (Sekretar). YV kaxaoro umeercs cBoit IP-tenedoHn.

Kaxaplii oTen coenunsercs ¢ kommyratopom arperupoBanus (Agreg_EKT) arperupoBanHbIM
KaHaJIOM, COCTOSIIIIUM U3 IBYX MOPTOB, C LEJIbIO O0eCIIeYeHUS Ha/IeKHOCTHU CBSI3H.

Owiman Ilepmu (Perm) sBiasieTcss UCIONHUTENbHBIM. B HEro BXOIUT: aJIMUHUCTPATOPCKUI
otaen (Admin), call uentp (call), oraen o padore ¢ knuenramu (ORC).

B agMuHUCTpaTOpCKHil OTIEN BXOAWUT KOMITBIOTED aJAMUHUCTpaTopa ceth u |IP-temedon.
Kpome Toro, B oTaene ycTaHOBJIEHBI CEPBEPBI, KaXKIbIii M3 KOTOPBIX BBIMOJHAET OMNpPEICICHHbIC
GbyHKIHH.

1. DHCPv4 - aBromarmuecku pasmaer [Pv4 ampeca abGoHeHTCKOMY 000pyAOBaHHIO
(xommbroTeps! u IP-Tenedonsr).

2. NTP — cepBep Bpemenu. ObecriedBacT CUHXPOHU3AIMIO BPEMEHH I BCEX MEKCETEBBIX
YCTPOMCTB BCEU CETH.

3. TFTP — cepBep amnst XxpaHeHUsI pe3epBHOM KOHPUTYpallUU MEXKCETEBBIX YCTPOUCTB, a TaK ke
o0pasa orepanroHHON CUCTEMBI Pa3InYHBIX YCTPOHCTB.

4. \Web-cepBep comepKuT CailT KOMITaHUH.

5. File cepsep siBisieTcst haitii-oOMEHHHKOM, Yepe3 KOTOPBIN BCE OTAEIbI MOTYT OOMEHUBATHCS
JOKYMEHTaMHU.

6. DNS — cepsep miist mpeoOpa3zoBanus JOMEHHBIX uMeH B IP-anpeca u Ha 060poOT.

Call uenTp cocTouT M3 mIeCTH PabOYMX MECT ONMEPATOPOB, KAXKI0€ M3 KOTOPHIX CHA0XKEHO
cBOMM KomribtotepoM 1 IP-tenedonom.

Otpen mo paboTe C KJIMEHTAaMU COCTOUT M3 MATH pabodMx MecT, KaXIblii U3 KOTOPBIX
coJIepKUT Kommbiotep U IP-tenedon.

Bce xomMyTatopsl B (punmmane COEAMHSIOTCS MO MPUHIMITY «KaXIbIH ¢ KaXIbIM» C LENbIO
obecriedeHns: Haae)kHOCTH cBs3u. C MapmpyTu3atopoM Perm coemuHseTcs TOIBKO KOMMYTATOpP
Agreg_Perm.

O6a ¢dunuana coenMHATCS MEXAY CO0OU dYepe3 CeTh MpoBaiifiepa, KOTOpas IpeacTaBlIeHA
4yeThlpbMs Mapiipytuzatopamu: ISP1 — ISP4. Bce MapiipyTH3aTOphI CETH COEAUHSIOTCS MEXKIY cOOOM
gepe3 BBICOKOCKOPOCTHBIE THTaOUTHBIE KaHAJBI.

3agaHue.

baszoBas HacTpolika

1. Bcem MexceTeBbIM yCTPOHCTBAM 33JaTh CETEBbIE MMEHA, B COOTBETCTBUU CO CXEMOM CETH.

2. Ha Bcex MeXCETeBbIX YCTPOMCTBAaX, HACTPOUTh JOMEHHOe uMda. Jnsa dunmana
ExarepunOypra — ekater.ru, ans [lepmu — perm23.ru, 1uist cetu mpoBaiigepa — prov.ru

3. Ha Bcex MeKCeTeBbIX YCTPOMCTBAX, CO3AaTh JBYX MOJIb30BaTENEH:

3.1 Vms monp30BaTeNs — COOTBETCTBYET BallleMy MMEHH, MTapojib — COOTBETCTBYET Balllel jaTe
pOXAeHUs. Y pOBEHb NPUBWIETUI — MUHUMAJIbHBIM.

3.2 "ms momnb3oBatess — COOTBETCTBYET BAlllUM WHUIMAJaM, Mapojib — BbIMIEH (amuiny.
YpoBeHb TPUBWIETUI — MAKCUMAJIbHBIH.

4. Ha Bcex MeXCeTeBbIX YCTPOICTBAX, BKIIOUUTH CIIYKOY MN(POBAHUS BCEX MAPOJIEH.

5. Ha Bcex MeXCeTeBBIX YCTPOWCTBaxX 3a/laTh Mapoib IS JOCTyMa B MPHUBHIIETUPOBAHHBIN
pexxum. [laponb 10KeH COOTBETCTBOBATh BALLIMM MHUIHAIAM.

6. Ha Bcex mapmpyTtuzaropax, Hactpouth mozeiab AAA, kotopas OyaeT paboTaTh Ha OCHOBE
TIOKAJIbHOM 0a3bl IOJIE30BATENECH.

7. Ha Bcex  MEXCETEeBbIX  YCTPOMCTBAX, 3alMUTUTh  KOHCOJIBHBI  TOPT  OT
HECAaHKIIMOHMPOBAHHOTO focTyna. Ha wapmipyTu3aTopax JJOCTyH JOJKEH OCYIIECTBIATHCS C
ucrionb3oBanuem Mozenmn AAA. Ha kommyraropax, C HCHOJb30BaHUEM JIOKAJIBHOW 0Oa3bl
MOJIb30BaTENEN.

8. Ha Bcex MEKCETEeBBIX YCTPOMCTBAX HACTPOUTH YAAJICHHBIN JOCTYI 1O mpoTokory Sshv2. Ha
MapIIpyTU3aToOpax [OJDKHA HCHoiab30BaThesi Moaenb AAA. Ha xommyTtaropax — HCHOJIB3YETCS
JoKabHas 0a3a MoJIb30BaTENEH.



9. Ha Bcex MEXCETEeBBIX YCTPOMCTBax, HACTPOUTH MPEIYyNPEKIAIONIEee COOOIICHUE TIPHU
MOJKIIOYEHUH K YCTPOMCTBY uepe3 KOHCOJNBbHBIM mopT: «Attention! Only authorized users can
connecty.

10. Bcro KOHGUTypaIiio MeKCETEBBIX YCTPOWCTB CIENaTh CTAPTOBOM.

Cocrasnenue miana |IP-aapecanun.

B xopmopaTtuBHON ceTHM HUCHOJB3yEeTCs aapecanusi, Kak mo mnpotokony |Pv4, tak u 1o
npotokoiy IPV6.

[Tpu HacTpoiike agpecoB HEOOXOAMMO YUUTHIBATh, YTO OPTAM BCEX MEKCETEBBIX YCTPOICTB U
cepBepax HacTpauBaercsi cratuueckuit IP-ampec, a oxoneuHoe oOopynoBaHUE ~IMOJIy4aeT
JUHAMHYECKHE ajpeca.

Jnsa xaxnoro uHtepdeiica, s koToporo 3aaaercsa IP-aapec, HeoOXoaUMO 3a1aTh ONKCAHUE,
110 KOTOPOMY MO>KHO OIIPE/IEIUTh, C KAKOW CEThIO OH COEJINHEH.

Jns pazmaud quHaAMHYECKUX aapecoB B Quuumane Perm mo mporokony IPv4 Heobxomumo
ucnonb3oBate cepep DHCPv4, xotopelii ycraHoBieH y anmuHHcTparopa. s yCTpoOWCTB
ExarepunOypra agpeca IPv4 nomxsbl pa3gaBaThes ¢ mapuipyTtuzatopa EKT. Knuenrtam, kpome
ajipeca, TOJKHA BBIABATHCS HHpOpMaIus 00 ajapece nuro3a no ymondanuto u DNS cepepa.

B dummane Ilepmu HeoOxoammo ucnonb3oBath IP-anpec cern 190.72.114.0/25. B ¢dunmane
ExaTtepunOypra HeoOxomumo ucos3oBarh aapec 126.200.96.0/22. B cetu mposaiizepa He0OX0IMMO
ucrionb3oBarh azapec 201.32.111.192/27. Bo Bcex ceTsaX W MOACETAX HEOOXOAMMO HCIOJIb30BaTh
MUHHMAaJIBbHOE KOJMYECTBO OWUT aisi anpecanuu y3ioB. lllmo3y mo ymomyanuto ExarepunOypra u
[Tepmu HE0OXOaUMO MPHUCBOUTH MEPBBI BOZMOXKHBIN aJpec U3 BCErO aJpEecHOro auarazoHa y3JIOB.
KoMMmyTaropam mnpucBouTh MOCHENHUE ajpeca W3 aJpecHOro auana3zoHa ysioB. Heobxoaumo
HCKJIFOYMTh BO3MOXKHOCTh KoH(QuHKTa |P-ampecop mpu padore DHCPv4 cepBepa u Hammuus
CTaTUYECKUX aJIPECOB.

Hacrpoiika anpecon IPV6

s muaaMugeckort aapecarnuu cepsepa DHCPV6 B cetn met. Ilosromy cimy:x6y DHCPV6
HE00X0/IMMO HacTpauBaTh Ha MapLIpyTH3aTOpax COOTBETCTBYIOIIUX (MIIMATIOB, MCIONB3YSl METOJ
SLAAC. Anpecamus IPv6 wmcrmonib3yercss TOJIBKO BHYTpH Kaxkmaoro (unmama. Kiwentam, kpome
azipeca, J10JKHA BblJIaBaThCs HH(popMalus o0 aipece 1uiro3a no ymonyanuto 1 DNS cepsepa.

B ¢ummane Ilepmu Heo6xomumo ucnosb3oBath IPV6-anpec cetn 2023:fdc:d:9::/64. B ¢pwumane
ExareprnOypra HeoOXo 1Mo UCTONb30BaTh ajapec cetu 2021:a7cd:bfa:6::/64. 103y o ymMordaHuto
ExarepunOypra u IlepmMu He00X0IMMO MPUCBOUTH MOCIEAHUNA BO3MOXKHBIN aJpec U3 BCETO aIpeCHOrO
nauanazoHa y3noB. HeoOXoauMo HCKIIOUUTH BO3MOXKHOCTH KOH(mukrta IP-agpecoB mpu pabote
ciry k061 DHCPV6 u Hamm4us ctaTHdecKux aapecos.

Ha Bcex ycTpoiicTBax HACTpOUTH JIOKANbHBIA KaHAJIbHBIN aapec. [[ng anpecanuu B duamane
ExarepunOypra ucnonb3oBath ajapec fe80:a6cd::/64, B [lepmu ucnons3zoBats agpec fe80:2e78::/64.

Hactpolika Haie:)KHOCTH CETH

B ¢unmnane ExarepuHOypra HacTpOUTh arperupoBaHHble KaHajibl. Mexay KOMMYTaTOpPOM
arperupoBaHMs M KOMMYTAaToOpaMH OyXrajJTepuud W YIPaBICHUS KaHal JOJDKeH paboTaTh 10
npotokory LACP ¢ HOMepom Tpymmel 5. MexIy KOMMYyTaTopoM arperupoBaHisl U KOMMYTaTOPOM
otzena kajapoB no npotokosry PAgP ¢ Homepom rpymmsr 15.

B ¢wmane Ilepmu Hactpouth mpotokon STP Tak, 9TOOB KOMMYTaTOp arperupoBaHUsT OBLIT
KOpHEBbIM C wuaeHtupukatopom 8192. Ilpum ero BbIXOAE€ U3 CTPOS KOPHEBBIM JOJDKEH CTaTh
KOMMYTaTOp OTAeNia Mo pabore ¢ KineHTamu. [opThl KOMMYTaTOpPOB, K KOTOPBIM ITOJKIIOYAETCS
OKOHEYHOE 000py/I0BaHHEe, HACTPOUTH TaK, YTO Obl OHM HE yYacTBOBAIM B ITOCTPOEHHUHM JIEpEBa, MPHU
MOJIKJIIOUYEHUHU K HUIM OKOHEYHOTO 000pY10BaHUSI.

Hacrpoiika MapipyTuzanuu

1. B cetn mpoBaiifiepa HACTPOUTH MaPIIPTYU3ALMIO MeX Ay hunranamu mo npotokory OSPF.

2. B cetu ExarepunOypra HacTpouTh aBTOHOMHYI0 cuctemy 5000, B [Tepmu — 5555.

3. B mopThl, K KOTOPHIM MOAKIIOYEHBI TYITUKOBBIE CETH, HE JOJDKHA Mepe/laBaThCs MapIIpyTHas
uHpopMalus.



4. JluHamMu4deckass MapIIpyTHU3amus J0DKHA OCYIIECTBIITBCSA depe3 mapimpyTtusaropsl 1SP1-
ISP4-ISP3.

5. Ilpu BbIXxOme u3 cTpos Mapmpytuzaropa ISP4 nomkHa BKIIOUYUTBCS CTaTUYECKast
MapuipyTusanus uepes 1SP2.

6. Cetp ¢umumana ExarepunOypra mokHa Haxoautcs B 5 oOmactm OSPF, ceth dunmana
Ilepmu, B obnacTu 8.

Hactpoiika cepBepoB

NTP nHacTpouth cepBep Ha Tekylee BpeMs U Aata. CHHXPOHU3UPOBATh BCE MapLIPyTHU3aTOPHI
c cepsepoM NTP.

Ha TFTP cepBepe coxpaHuTh KOHPUTYPAITHIO CO BCEX MEXKCETEBBIX YCTpOiicTB, IMeHa ¢aiinos
JOJKHBI COBIIAaTh C UMEHAMU YCTPOUCTB.

Ha Web-cepsepe coznare caiit. Co3aarh NPUBETCTBEHHYIO CTpaHWuKy. Hamumcath Ha Heit
¢bpazy: «Bac mpuBercTByeT KOMmaHwus....». HeoOX0AMMO caMOCTOSITeNbHO MNPUAYMaTh Ha3BaHUE
KOMITAaHWHU ¥ HAIKCcaTh BMeCTO MHOroTouus. CepBep JODKEH OBITH JOCTYIICH CO BCEX YCTPOHCTB CETH.

Cepgep File nomken ObITh JOCTYIIEH CO BCEX YCTPOWCTB CETH.

Ha cepepe DNS nacTpouth nipeodpazoBanue JoMeHHOro uMeHu B IP-aipec Bcex ycTpoiicT
CETH ¥ Ha 000POT.

Hactpoiika IP-tenedponun

[Tpu HacTpolike HEOOXOAUMO YUYECTh, YTO B KOMITAHUU HCIIONIB3YIOTCSA TPEX3HauHble HoMepa. B
ExaTtepunOypre, Bce HOMepa JODKHBI HaunHAThes ¢ mudpsl 5, B Ilepmu ¢ mudpsr 9. Tenedonus
nosmkHa pabdorare depes Voice VLAN 150. Bee tenedonsl KOMIAHUN JOJDKHBI B3aMMOIEHCTBOBAThH
APYT C JPYTOM.

CoznaTh 3amnac mysia HOMepoB AJis Kaxaoro ¢unuana He menee 10.

[TpoBepuTh paboTy HACTPOEHHOM CETH.

baHKk KOHTpOJBHBIX BOIIPOCOB, 3aJJAHUM M HMHBIX MaTEPHUAJIOB, HCIIOJIb3YEMBIX B IMPOLECCE
npoueayp TEKylmero KOHTPOJS U HpOMeX(YTOQHOIZ aTTeCTalluu HaxOAUTCS B y‘le6HO-M€TO,Z[I/I‘-IeCKOM
KOMIUIEKCE JUCUUIUIMHBI W/WIW TPEACTaBI€H B 3JEKTPOHHOM HH(OpMalMOHHO-00pa30BaTeNIbHOM
cpene mo URI: http://www.aup.uisi.ru/.

3.4. MeroauuecKkne MaTepHaIbl MPOBeIeHUs] TEKYIIEr0 KOHTPOJS M MPOMEKYTOYHOM
arrecTauuu 00y4arommXxcs

[lepeueHb METOAMYECKHX MATEPUAIOB [UISl TOATOTOBKM K TEKyIIEMY KOHTPOJI U
MPOMEKYTOYHOMN aTTECTAIHH:

1. Meroauveckre yKa3aHUs K BBIMOJHEHHIO Ja0OpaTOPHBIX pPabdOT MO AUCIMILUTHHE
«KoprioparuBHbie HHPOKOMMYHHUKAIIMOHHBIE cUCcTeMbI U yciyru». —URL: http://aup.uisi.ru/3583353/.

2. Meroauveckre yKa3aHUS K BBIMOJIHEHUIO MPAaKTHYECKUX pabOT MO AUCIUILIHHE
«KoprnoparuBHbie HHPOKOMMYHHUKAIIMOHHBIE cCcTeMbI U yeiyru». —URL: http://aup.uisi.ru/3583353/.

3. Meroauveckne yKa3aHUsT K BBIIOJHEHHIO KypCOBOW pabOThl 1O AMUCIUILTHHE
«KoprnoparuBHbie HHPOKOMMYHHUKAIIMOHHBIE cUCcTeMbI U yciyru». —URL: http://aup.uisi.ru/3583353/.


http://www.aup.uisi.ru/

