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1 OBIIASI XAPAKTEPUCTUKA PABOYEN NPOT'PAMMBI
MPOPECCHUOHAJIBHOI'O MOAYJIA

1.1 Hdenp 1 iIaHUpyeMble pe3yJibTAThl 0CBOeHUs MPO¢eCCHOHAIBLHOT0 MOIYJIA

B pesynbrare usydenus mpodeccuoOHAIbHOTO MOIYJIsi O0YyYaromUXCs TOJKEH
OCBOMTh OCHOBHON Bua nesarenbHoctd  «OOecreyenne  MHDOpPMALMOHHON
O6e3omacHOCT ~ MHPOKOMMYHUKAIIMOHHBIX  CETe M  CHCTEM  CBSI3W» U
COOTBETCTBYIOIIME €My o0O0mue U NpodecCHOHANbHbIE KOMIIETEHIMH, a TaKkke
JIMYHOCTHBIE PE3YJIbTATHI:

1.1.1 IlepeyeHpb 00X KOMIETESHIINA:

Kon HaumMmeHoBaHue 00IUX KOMIIETEHIIMN

OK 01 | Beibupats criocoObl pemeHust 3a1a4d npo(ecCHOHaTbHON AeATEIPHOCTH MPUMEHUTEIHHO
K pa3JIMYHbIM KOHTEKCTaM

OK 02 | Ucnonb3oBaTh COBpEMEHHBIE CPEICTBA MOMCKA, aHATIN3a U UHTEpIpeTaui nHhopMaIuu,
1 WH(QOPMAIIMOHHBIC TEXHOJIOTHUU ISl BBITIOJHEHMS 337a4 MPO(HEeCCHOHATLHON ACSITeIb-
HOCTHU

OK 03 | [ImanupoBath M peann30BbIBaTh COOCTBEHHOE MPO(PECCHOHATBHOE M JINYHOCTHOE Pa3BU-
THE, NPEIIPHHAMATEIBCKYIO0 IEeITeIbHOCTh B MPO(MECCHOHANBHON cdepe, HCIOoIb30BaTh
3HaHUS 10 (MHAHCOBOM rPaMOTHOCTH B Pa3IMYHBIX KU3HEHHBIX CHUTYAIHAX

OK 04 | DddexTuBHO B3aUMOACHCTBOBATh M pabOTaTh B KOJJICKTUBE M KOMaHIe

OK 05 | OcymiecTBiATh YCTHYIO U MHUCHMEHHYI0O KOMMYHUKAIMIO HAa TOCYJapCTBEHHOM si3bike Poc-
cuiickoii desepalyu ¢ y9eTOM 0COOCHHOCTEH COIMATIBHOTO M KYJIETYPHOTO KOHTEKCTA

OK 06 HpOfIBJ’IHTB TPpaXXJAAHCKO-IIATPUOTUYCCKYIO MO3ULUI0, ACMOHCTPHUPOBATH OCO3HAHHOC I10-
BCACHHUC HAa OCHOBC TPaAWIIMOHHBIX O6IIIC‘I€JIOB€'—IGCKI/IX IIGHHOCTGIZ, B TOM YHCJIC C y4C-
TOM TapMOHH3allMU MCKHAIIMOHAJIBHBIX W MCKPCIUTHUO3HBIX OTHOM@HHﬁ, IIPpUMCHATDb
CTaHAAPThI AHTUKOPPYIIIHMOHHOI'O ITOBECACHU A

OK 07 | ConeiicTBOBaTh COXPAaHEHMIO OKPY’KAIOLIEH Cpenbl, pecypcocOepekeHuI0, MPUMEHSTh
3HaHHUA 00 M3MEHEHMM KJIMMaTa, MPUHIUIBLI OEpexIMBOro MPOU3BOJCTBA, 3PPEKTUBHO
JIEMCTBOBATH B UPE3BbIYANHBIX CUTYALMIX

OK 08 | Mcmonmp3oBath cpencTBa (pu3muecKor KyJIbTYpHI ISl COXpPAHEHHUS M YKPETUICHHS 3/I0POBbS
B Ipoliecce Npo(ecCHOHAIBHOW AEATENbHOCTH M MOJJEpKaHUs HEOOXOIMMOI0 YPOBHS
(bu3nYecKOil MOArOTOBIEHHOCTH

OK 09 | ITonb3oBaThest MpodeccnoHaIbHON JAOKyMEHTAle Ha rocyJapCTBEHHOM M HMHOCTPaH-
HBIX SI3BIKAX

1.1.2 Tlepeuenp npodeccroHaIbHbIX KOMIIETECHIIMN:

Kon HanmMeHoBaHME BUIOB JIEATEIIBHOCTU M MPO(ECCHOHATbHBIX KOMIETEHIUH
B3 Obecneuenrie MH(MPOPMALIMOHHONW 0€30MacHOCTH MH(OKOMMYHUKAIIMOHHBIX CeTel U CH-
CTEM CBSI3U

[1K 3.1 | BeIBIsATH YTPO3HI U YSA3BHMOCTH B CETEBOW MH(PACTPYKTYpE C UCTIOIH30BAHUEM CHUCTE-
MBI aHAJIM3a 3aLUIIEHHOCTH

I1K 3.2 | Pa3pabarbIBaTh KOMIUIEKC METOJIOB M CPEICTB 3aIIUTHI HH(POPMAIHK B HHHOKOMMYHHKA-
LIUOHHBIX CETSAX U CUCTEMAX CBS3H

I1K 3.3 | OcymiecTBiIATh TEKylllee aJMHUHUCTPUPOBAHUE JUI 3AIMUTHl MH()OKOMMYHHKAIIMOHHBIX
ceTell U CHUCTEM CBS3HM C HMCIIOJIb30BAaHUEM CIIEHUATU3UPOBAHHOIO MPOrpaMMHOro obec-
ne4yeHust 1 000py0BaHUS




1.1.3 IlepeyeHpb JIMYHOCTHBIX PE3YIbTATOB:

Kon

JIngHOCTHBIE PE3YNIBLTATHI

JIP 4

[TposiBisromUii 1 AEMOHCTPUPYIONIUI YBaXKEHUE K JIFOJSM TPYZAa, OCO3HAIOIINN IIEHHOCTh
coOctBeHHOr0 Tpyna. Crpemsmmmiics K (HOPMHUPOBAHHIO B CETEBOW Cpelie JIMYHOCTHO U
poheCCHOHATPHOTO KOHCTPYKTHBHOTO «IIU(MPOBOTO CIICAAY.

JIP 10

3a00TsImuiics 0 3alIUTe OKPYKAIOIEH cpefbl, COOCTBEHHOU M 4y>KOH 0€30MMacCHOCTH, B TOM
qucie muppoBO.

JIP 13

CrocoOHBIN TPOSBIATh K KIMEHTAM MAaKCUMAIbHBIE YYTKOCTh, BEXJIMBOCTh, BHHUMAHHE,
BBIIEPXKKY, IPETyCMOTPUTEIBHOCTD, TEPIICHUE.

JIP 14

Oco3HarouMii U BHIMOJHIIOMNN TPeOOBaHMSI TPYAOBOH JUCUUILIMHBL

JIP 15

Oco3Haromuii  BaXHOCTh  COONIOJICHUS HOPM  3aKOHOJATENIbCTBA W BHYTPCHHEH
JIOKYMEHTAIlMd B OTHOIICHUU HCIOJb30BaHUSA M COXPAHHOCTH KOH(PHICHIUAIBHOU H
WHCal1epcKoil mHGOpMAINH, MTOTYYCHHON B PE3yJIbTaTe UCTIOTHEHHS CBOUX JOKHOCTHBIX
0053aHHOCTEH.

JIP 16

JloOpOCOBECTHBIN,  COOTBETCTBYIONIMI  BBICOKMM  CTaHIApPTaM  OW3HEC-3THKH H
CHOCOOCTBYIOLIHI Pa3pEeIICHUIO IBHBIX U CKPBITHIX KOH(GJIMKTOB HHTEPECOB, BO3HUKAIOIINX
B pe3yibTaTe B3aMMHOTO BIIMSHUS JIMYHOM © TPOPECCHOHATBHON JEATEIbHOCTH.
Oco3Haromnuii 0TBETCTBEHHOCTD 32 MOJIIEPKaHNE MOPAIbHO-TICUXOJIOTMYECKOT0 KiuMaTa B
KOJIJICKTHBE.

JIP 17

C yBakeHHEM OTHOCALIMIICS K KOJUIeraMm Mo padoTe, OKa3bIBAIOIIMKA MOAIEPKKY HOBBIM
COTPYIHUKAM, CIEAYIOIMI HOpMaM JIEJIOBON ITHKH, IMOIJICPKUBAIOIINN IPYKEITIOOHYIO
atMocadepy.

JIP 18

Oco3HaroNMi TPUHITUIE KOPITOPATUBHOW COIUATBHONW OTBETCTBEHHOCTH, COOJIFOIAIOIINI
MUHHUMAJIbHBIE CTAHJAPThl COLMAIBHO OTBETCTBEHHOI'O IOBEIEHUSI IO OTHOILIEHHUIO K
M0JIb30BATEIISIM HH(OPMAIIMOHHOTO MPOCTPAHCTBA.

JIP 19

[IposiBasiromuii yBaxenue K jgyymum tpaguuusam YpTUCH, crpemsinuiics K COXpaHEHUIO
MOJIOKUTENBHON  JIEJIOBOM  pelyTallMi W NPUYMHOKXEHUIO IO3UTUBHOIO  MMHJIKA
00pa3oBaTelbHOIN OpraHu3alltu.

JIP
20

JleMOHCTpUpYIOIIM ~ TOTOBHOCTH  COOTBETCTBOBAaTh  OXHJAHUAM  paboTojaTesnei:
IPOEKTHO-MBICIISAIIMNA, CHOCOOHBIH CTaBUTh Mepe] coOOW 1enM MOJA BO3HUKAIOLIHME
IIPOM3BOJICTBEHHBIE 33/Jauu, MOAOUpaTh CHOCOOBI pEIIeHUs 3TUX 3aJad U CpeAcTBa
pa3BUTH], OCO3HAHHO BBINOJIHSIOMIKMN MpodeccuoHaIbHbIe TPeOOBAHUSI.

1.1.4 B pe3ynbrare OocCBOCHHSA MNPOHEeCCHOHATHHOTO MOIYJS O00ydaromuics

JOJDKCH:
Nwmets - aHAJIM3UPOBATH CETEBYIO HHPPACTPYKTYPY;
MpaKTUYe- | - BBIABJIATH YIPO3bl U YSA3BUMOCTH B CET€BOI HH(DpacTpyKType,
CKHU - pa3pabaThIBaTh KOMIUIEKC METOJOB U CPEACTB 3aLUThl HHPOPMAIMK B HHPOKOMMY-
OTIBIT: HUKALIMOHHBIX CETAX U CUCTEMax CBSI3H,
- OCYILIECTBIJISITh TEKyllee aJMUHUCTPUPOBAHUE IJI 3alUThl MH()OKOMMYHHUKAIIMOH-
HBIX CETEH U CUCTEM CBA3U
- HCHOJb30BAaTh CHELMATU3MPOBAHHOE MPOrpaMMHOE 00eCHeueHUs: U 000py10BaHUS
JUIS 3aIIUTHl HHPOKOMMYHUKALMOHHBIX CETEH U CHCTEM CBSI3H.
YMers: - KJIaccuGUIUPOBATh YTrpo3bl HH(POPMALMOHHON 0€301aCHOCTH B MHPOKOMMYHHKAIU-

OHHBIX CUCTEMaX M CETSIX CBSI3H;

- MPOBOJUTH aHAJIU3 yIpo3 U ysI3BUMOCTEH ceTeBoil OezonmacHocTu |P-ceteit, Gecrpo-
BOJIHBIX CETel, KOPIOPATUBHBIX CETEH;

- OIIPCACIIATE BOSMOXKHBIC CETCBBIC aTaKu U CITOCOOBI HCCaAaHKIUOHHUPOBAHHOI'O JOCTY-
1a B KOHBEPIre€HTHBIX CHCTEMax CBSI3H;

- OCYWCCTBIIATE MEPOIIPUATHUS 110 IMTPOBECACHUIO ATTECCTAIMOHHBIX pa60T U BBISIBJIICHUIO
KaHAJIOB YTEUKH;




BBISIBJISITH HEIOCTATKM CHCTEM 3aILLUThI B CUCTEMAX U CETAX CBSI3M C UCIIOJIb30BaHUEM
CHELUATU3UPOBAHHBIX POTPAMMHBIX MPOAYKTHI

BBITIOJIHATh TECTUPOBAHUE CUCTEM C LIENbIO ONPEAEICHUS YPOBHS 3aIUILEHHOCTH,
OTIpeIeIISATh ONTUMAaJIbHBIE CIIOCOOBI 0OecreueHus: HHOPMaAIMOHHON 0€3011aCHOCTH;
IPOBOJUTH BHIOOpP CPENCTB 3aIlUTHl B COOTBETCTBUU C BBISBICHHBIMH yIrpO3aMH B
MH()OKOMMYHHUKAIIMOHHBIX CETSX,

IPOBOIUTH MEPOIPUATHUS 110 3alIUTe WH(POPMAIMK HA IPEANPUATHIX CBSA3U, oOecte-
YUBaTh UX OPraHMU3AIIHIO, OIPEIENISTh CIOCOOBI U METOBI PeaTU3allUu;
pa3pabarbIBaTh MOJUTHKY OE€30MACHOCTH CETEBBIX AJIEMEHTOB M JIOTHUECKUX CETEH;
BBITNOJIHATH pacueT U yCTaHOBKY CIELUAIM3UPOBAHHOTO 000pY0BaHUs AJis o0ecre-
YEHMs] MAKCUMAJIbHOM 3aIlUIIEHHOCTH CETEBBIX 3JIEMEHTOB U JIOTUUECKUX CETEH;
MIPOU3BOJUTh YCTAHOBKY M HACTPOWMKY CPEJCTB 3aIUTHI ONEPALUOHHBIX CUCTEM, UH-
(OKOMMYHHKALIMOHHBIX CUCTEM U CETEH CBSI3H;

KOH(UTYpUPOBaTh aBTOMATU3UPOBAHHBIE CUCTEMbI U MH(GOPMAIIMOHHO-KOMMYHHUKa-
IIUOHHBIE CETU B COOTBETCTBHH C MOJIUTUKON HH(POPMALIMOHHOH 0€301MacHOCTH;
3alUIIaTh 0a3bl JAHHBIX MPH MMOMOIIM CIEHUATHU3UPOBAHHBIX MPOrPAMMHBIX MPO-
TYKTOB;

3aluuaTh pecypcbl MHPOKOMMYHUKALMOHHBIX CETEH U CUCTEM CBA3U KPUIITOIpa-
(bUYECKUMU METOIAMH.

3HaTh:

MIPUHIUIIBI TIOCTPOCHUST HHPOPMAIIMOHHO-KOMMYHHUKAITMOHHBIX CETCIH;
MEXTyHApOJAHBIE CTAaHAAPTHI WH(POPMAIMOHHON O€30MacCHOCTH ISl IPOBOJHBIX U
OECIIPOBOJIHBIX CETEH;

HOPMAaTUBHO - TMPABOBBIC W 3aKOHOJATEIbHBIC aKThl B 00JacTH WH(OPMAIMOHHON
0€301I1aCHOCTH;

aKyCTHYECKHE U BUOPOAKYCTHYCCKHE KaHAJIBI YTEYKH WH(POPMAITUU, OCOOCHHOCTH MX
BO3HUKHOBCHUSI, OPTaHU3AIIH, BBISIBIICHUS, U 3aKPBITHS;

TEXHUYECKHUE KaHAIIbl YTeUKH HH(POPMAINH, pean3yeMble B OTHONICHUH 00BEKTOB
WHGPOPMATHU3ALNU ¥ TEXHUYCCKUX CPEACTB MPEINPHUATHI CBS3H, CIOCOOBI X OOHa-
PYKEHUS U 3aKPBITHS;

CHOCOOBI M METO/IbI OOHAPYKEHUS CPEICTB ChEMa HHPOPMAIUH B paAHOKAHATIE;
KJIaCCU(PUKALIMIO YTPO3 CETEBOM 0€30MMaCHOCTH;

XapakTepHble 0COOEHHOCTH CETEBhIX aTak;

BO3MOXKHBIE CIIOCOOBI HECAHKIITMOHUPOBAHHOTO JIOCTYIIA K CUCTEMaM CBSI3H,

MpaBHJia MPOBEIECHUST BO3MOXHBIX MPOBEPOK COTJIACHO HOPMATHUBHBIM JOKYMEHTaM
OCTIK;

JTarbl ONpeAeiieHUs] KOHPUACHIINATFHOCTH JOKYMEHTOB 00BEKTAa 3aIlUTHI;
Ha3Ha4YeHHe, KIacCU(UKAIMIO U MPUHIMUIBI paboThl ClIeNUaTN3UPOBAHHOTO 000pYy-
JIOBAHHS,

METOJIbI U CMOCOOBI 3alTUThl MH(POPMAIUH OECIPOBOJIHBIX JIOTUYECKUX CETeH OT
HC/I mocpencrom mpotokonoB WEP, WPA u WPA 2;

METOJIbI U CPEJCTBA 3aIlIUTHl HH(POPMAIIMK B TENIEKOMMYHHKAIUSAX OT BPEIOHOCHBIX
MPOrpaMM;

TEXHOJIOTUU MPUMEHEHHS MPOTPAMMHBIX MPOJAYKTOB;

BO3MOXKHBIE CITOCOOBI, MECTa YCTAHOBKH M HACTPOUKH IMPOTPAMMHBIX ITPOTYKTOB,
METOJIbI M CIOCOOBI 3alUThl UH(pOpMaIMU, mepeaaBaeMoil Mo kabeabHbIM HANpaB-
JISTFONITAM CHCTEMaM;

KOH(UTYpaIiK 3allUIIaeMbIX CeTel;

QIITOPUTMBI PaOOTHI TECTOBBIX MTPOTPaAMM;

CpEICTBA 3AIUTHI PA3IMYHBIX OMEPANMOHHBIX CUCTEM U Cpefbl mepeaadn nHpopma-
IHH;

croco0bI 1 MeTO/1bI MK (poBanHsl (KOJUPOBAHUE U IEKOANPOBaHKE) HHHOPMAIIUH.




1.2 KoauvecTBO 4acoB, 0TBOAMMOE HA OCBOeHHE NMPOoGecCHOHAIBHOI0 MO-
ayast
Bcero gacos - 234,
B T.4. B (hopMe MPaKTUUECKON MOATOTOBKH - 174.
N3 Hux:
-Ha ocBoeHue MJIK - 112,
-Ha npakTuky - 108,
B TOM YHCJIE:
Ha y4eOHYIO ITPaKTHUKY - 36,
Ha IIPOU3BOJICTBEHHYIO MPAKTUKY - /2,
-Ha KOHCYJIbTAIUH - 2,
-Ha TIPOMEXKYTOUYHYIO aTTectanuio - 10,
B TOM YHCJIE:
Ha DK3aMeH 10 MOAYJIIO - 8,
-Ha CaMOCTOSITEIBHYIO paboTy - 2.



2 CTPYKTYPA U COAEP)KAHUE
MPOPECCHUOHAJIBHOI'O MOAYJIA

2.1 CTpykrypa npogeccCHOHAIBHOI0 MOXYJIA

O0beM npodheCCHOHAIEHOTO MOYJISI, Yac.
Pabora o0yuarormmxcsi BO B3aUMOICHCTBUU
Cyare C IpenoaBaTeiemM
Kogst mpodec- MyM_ Br.u. | O6yuyenne mo MIK | Ilpaktukm | Kon- Camo-
CHOHANBHBIX 1 |HaumMeHOBaHHMs pa3/ieyioB H:Fﬁ B (popme B Tom uncie CyJb- |CTOSI-
OOIIMX KOMIIE- po(eCcCUOHATBHOTO MpaKkTH- JlaGo- TalWH | T€Ib-
. 00BeM 8 Kypco-
TCHIIUH, THIHOCT- MOy ISt 4eCKOU parop- [Mpowus-|/ Ilpo-| Has
Har- BBIX |YueO-
HBIX Pe3yJbTATOB noAro- (Beero| HbIX 1 BOJICT- | MEXY-|pabo-
pYy3KH, pabot | Has
TOBKH MPAKTH- BEHHas [TOYHasA| Ta
qac. (po-
YECKHX arrec-
.. | exTOB)
3aHSTHI Tanus
[IK 3.1-1IK 3.3, | Pa3nmea 1 [lpumene- | 118 66 | 112 | 66 - - - 212 | 2
OK 01-OK 09, HHE TIPOrPaMMHO-
JIP 4, JIP 10, arrmapaTHbIX CPEACTB
JIP 13-JIP 20 3alIUThl HH(POPMAITHN
B MH()OKOMMYHHUKa-
LIUOHHBIX CUCTEMAX U
CETAX CBSI3U
[K 3.1-1IK 3.3, | YuyeOHas npakTHKa 36 36 - - - 36 - - -
OK 01-OK 009,
JIP 4, JIP 10,
JIP 13-JIP 20
IIK 3.1-IIK 3.3, | [Ipou3BOACTBCHHAS 72 72 - - - - 72 - -
JIP 4, JIP 10,
JIP 13-JIP 20
DK3aMeH 10 MOAYJIIO 8 - - - - - - -/8 -
Bcero: 234 174 | 112 66 - 36 | 72 |2/10| 2

2.2 @opMbI MPOMEKYTOUYHOM aTTeCTAIMH 10 NMPOodeCcCHOHATLHOMY MOTYJIIO

DneMeHT MOAyJIst

dopma NPOMEKYTOUHOU ATTECTALIUH

M/IK.03.01 3amura nadopmaiuu B UHPOKOMMYHHKA-

IMMOHHBIX CUCTCMAX MU CCTAX CBA3U

KommuiexcHpll quddepeHInpoBaHHbIN 3a4eT

VYI1.03.01 YuebHas npakTuKa

KommuiekcHbll quddepeHnpoBaHHbIN 3a4eT

I111.03.01 ITpou3BOACTBEHHAs MPAKTUKA

KommnekcHbld iudpepeHnpoBaHHbIM 3aueT

ITM.03.5K Dx3aMeH 1o MOy

DK3aMeH




2.3 TemaTu4eckuii IJIaH U coep:KaHue NMPO(ecCHOHATBHOT0 MOTYJIs

HaumenoBanue pas-
JIEJIOB U TE€M IIpO-

Copep:xanue yueOHOro MaTepuana, 1abopaTopHble paboThI U

(beccrnoHaIbHOTO IIPaKTUYECKHUE 3aHATHSI, BHEAYIUTOPHAs (CaMOCTOSITENbHAs ) O6beMm
Moyt (ITM), mex- y4yeOHast paboTa 00yJaromuxcs, KypcoBas paboTa (IpoeKT) 4acoB
JUCLHUIIIIMHAPHBIX (ecu mpeayCMOTPEHBI)
kypcoB (MJIK)
1 2 3
Pazgen 1 [IlpuMeHeHUe MPOrpaMMHO-aNNAPATHBIX CPeACTB 3alIUThI HHGopmanuu B | 118
HH(POKOMMYHUKAIMOHHBIX CHCTEMaX M CeTsIX CBA3H
MAK.03.01 3amura undpopmManuu B MHPOKOMMYHHKAIMOHHBIX cHcTeMax M cersix | 118
CBSI3H
Tema 1.1 Copnepxxanue yueOHOIro MaTepuaJia: 30
OcuoBbl 0e30nac- | 1 AKTyanbHOCTH IPOOJIEMbI OOeceYeHus: 6e301acHOCTH HH(pOpMa- 2
HOCTH HH(OPMA- | MHOHHBIX TEXHOJOTHH. MeCTo U posib WHPOPMAIHOHHBIX CHCTEM.
IHUOHHBIX T€XHO- | OCHOBHBIE MPUYHHBI 000CTPEHUS POOIEeMbl obecrieueHus: be3omac-
JIOTHH HOCTH MH()OPMAITMOHHBIX TEXHOJIOTHH.
2 OCHOBHbIE 3allUTHBIE MEXAHU3MBbI, peaM3yeMble B paMKax pas- 2
JIMYHBIX MEP U CPEACTB 3aIIHTHI.
3 Unentudukanus u ayreHTH(PUKALINS TOTH30BATEICH. 2
4 VYrpo3sl Oe3omacHOCTH MH(DOPMAIMOHHBIX TexHONorwmid. Kiaccu- 2
¢bukanus yrpo3 6e30MacHOCTH.
5 IlpuHnumner obecriedeHus: 0€30MacCHOCTH WH(POPMALMOHHBIX TEX- 2
HOJIOTUI
6 IIpuHLIKIIBI TOCTPOCHUS CHCTEMBI 0OecriedeHust Oe30MacHOCTH UH- 2
¢dbopmanmy B aBTOMaTU3MPOBAHHON CHCTEME.
7 IlpaBoBBIC OCHOBBI OOecIIeueHUs OE30NaCHOCTH MH(POPMAITMOHHBIX 2
TEeXHOJIOTHH. 3anuiaemMast uHOOpMaIus.
[Tepconanbubie nanHble. Kommepueckas TtaiiHa. WHpopmanus B
KITIOYEBBIX CHCTeMaxX MHPOPMAMOHHON HHPPACTPYKTYPHI.
IIpakTHYecKHe 3aHATHSA:
1 Metoap! ayTeHTH(DUKAINY, UCIIOJIB3YIONIUE TapOJIH. 2
2 KonnuecTBeHHast OIleHKa CTOMKOCTH MapOJIbHOW 3aIlUTHI. 2
3 Ha3naueHue npaB Mojb30BaTeNiel IPU MIPOU3BOJILHOM YIIPaBICHUN 2
noctymnom B Windows 7 (XP).
4 Hacrpoiika 3amutHbix Mmexanuzmo OC Windows 7 (XP). 2
5 UccnenoBanue antusupycHoro I10. 2
6 Hacrtpoiika mporpaMMHO-anmapaTHBIX aHTHBHPYCHBIX CPEJICTB. 2
7 AHanu3 yrpo3 6€301acHOCTH NEPCOHATIBHBIX JaHHBIX MPH UX 00pa- 2
00TKe B MH()OPMALIMOHHBIX CUCTEMAX.
8 V3yueHue MOI0XKEHUs 10 aTrTecTalui 00beKTOB MHPOPMATU3ALNH 2
10 TpeboBaHUsIM 0€30MaCHOCTH HH(OPMALIHH.
Tema 1.2 Copepxxanue y4eOHOro MaTepuaJa: 32
Oobecnieuenne 0e3- | 1 OcobOeHHocTn oOecriedeHrss MHOOPMAIMOHHONW O€301MacHOCTH B 2
ONACHOCTHU UH- KOMIIBIOTEPHBIX CETSX.
(GopManHOHHBIX 2 OmnpeneneHue TpeOOBaHUI K 3allUTe W KaTETOPUPOBAHHE PECyp- 2
TEXHOJIOT Hif coB. OnpezeneHue rpajayii Ba)KHOCTH U COOTBETCTBYIOIIUX YPOB-

Hel oOecrieueHust 3anIuThl pecypcoB. KareropupoBanue 3amiuiiae-
MbIX pecypcoB. [IpoBenenne nHGOpMAIMOHHBIX 00CIEIOBAaHUH U 10-
KYMEHTHPOBAHHE 3alIUIIAEMBIX PECYPCOB.




3 Ilmanpl 3amMTHl W TJIAHBI OOECIIEUEHUs HEMPEPBIBHOW pabOThI U 2
BoccTtaHOBNIeHHs. COCTaBHBIC YAaCTH IUIAHOB 3aILUTHI U 00ECIICUEeHHUs
HENpephIBHON PadOTHI.
4 Crneungukanys cpe/iCTB 3aIIUThl B KOMITBIOTEPHBIX CETSX. 2
5 CerteBble MOJI€NH Mepeayl JaHHbIX. MoJieab B3auMOJEHCTBUS OT- 2
KpbIThIX cucteM OSI/ISO.
6 Ctpykrypa nakera. [lludpoBanue. 2
7 IIpyuHIMIBI TOCTPOEHUS 3alIUIIEHHBIX BEIUMCIUTEIbHBIX CETEH. 2
IIpakTnyeckne 3aHATHSA:
9 YcraHOBKa M HaCTPOKKa MEXCETEBOTO SKpaHa. 2
10,11 IIudpoBanue MeTo1aMH MEPECTAHOBKH M MPOCTOM 3aMEHBI. 4
12,13 Mudpyromas ¢aitnosas cucrema EFS u ynpasienue cepru- 4
(dbukaTamu.
14,15 Hacrpolika nporpaMMHBIX CPEACTB 3aLUThl TEJIEKOMMYHHKa- 4
[IMOHHBIX CUCTEM U CETEH IIIEKTPOCBSI3U.
16,17 AnnapaTHble cpe/icTBa 3alIUThl HHHOPMAIIUH. 4
Tema 1.3 Coaep:xanue y4e0HOro MaTepuaJia: 24
Oobecneuenne 06e3- | 1 JlokanbHble OJUTUKU Oe3omacHocT. OOIME CBEAEHHS O JOKAb- 2
ONACHOCTH CTAH- | HOW NMOJUTHKE 0€30MTACHOCTH.
AApTHBIMH cpef- | 2 [lonuTuku ydeTHbIX 3anuceil. [lonmutuka naponei. 2
CTBaMH 3aLIUThbI 3 VYerpoiicTBa ayreHTudukanuu Ha 6a3e cmapTt-kapt u USB-TokeHoB. 2
Peanmszamus cxem ayrentuduxaruu. [IporpamMMHbIe cpeicTBa, pea-
JTu3yIolre HHQPaCTPYKTYPY OTKPBITHIX KITFOUEH.
4 KoHTponlb NHUHUH CBSI3M, OTXOISIIMX OT TEXHUYECKHX CPEJICTB. 2
[TpuHIMIBI KOHTPOJS TenehOHHBIX JTUHUNA U LIeTel SJIeKTPOUTAHUSI
1 3a3emieHust. [IpHHIMIIBI KOHTPOJIS LENeH SIeKTPOITUTAHHSL.
IIpakTHyeckue 3aHATHA:
18,19,20 Pa3paboTka mpoekTa BHICOHAOTIOICHUS. 6
21,22,23 Pa3paboTka MpOEKTa YCTaHOBKM M HACTPONKU JAaTUYMKOB 6
KOHTPOJISI BCKPBITUS JINHEHHO-Ka0EIbHBIX COOPYKEHUH U YCTPOMCTB.
24,25 Pa3paboTKa TEXHUYECKOTO 3a/IaHMs Ha CO3/IaHWE 3aIUThl UH- 4
(bopMaImOHHON CUCTEMBI.
Tema 1.4 Coaep:xaHue y4eOHOro MaTepuaJia: 28
Kpunrorpaguue- | 1 OcuoBsl kpuntorpaduu. CtpykTypa KpuntocucteMbl. OCHOBHBIC 2
CKasl 3alMTA HH- | METO/Ibl KpUNTOrpauuecKoro NpeodpazoBaHus JaHHBIX.
bopmanuu 2 CUMMETpUYHBIE KPHUIITOCUCTEMBI. ACUMMETPHYHBIC KPUIITOCUCTE- 2
MBI.
3 Kpunrocucremsr ¢ OTKpBHITBIM Kit04oM. OCHOBBI MH(POBAaHUS C 2
OTKPBITBIM ~ KJIFOYOM. Ausroput™M obmeHa kimrodamu  uddu-
Xemnmana. AnroputM mudposanus Rivest-Shamir-Adleman (RSA)
C OTKPBITHIM KJIFOUOM.
4 Mudposanue merogom 3amensl. [llndpoBanue meTomom nepecra- 2
HoBKH. IInpoBanue MeToJOM raMMUPOBAHMSL.
5 Cucremsl »nekTpoHHOM mnoamucu. [IpoGnema ayTeHTH(UKALUU 2
TaHHBIX W AJIEKTPOHHAs TU(POBasi MOANUCH. TeXHOJIOTHS pabOTHI
AJIEKTPOHHON moanucu. bezomnacHele Xen-QpyHKINHU, aJrOPUTMBI Xe-
[IUPOBAHUSI.
IIpakTHYecKHe 3aHATHSA:
26,27 KpunToCUCTeMBI C OTKPBITHIM KITFOYOM. 4
28,29 DnexTpoHHas UQPOBasi HOITUCH. 4
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30,31 Teoperuueckasi CTOMKOCTb KPHUIITOCUCTEM. 4
32,33 llIudpsl ¢ CEKPETHBIM KITIOUOM. 4
CamocrosiTe1bHast padoTa 00y4YarOIMXC:
1 IloaroroBka OTBETOB Ha KOHTPOJIbHBIE BOIIPOCH IPAKTUYECKUX 3a-| 2
HSITUH.
Koncyabranuu o0yyarommxcs: 2
IIpomMe:xyToUHAasi aTTeCTAIUS: 2
Y4yeOHas npakTHKA: 36
Buasbi pador:
1) ycraHOBKa, HaCTpOIKa U 00CITy)KUBAHUE TEXHUYECKUX CPEJCTB 3aIUThl HH)OPMALIUU 2
CPEACTB OXpaHbl 00BEKTOB;
2) yCTaHOBKA M HACTPOMKa THUIOBBIX MPOrPAMMHO-ANIAPATHBIX CPEACTB 3alIUTHI HHPOP- 2
Malllu;
3) ucnosbp30BaHKUe MPOrPAMMHO-AIIAPATHBIX 1 HHKEHEPHO-TEXHUUECKHX CPEIICTB. 2
4) HacTpoiiKa, peryJMpoOBKa U PEMOHT 000PYI0BaHHS CPEIICTB 3AIHTHI; 4
5) BbIOOp CIIOCOOOB M CPEIICTB MHOTOYPOBHEBOW 3aIIUThI TEICKOMMYHHKAIIMOHHBIX CETEH 2
B COOTBETCTBUH C HOPMATHBHO-IIPABOBOM 0a30ii;
6) mpoBelieHHEe TUITOBBIX OIIEPALMU HACTPONKHU CPECTB 3aIUTHI ONICPALIMOHHBIX CHCTEM; 4
7) mpoBeICHKE aTTECTAIMKA 00BEKTOB 3allMTHI; 2
8) ompeneneHre KCTOYHUKOB HECAHKIIMOHUPOBAHHOTO JIOCTYIIA, HCXO/Is U3 MOJICIIU YIPO3; 4
9) ompezeneHre TUNA CUTHATA ¥ TEXHHMYECKOTO CPEACTBA B COOTBETCTBUU C ATOPHTMOM 2
POTPAMMHOTO MPOIYKTA;
10) obHapyeHHE W 00E3BPEKMBAHUE PA3PYIIAIOIINX MPOrPAMMHBIX BO3JCHCTBUN C HC- 4
MI0JIb30BAHNEM IPOTPAMMHBIX CPEJICTB;
11) 3ammTa TENICKOMMYHUKAIIMOHHBIX CETe TEXHMYECKHMH CPEICTBAMU B COOTBETCTBUU 2
U3 HOpMaTuBHBIX JO0KyMeHTOB PCTOK;
12) 3amura uHGOpPMALUK OPraHU3AIMOHHBIMUA METOJAMU B COOTBETCTBHU C MHCTPYKIIHS- 4
MU Ha 00BEKTE;
13) ohopmMiieHHE OTYETA 11O IPAKTHKE. 2
IIpou3BoACTBeHHAN MPAKTHKA: 72
Buasl pador:
1) yyacTue B CO3JJaHUU KOMIUICKCHOM CUCTEMBI 3al[UThI HA MPEIPHITHH. 12
2) NpUMEHEHHUE POrPaMMHO-AIIAPATHBIX CPEJCTB 3aAlIUTHl HHPOPMALIUH HA TPEAIPUSITHH 12
3) nprMeHEeHNE HHKEHEPHO-TEXHUYECKUX CPEIICTB 3aIlUThl HH)OPMAIIUH HA TIPEATIPHUSITHH. 12
4) mpuMeHEeHHe KPUNTOrpapuIeCKUX CPEACTB 3alIUThI HHPOPMAIMH Ha TIPEANPHSTHH. 12
5) camocrosiTenbHas paboTa Ha 3aKpEIUIEHHOM paboyeM MecCTe. 20
6) o0obuIeHHe MaTeprasia, 0hOopMIICHHE THEBHUKA, OTYeTa, cada qud. 3a4era. 4
JK3aMeH M0 MOYJII0: 8
Bcero: 234
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3 YCJOBUS PEAJIM3ALIMA PABOYEN NPOT'PAMMBI
MPOPECCHUOHAJIBHOI'O MOAYJIA

3.1 MarepuaibHO-TeXHHMYeCKOe o0ecleyeHUe peaju3anuu padouyeid mpo-
rpaMmbl

Jna peanuzanmu paboyeil mporpamMmbl MPOQPECCHOHATBHOTO MOAYIS MPEdy-
CMOTpPEHBI CIEAYIOUIUE CHEIUaIbHbIE MOMEIICHUS, OCHAIIICHHbIE 000pPYA0BaHUEM U
TEXHUYECKUMU CPECTBAMU OOyUCHHUS

3.1.1 JlaGopaTtopusi mH(GOPMANUOHHOH 0€30MACHOCTH TeJeKOMMYHHUKAIH-
OHHBIX CHCTEM:

Pabouee Mecto npenogaBarens - 1, paboune mecra ooyuaroruxcs - 20.

MarautHo-MapKepHasi 1ocka - 1 1miT.

Tenesuzop Mystery MTV4031LTA2 - 1 mr.

Kommrerorep Crona CS - 13 mir.

[Tporpammuoe obecnieuenue: Adobe acrobat reader, Google Chrome, Apache
OpenOffice, Cisco Packet Tracer, Kaspersky Endpoint Security 10 mnms Windows,
Arent aqmunuctpupoBanus Kaspersky Security Center 10.

3.1.2 JlaGopaTopusi nH(OPMALMOHHONH 0€30MACHOCTH TeJeKOMMYHUKAIIH-
OHHBIX CHCTEM:

Pabouee mecto npenogaBarens - 1, padbodne Mecta 00yyaromuxcs - 22,

MarauTtHo-MapKkepHas Jocka - 1 mrT.

Kommnbrotep nepconanshsiii Intel Core 2 Duo - 22 mir.

Teneruzop 29" ¢ mnockum sxpanom Akai 25 CTO8 HN - 1 mir.

JlabopaTopHoe o6opyaoBaHUeE:

- mapmpyTu3arop ADSL/ADSL2/ADSL2+.4x10/100,Q0S - 1 mit.;

- tenepon Panasonic KX-TS2356RUW - 2 mir.;

- tenedon VOIP - 2 mir.;

- yCTpo#CTBO /i 3anenku Butoi napsl HT-3240 - 8 mt.;

- ycTpoiictBo oOxkumHoe HT-568 nns RJ-45 u RJ-12 - § mwit.;

- ycTponcTBO yHUBEpcanbHoe HT-501 st 3auncTku - 8 mr.;

- Kamepa uHTepHeT SOHO - 4 miT.;

- kommyTaTop L2 ynpasnsemsrii 24x10/100Mbps 2x1000BASE-T - 6 mit.;

- kommyTtaTtop L3 ympasnsemsrii 20xGiga UTP, 4xCombo - 1 mir.;

- mapuipytusatop |P DSLAM 24nopra, ¢ 2 koM00 nmopTamu - 3 miT.;

- poyTep ABYXJUaNNa3oHHbIN OecripoBoaHoi/MocT 802,11N - 5 miT.;

- cranmus tenedonnas LDK-300 KSU - 1 mit.;

- akpan mexcereBort VPN, 7x10/100 LAN, 1 DMZ, 2 WAN - 2 mir.

[Tporpammuoe obecnieuenue: Adobe acrobat reader, Google Chrome, Apache
OpenOffice, Cisco Packet Tracer, Kaspersky Endpoint Security 10 mas Windows,
Arent agmunuctpupoBanus Kaspersky Security Center 10.

12



3.2 UndopMannoHHOe o0ecnevYeHne peajn3auy NporpaMmmbl

Hna peamuzanuu  paboyeil  mporpaMMbl  NMPO(ECCHOHAIBHOTO  MOZIYJIS
OoubmuoTeunpi  GoHA 00pa3oBaTENIbHON OpraHW3allid MMEeT TICYaTHBIC W/WIIH
AJIEKTPOHHBIE 00pa30BATENbHBIE U MH()OPMAILMOHHBIE PECYPCHI, PEKOMEHAYEMbIE TS
MCIIOJIb30BaHMUs B 00pa30BaTeIbHOM MPOIIeCcCe:

3.2.1 MJIK.03.01 3amura uHpopManuu B MHPOKOMMYHUKAIMOHHBIX CH-
CTeMax M CeTsIX CBA3HU

OcHOBHBIE 3JIEKTPOHHbIE U3IAHUS:

1. [llanerun, B. ®. MudopmanrionHas 6€301acHOCTh U 3ammuTa uHGopManuu /
B. ®. [llanerun. — 2-e u3a. — Caparos : [Ipodo6pazoBanue, 2019. — 702 c. —
ISBN 978-5-4488-0070-2. — Texkct : anexkrponHbiii // Lludposoit oOpazoBaTeabHbII
pecypc IPR SMART : [caiiT]. — URL.: https://www.iprbookshop.ru/87995.html. —
Pexxum noctyma: A aBTOPU3HP. MOIH30BATEICH.

2. ®mmunmos, b. U. Madopmanmonnas 6e3omacHOCTh. OCHOBBI HAACKHOCTH
cpenct cBaA3M : yueOHuk / b. . ®ununmos, O. I'. lepcTtHeBa. — Caparos : Al [1u
Op Menua, 2019. — 227 ¢. — ISBN 978-5-4486-0485-0. — TekcT : 27€KTpOHHBIH //
[Mudporoii odpazosarenbublii pecypc IPR SMART : [caiit]. — URL: https://www.
iprbookshop.ru/80290.html. — Pexxum goctyma: uist aBTOPH3HUP. TOJIB30BATENICH.

JlonoJTHUTEIbHBIE JJICKTPOHHbIC H31AHUSA

1. ®omun, /1. B. Undpopmannonnas 6e3onacHocTs : yuedHoe nmocoodue aist CI1O
/ 1. B. ®omun. — CaparoB, Mocksa : [IpodobpazoBanue, A [lu Ap Menua, 2022.
— 218 c. — ISBN 978-5-4488-1351-1, 978-5-4497-1565-4. — TeKcCT : 2JIEKTPOHHBIH
// Llndposoit obpazoBareabHbiii pecypc IPR SMART : [caiit]. — URL.: https://www.
iprbookshop.ru/118458.html. — Pexxum moctyna: st aBTOPU3UP. TIOJIb30BATEIICH.

2. 'omukoB, A. M. 3amuta napopmanmu B UGPOBHIX CUCTEMAX CBS3H @ yueo-
Huk / A. M. T'onmukoB. — Mocksa : At [Tu Ap Menua, 2022. — 284 ¢. — ISBN 978-
5-4497-1742-9. — Texkct : snextporHsid // [{udpoBoit oOpa3oBaTeNnbHBIA pecypc
IPR SMART : [caiiT]. — URL.: https://www.iprbookshop.ru/122465.html. — Pexum
J0CTyIMa: JUIsl aBTOPU3HP. MOJIb30BATENECH.

3. TexHonoruu 3atuThl UHPOPMAIIMKA B KOMITBIOTEPHBIX CETAX : y4eOHOE MOCo-
oue / H. A. Pynenkos, A. B. Ilponerapckuii, E. B. CmuproBa, A. M. CypoBoB. — 3-
e u3. — Mocksa : Untepuer-Yuusepcurer Unpopmannonusix Texnonoruit (MH-
TYUT), Air ITu Ap Menua, 2021. — 368 ¢. — ISBN 978-5-4497-0931-8. — Tekcr :
anekTponubit // udposoit obpazoatenbHblii pecypc [PR SMART : [caiiT]. —
URL.: https://www.iprbookshop.ru/102069.html. — Pexxum gocTymna: ais aBTOpU3UD.
MOJIb30BATEIIEH.

4. ®omun, /. B. 3amura nHpopmanuu: crenruaii3upOBaHHbIE aTTECTOBAHHBIC
MporpaMMHBbIE ¥ POrpaMMHO-aIapaTHbIe cpeacTBa : npakTukym / /1. B. ®omun. —
Caparos : By3osckoe oOpa3zoBanue, 2021. — 218 ¢. — ISBN 978-5-4487-0795-7. —
Tekcer : anextponnsblit // Lludposoit oOpazosarenbubiii pecypc IPR SMART : [caiit].
— URL: https://www.iprbookshop.ru/110329.html. — Pexxum nocrtyma: mis aBTopu-
3UP. NOJIb30BATEIICH.
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4 KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUS
MPOPECCHUOHAJIBHOI'O MOAYJIA

Kon n HaumenoBanue
poeCCUOHAIBHBIX U
00X KOMIICTCHIIUH,

Kpurepuu onenku

DOpMBI U METOBI

OIICHKH
(dbopMHUpYyEMBIX B paMKax
MOAYJIst
IIK 3.1 BeisiBasaTs yrpo3sl | - KIacCU(UIMPOBAHUE yIpo3 HH(POpMAIU- | - TECTUPOBAHHE,
U YSA3BUMOCTH B CETEBOW | OHHOW 0e30MacHOCTH B WH(OKOMMYHHU- | - SK3aMEH,

uH(ppacTpykType € HC-
MOJIb30BAHUEM  CUCTEMBI
aHaJlM3a 3allUIEHHOCTH

KAallUOHHBIX CHUCTEMaX M CETAX CBS3U
OCYIIECTBIISIETCS BEPHO;

aHaJIU3 Yrpo3 M YSA3BUMOCTEH CETeBOM
6e3onacHoctu IP-cereil, GecnipoBOIHBIX
ceTel, KOPIOPATUBHBIX CeTe O0O0OCHO-
BaHHBIN U TIOJIHBIM;

BO3MOXXHBIE CETEBBIE aTaKH U CIIOCOOBI
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa B KOH-
BEPIeHTHBIX CHUCTEMaXxX CBS3U OMpesere-
HBI BEPHO;

MEPOIPUATHS N0 MPOBEICHUIO aTTecTa-
IIMOHHBIX PA0OT M BBISBICHUIO KaHAJIOB
YTEUKH OCYIIECTBISIOTCS B MOJHOM 00b-
eMme;

HEJOCTAaTKU CHUCTEM 3aIIUTHI B CHCTEMax
U CETSAX CBSI3U C UCIOJIb30BAHUEM CIICIIH-
IM3UPOBAHHBIX MPOTPAMMHBIX MPOIYK-
ThI BBISIBJICHBI B IIOJTHOM 00BEME,
TECTUPOBAHUE CHUCTEM C IIENIbI0 OIpeje-
JIEHUS YPOBHS 3aIUIIEHHOCTU BBIMOJ-
HEHO, YPOBEHb 3alllUILEHHOCTH OIpeje-
JIEH BEPHO.

IIK 3.2 Pa3pabarbiBath
KOMIUIEKC  METOJIOB U
CpeACTB 3aliuThl HH)OP-
Mal B HH()OKOMMYHH-
KallMOHHBIX CeTSIX M CH-
CTeMax CBS3H.

s obecnieueHus MHPOPMALMOHHOM
0€30MaCHOCTH BBIOpAHBI ONTHMAIIbHBIC
CITOCOOBI;
BBIOOp CPEJICTB 3aIUTHI OCYIIECTBICH B
COOTBETCTBHH C BBISIBICHHBIMH YIPO3aMU
B HH(POKOMMYHHUKAITMOHHBIX CETSIX.

IIK 3.3 OcymecTBisirh
TeKyIee aJIMUHUCTPUPO-
BaHUE JJIs 3alUThl UH(O-
KOMMYHHUKAI[MOHHBIX  Ce-
Tel U CUCTEM CBS3H C HC-
MOJTb30BAaHUEM  CIIEIHAITH-
3UPOBAHHOTO  IPOrPaMM-
HOro obecrieyeHust U 00o-
pyJOBaHUs.

MEPOMNPUATHS MO 3aluTe HWH(OPMALUU
Ha Hpe)]HpI/ISITI/ISIX CBA3HU OHpC}ICJ’IeHBI B
MOJIHOM O0BEMe, MX OpraHH3alus, CIO-
C06I)I U MCETOIBI peanmaunn SABIIAKOTCA
ONTHUMAIIBHBIMHU U JOCTATOYHBIMHU;
MOJIMTHKA O€30MacHOCTH CETEBBIX 3JIe-
MEHTOB M JIOTHUECKHUX CeTeil pa3pabora-
Ha B ITIOJIJHOM 00bEME;

pacueT ¥ yCTaHOBKA CIENHUATU3UPOBAH-
HOTO O00OpYZOBaHUS I OOECIICUCHHUS
MAaKCHMAaJIbHOH 3allMIIEHHOCTH CETEBBIX
9JIEMEHTOB M JIOTMYECKHX CETEH BBIMOJI-
HEHbl B COOTBETCTBHHM C OTPACIICBBIMU
CTaHJIaPTAMH,

9KCIIepTHOE Halroe-
HUE BBINOJHEHUS Jia-
OopaTOpHBIX padoT,
9KCHEepTHOE HabIIoze-
HHE BBIITOJTHEH U
MIPaKTUYECKUX padoT,
OLICHKA PpeIICHHs CH-
TyallMOHHBIX 337134,
OLIEHKa IMpolecca Hu
pe3yJabTaTOB  BBIMOJ-
HEeHHUs BUJOB paboT Ha
MPaKTHKE.
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- YCTAaHOBKAa U HACTPOWKA CPEJCTB 3alUTHI

OTIEPAIIMOHHBIX CHUCTEM, MH(POKOMMYHHU-
KaI[MOHHBIX CHUCTEM U CETEH CBSI3U BBI-
[IOJIHEHA B COOTBETCTBUU C OTPACIIEBBIMU

CTaHJapTaMH;
KOH(UTYpUPOBaHHUE aBTOMAaTU3UPOBAH-
HBIX CHCTeM ©  WH(OPMAIUOHHO-

KOMMYHUKAIIMUOHHBIX CETEH OCYIIECTB-
JICHO B COOTBETCTBHUH C NOJHUTHKON HH-
dhopmarmoHHO 0€30MacHOCTH M OTpac-
JICBBIMHU CTaHI[apTaMI/I;

0a3nl JAaHHBIX MaKCHMAaJIbHO 3allMIIEHBI
HpI/I IIOMOIIIN CHCI_[I/IaJII/ISI/IpOBaHHBIX
MPOrPAMMHBIX TIPOIYKTOB;

pecypchl MH(POKOMMYHHUKAIIMOHHBIX Ce-
TEd U CHCTEM CBSI3M MaKCHMAaJlbHO 3a-
[IMIIEHB KPUNTOTPAQUUECKUMH METO-
JaMH.

OK 1 Bribupats crioco0s
pemnieHuss 3amad  npodec-
CHOHAJIPHOW  ICATCIBHO-
CTHU TNPUMEHHUTEIBHO K
Pa3IUYHBIM KOHTEKCTaM.

00OCHOBAHHOCTbL ITOCTAHOBKH IICJIH, BBbI-
0opa ¥ NPUMEHEHHS METOJIOB M CIIOCO-
00B perreHust TPo(heCCUOHATBLHBIX 33714,
aJickBaTHas OIlCHKAa M CaMOOIICHKa (-
(bCKTI/IBHOCTI/I U KadeCTBa BBIITOJIHCHUSA
podeccHoHaIbHBIX 3a/1ad.

OK 2 Hcnonb3oBarh co-
BpEMEHHBIE CpEACTBa IIO-
WCKa, aHalM3a W MHTEp-
nperauuud uHGOpMauu, u
WH(POPMAIIMOHHBIE TEXHO-
JIOTUU JAJI1  BBITIOJTHEHUS
3a1a4 mpodecCuoHaIbHOM
JeSITebHOCTH.

- UCIIOJIb30BAHUEC Pa3JINYHbIX NCTOYHUKOB,

BKJIKOYAs 3JIEKTPOHHBIE PECYpPChl, MeIHA-
pecypcsl, HTepHET-pecypebl, nepuoan-
YECKHUE W3JIaHMS 10 CIEHUAIbHOCTU JIs
peteHust mpo(ecCHOHAIBHBIX 3a/1a4.

OK 3 IlnanupoBath u pe-
aJIN30BBIBATh COOCTBEHHOE
po¢eCCHOHAIBEHOE u
JIMYHOCTHOE pa3BUTHE,
PEINPUHIMATEIBCKYIO
JesTeNbHOCTh B Mpodec-
CHOHAJIBHOU cdepe, wucC-
MOJIb30BaTh  3HAHHUS IO
(UHaHCOBOW IPaMOTHOCTHU
B Pa3IMYHBIX JKU3HEHHBIX
CUTYAIIHSIX.

- ACMOHCTpanurs OTBETCTBCHHOCTHU 3a IIpU-

HSATBIE PEILICHUS,

00OCHOBAaHHOCTb CaMOAHaJIN3a MU KOp-
PEKIHs pe3yIbTaToOB cOOCTBEHHON pabo-
THI.

- TECTUPOBAHUE,
- 9K3aMeH,

SKCIEPTHOE HaOIIOze-
HUC BBINOJIHEHUS Jia-
O6opaTopHBIX padorT,
IKCHEPTHOE HAOIIOIC-
HHE BBITTOJTHCHUSI
NPaKTUYECKUX padoT,
OLICHKA PpEIICHHS CH-
TYallMOHHBIX 33134,
OLIEHKa TIpolecca u
pE3yJBTaTOB  BBINOJ-
HEHUS BHJIOB paboOT Ha
MIPaKTHKE.

OK 4 D¢dextuBHO B3au-
MoOJeHCTBOBaTh H  pabo-
TaTh B KOJUIEKTHBE M KO-
MaHJe.

B3aUMOJIEIiCTBUE C OOyYaromuMHucs,
MpenojaBaTeNiiMid U MacTepamMH B XOJe
00y4YeHHs, C PYKOBOIMTEIIMU Y4eOHOH
Y IPOU3BOJICTBEHHON MPAKTHK;
00OCHOBAHHOCTh aHalM3a pPabOThl dJie-
HOB KOMaH/1bl (TOTYNHEHHBIX).
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OK 5 OcymectBisaTh ycT-
HYI0 U MHCBMEHHYIO KOM-
MYHUKALMIO Ha TOCyAap-
CTBEHHOM s3bike PD ¢
Y4eTOM OCOOCHHOCTEH CO-
LUAJIBHOTO U KYJbTYpHOI'O
KOHTEKCTA.

- TPaMOTHOCTb YCTHOW M IIMCBMEHHOU pe-

4y,

- SICHOCTh ()OPMYJIUPOBAHUS M H3JI0KCHHUS

MBICJIEH.

OK 6 IlposBiaars rpax-
TAHCKO-TIATPHOTUIECCKYIO
MO3UIUIO, JEeMOHCTPHPO-
BaThb OCO3HAHHOE IOBE/IE-
HUE Ha OCHOBE TPaIUIIH-
OHHBIX o0rmieuenoBeye-
CKUX LEHHOCTEH, B TOM
qHClie ¢ YYETOM T'apMOHH-
3alMd MEKHAIIMOHAIbHBIX
U MEXPEIUTHO3HBIX OT-
HOILICHUH, IPUMEHSATH
CTaHIAPTBl  AHTUKOPPYII-
[IMOHHOT'O MTOBE/ICHUS.

cOOJIOICHHE HOPM IOBEJCHHS BO BpeMs
y4eOHBIX 3aHSATUH ©  MPOXOXKICHHS
y4eOHOI U TPOU3BOJCTBEHHON IPAKTHK.

OK 7 CopgeiictBoBath co-
XPaHEHUIO  OKpY’Karoulen
cpenbl, pecypcocOepexe-
HUIO, TNPUMEHATh 3HAHUSA
00 HW3MEHEHHMHM KJIHMMaTa,
OPUHLUIBL  OEpeKIUBOTO
MIPOU3BOJICTBA, IPPEKTHB-
HO JIEHCTBOBATh B UPE3BbI-
YalHBIX CUTYyalUsX.

- 3¢(eKTHUBHOCTH BBINIOJIHEHUS TpaBui Th

BO BpeMs y4eOHBIX 3aHSATHM, MpH MpPO-
XOXKJIEHUU Y4eOHOH M TPOU3BOJICTBEH-
HOM MIPAKTUK;

- 3HAHHWE M UCIIOJIb30BaHUE pecypcochepe-

rarolMx TEXHOJOTWH B 00JIaCTH Telle-
KOMMYHUKaIWN.

OK 8 Hcnoomne3oBaTh
CpeacTBa ¢buznueckoin
KYJBTYPBI AJI1 COXPAHEHUS
U YKPEIUICHUsI 3]I0POBbS B
npoiiecce npodeccuo-
HAJIbHON NEATCILHOCTH H
nojajep>kaHue HeoO0XOH-
MOTO YPOBHSI (PU3NYECKOU
IMOJITOTOBJICHHOCTH.

- 3¢ (eKTUBHOCTH BBINIONIHEHUS mpaBui Th

BO BpeMs y4eOHBIX 3aHSATHH, IpH Ipo-
XOXKJIEHUH Y4yeOHOM M MPOU3BOICTBEH-
HOM IIPAKTHUK.

OK 9 Ilonb3oBaThcs mpo-
(beccuoHaTbHON JTOKyMEH-
TallMe Ha TroCyJapCTBEH-
HOM W WHOCTPAHHBIX SI3bI-
Kax.

MMOHMMAaHHE OOILEro CMbICiIa YETKO Mpo-
W3HECEHHBIX BBICKA3bIBAaHMM Ha W3BECT-
Hble TeMbI (MMpodeccuoHaNbHbIE U OBITO-
BbI€), TEKCTOB Ha 0a30BbIe MPOdeccHo-
HaJIbHBIEC TEMBI,

- Yy4aCcTuC B JUAJIOTrax Ha 3HAKOMBIC O6H_II/IC

1 1po(heCcCHOHAIIbHBIE TEMBI.
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