deaepanbHOE areHTCTBO CBA3U
denepanbHOE rOCYJAPCTBEHHOE G10/KETHOE 00pa30BaTENLHOE YUPEKACHHUE BBICIIETO o6pa3oBaHuA
«CuBUpCKHil TOCYAAPCTBEHHDIH YHUBEPCUTET TEICKOMMYHHUKALMA U HUHPOPMATHKI
(CuoI'YTH)
Y panbckuit TEXHHHECKUH HHCTHTYT CBA3M U HHpOpMaTUKH ((uiman) B . ExarepunGypre
(YpTHUCHU Cu6I'YTH)

PABOYAS IPOTPAMMA

TI0 JUCLUIUIMHE «3a1HUTa HH(POPMALHH OT HECAHKIHOHHPOBAHHOIO A0CTYNA»
IUIA OCHOBHOM mpo)ecCHOHANTBHO 06pa30BaTeNbHOI MPOrpaMMBI IO HANPABJICHUIO
11.03.02 «1H})OKOMMYHHKAIMOHHEIE TEXHOIOTUH U CHCTEMBI CBA3K»

HanpaBJeHHOCTH (Mpoduib) — MHGOKOMMYHHKAILMOHHBIC TEXHOJIOTHM B YCIIYTaX CBA3H
kBanuukamsa — 6akanrasp

¢dopma o6yueHusa — OIHasA
roJ Hayasna NoAroToBkH (1o yuaeGHOMYy 1uiany) — 2020

ExarepunOypr 2020



®denepanbHOE areHTCTBO CBS3U
®denepallbHOE TOCYIapCTBEHHOE OI0KETHOE 00Pa30BaTEIHbHOE YUPEKICHUE BBICIIIETO 00pa30BaHUS
«CubupCcKuii roCyIapCTBEHHBIN YHUBEPCUTET TEICKOMMYHHUKAIIUN U HHHOPMATHKM

(CubI'YTH)
VYpanbCkuil TEXHUYECKUN UHCTUTYT CBsI3M M nHGOopMaTuky (puiuan) B . ExatepunOypre
(YpTUCHU Cubl'YTHN)
Yr1Bepxaaro
Hupexrop YpTUCHU Cubl' YTU
E.A. Mununa
« » 2020 T.

PABOYAA MPOI'PAMMA

[0 JUCLUIUIMHE «3a1HuTa MHGOPMALUHN 0T HECAHKIIMOHUPOBAHHOIO JOCTYIa»
11 OCHOBHOM NpodeccroHabHOM 00pa30BaTEIbHON MPOrPaMMBbI 110 HAIIPABICHUIO
11.03.02 «MH(pOKOMMYHHUKAIIMOHHBIE TEXHOJIOTHH U CHCTEMBI CBSI31

HanpaBiIeHHOCTH (podninb) — MTHPOKOMMYHUKAITMOHHBIE TEXHOJIOTHU B YCIIyTax CBA3H
KBaMuUKamus — 0akaiaBp

dbopma oOyueHust — ouHast
roJl Hayaia MoAroToBKH (1o yueOHomy 1urany) — 2020

ExarepunOypr 2020



Pa6ouyas nporpamMMa AMCUMIUIMHBI «3amura HHpOpMalMH OT HECAHKLMOHUPOBAHHOTO JOCTYIIa»
cocraBjicHa B COOTBeTCTBHH C TpeGoBaHusamMu ®I'OC BO no nanpapneHumro moaroroku 11.03.02
«IHPOKOMMYHHMKALMOHHbIE TEXHOJIOTMH M CHUCTEeMbI CBA3M» M IlonoxeHueM 00 oOpraHu3aluu M
ocymectBieHuss B Cubl'YTH o6pa3oBaTesbHOM AEATENBHOCTH 1O 00pa3oBaTENbHBIM NpOrpaMMam
BBICIIETO0 OOpa3oBaHMA — IporpaMmaM OakalaBpHara, NpOrpaMMaM CHELMAINTETa, NMpOrpamMMaM

MarucTparypsl.

ITporpammy cocraBmI:

CTapIIMii IPENoAaBaTeNb 474"’?&‘7 / E.C. TapacoB

AOJDKHOCTH NOAITUCH HWHHLHAJIBI, d)aMHJ'lHSl

"IOJKHOCTB NOJMMCH HHHIMANBL, paMuus

YTBepxaeHa Ha 3aceaHuH pHI[TC or 29.05.2020 mnporoxoa Ne 9

Kadeaps -
3aBenyrommuit kadenpoii (pazpaboTunka) “g\/ /H.B. By neuianna/
Ch MHMIMANBI, GaMITAsL
29.05.2020 I.
3aBemyrommii kadeapoil (BITYCKaIOMIEiR) %/ /H.B. Bymeinauna/

MOANMCH MHUIUATBL, haMuIust

29.05.2020 T.

CornacoBaHo
Otserctsennsiii no OITOIT (pykosoaurens OITOIT) % /H.B. Bynsuinusa /

“Tomnucs HMHULAANBI, paMuwua

29.05.2020 L.

OcHOBHas M JONOJIHUTENIbHAS JIUTEpPATypa, YKa3aHHad B paboueil nporpaMme, HIMEETCS B HAIMYUH B
6ubmmnorexe nHCTHTYTa U OBC.

M
3aB. 6ubnHoTEKOH / C.I'.TopbeHko

TMOATHUCH HMHULHAJIBI, d)aMPUlHﬂ




PaGouast mporpamma AuCHMIUIMHBI «3amuTa HHGOpPMANMM OT HECAHKIMOHHWPOBAHHOTO JIOCTYIa»
coctaBieHa B cooTBeTcTBUM ¢ TpeboBanusmu PI'OC BO mno nampasnenuto moxaroroku 11.03.02
«VTHPOKOMMYHUKAIIMOHHBIE TEXHOJOTUM M CHCTEMBI CBsA3n» M [lomoxeHumeMm 00 opraHuzanuu u
ocymectineHust B Cubl'YTU oOpa3oBarenbHOM AEATENBHOCTH MO 00pa30BaTENbHBIM IPOTrpaMMam
BBICIIEr0 00Opa3oBaHMs — MporpaMMaM OakalaBpHara, IpOrpaMMaM CIEIHAINTETa, MporpaMmaM
MarucTpaTyphl.

[Iporpammy cocTaBmiI:

CTapUIni MpenoaBaTeslb / E.C. TapacoB
JOJIKHOCTH IIOAITUCH HWHHUIIHUAJIBI, (l)aMI/IHI/I}I
/ / /
JOJIDKHOCTB IIOAIINCH HWHHIIUAJIbI, (baMI/IJ'H/ISI

YTBepxkaeHa Ha sacemammu OITJITC or 29.05.2020 mporokon Ne 9

Kadeapbl
3aBenyromuii kadeapoii (pa3paboTunka) / H.B. Byz[HJII[HHal/
IoAIIMCH HWHHUIIHKAJIbI, (I)aMI/IJ'II/Iﬂ
29.05.2020 T.
3aBeayromiuii kadeapoii (BeITyCKaroIei) /| H.B. byasuiaunal
MOAITHCH MHUIAAIB, GaMUITAS
29.05.2020 T.
CornacoBaHo
OtserctBernsiit mo OITOII (pykoBoautens OITOIT) /| H.B. byaeuiauna /
IIOAITUCH WHHUIIHAJIbI, Cl)aMI/IHI/IH

29.05.2020 I.

OcHOBHas U JOTIOJTHUTENbHAS JIUTEPATypa, yKa3aHHas B pabodeil mporpaMme, UMeeTcsl B HAIMYUU B
oubmmoteke nucturyra u IbC.

3aB. OUOINOTEKOM / C.I.'Topbenko
IoAIIMCH HWHHUIIHKAJIbI, (l)aMI/IJ'II/ISI




1. MECTO JUCIHUAILIAHBI B CTPYKTYPE OGPA3OBATEJIBHOM ITPOT'PAMMBI

JlucuurniuHa OTHOCHTCS K BapuHaTUBHOW dYacTh ydeOHoro miana. lludp nucuumivHbl B
yueOHOM 1aHe — b1.B.24.

ITK-1 — Cnocoben k saxcniyamayuu u pazeumuro cemesulx niamgopm, cucmem u cemelti
nepeoauu OaHHbIX

[IpenmecTByronme OcHoBbl Teopun 1eneir, IBM u nepudepuitabie yCTpoOHCTBa,
NUCHUIUIMHBI U IIPAKTUKU BrruncnurenbHas TEXHUKA U I/IH(bOpMaI_II/IOHHBIG TEXHOJIOTHH,
DOnemeHTHas 0a3a TENIEKOMMYHHKAI[MOHHBIX CHCTEM, SI3BIKU
[IpOrpaMMHUPOBAHHS, IIporpammupoBanue CETEBBIX
npuwiokeHndd,  CXeMOTeXHHMKa  TEeJIeKOMMYHUKAIIMOHHBIX

yCTpOMCTB, ba3bl HaHHBIX B TEIEKOMMYHUKaUUsX, Teopus
cBs3u, CeTeBble TEXHOJOTMU BBICOKOCKOPOCTHOM TMepeaadyu
JTAHHBIX, Hanpagnstoniue Cpelibl 3JIEKTPOCBSI3H,
OnepanMoHHBIE CUCTEMBI, APXHTEKTYypa M HPOTrPpaMMHOE
obecrieueHre CETeBBIX MH(POKOMMYHUKAIIMOHHBIX YCTPOKHCTB,
HopmaTtuBHO-nipaBoBast 0aza npohecCuoHaTBHOM
nesitenbHOCTH, KopropaTtuBHble MH(GOKOMMYHUKAIIMOHHBIE
cucteMbl U yciyrd, CHCTeMBI CETEBOrO COMPOBOXKIACHUS
MH()OKOMMYHUKAIIMOHHBIX cucteM U yenyr, Ludpossie
CUCTEeMBI pactipenenieHust coobmenuii, [TakeTHple paguoceTy,
Cetn u cucremMbpl MOOWIBHOM CBsi3u, Teopus Tenerpaduka,
[IpoekTupoBanue u 3KCIUTyaTanus ceTen CBS3H,
DJIEKTPONUTAHUE YCTPOMUCTB M CUCTEM TE€JICKOMMYHHKAIIMI

JIMCLIMIUTMHEI U IPAKTHKH, MyJIBTUCEPBUCHBIE CETH M NPOTOKOJIBI, JKOHOMHKA OTpaciu
M3ydaeMble OJHOBPEMEHHO ¢ [MH(pOKOMMYHHKaIMii, [ImaHupoBanne pa3BUTHsS yCIYT CBSA3H
NaHHOW JUCLMILIMHON Ha 0a3ze MHPOKOMMYHHUKAIIMOHHBIX CUCTEM.

[Tocnenyromue TUCIUILITMHBI

U IPAKTUKHU

IIK-8 - Cnocoben  ocywecmensimo — AOMUHUCMPUPOBAHUE — CEMEeBbIX  NOOCUCTEM
UHPOKOMMYHUKAYUOHHBIX CUCEM U/UNU UX COCMABNAIOUJUX

[IpenmecTByromue [IporpaMMupoBaHHE CETEBBIX MNPUIOKEHUHM, CXEMOTEXHMKA
NUCLIUILINHBI U IPAKTUKU TE€JICKOMMYHUKALIMOHHBIX ~ yCTPOMCTB, ba3bel naHHBIX B

TEJIEKOMMYHUKaUsX, Teopust cBsizu, CeTeBble TEXHOJIOTUU
BBICOKOCKOPOCTHOM TNepenayu naHHbIX, Hanpasmsiome cpeabl
AIIeKTpoCBsA3H, OIepaloOHHbIE CHCTEMBI, ApPXUTEKTypa U
MPOrpaMMHOE oOecrnieueHue CETEBBIX
MH(POKOMMYHUKALMOHHBIX YCTpoiicTB, HopmaTtuBHO-TIpaBoBas
0a3za mpodeccHoHAIBHOM JeaTenbHOCTH, KoprnopaTuBHBIC
MH(POKOMMYHUKALMOHHBIE CHCTeMBl U yciyrd, Cucremsl
CETEBOI'0 COIMPOBOXACHUSI MH(POKOMMYHUKALIMOHHBIX CHUCTEM
u ycnyr, [lakernsie paguocet, CeTn U CUCTEMBbl MOOUIBHOMN
CBSI3H.

JIMCUMIUTUHBI U IPAKTHKH, MyJIbTUCEPBUCHBIE CETU U IPOTOKOJIBL.

M3ydaeMble OJJHOBPEMEHHO C
JTAHHOW TUCLUIIIIMHOM
[locneayronye AUCIUTIITMHBI
1 IPAKTHKU




2. TPEBOBAHMUSA K PE3YJIbTATAM OCBOEHUS JTUCIHUTIJINHBI

B pesynbpraTe OCBOCHWS AMCIMIUIMHBI OOYYArOUIMICS JIOJDKEH JEMOHCTPHPOBATH OCBOCHHE
CJICOAYIOIUX KOMHGTGHL{I/Iﬁ o ACCKpUIITOpaM <«3HaHHd, YMCHHA, BJIAACHUSA», COOTBCTCTBYIOLIUC
TEMaTHYeCKHM pa3JiejaM JUCHUIUIMHBL, ¥ TIPUMEHUMBIE B HUX MOCIEAYIONIEM OOyYeHHH W
npoeCCHOHATILHOMN 1eATEbHOCTH:

IIK-1 — Cnocoben k sxcnayamayuu u pazeumuio cemesvlix NAAM@OopMm, cucmem u cemeu
nepeoauu OaHHbIX

3namo

- BUJIBI CETEBBIX YTPO3 U METOJIbI UX peaTH3aliiy,

- METOJIbI KpUnTOrpaduueKol 3auThl HHGOPMAIIHH,

- METO/IbI 3aIIUTHI OT CETEBBIX YTPO3 HA Pa3HBIX YPOBHIX STATOHHOW MOJIETH,
- METO/Ibl OPraHU3allUY BUPTYaIbHBIX YACTHBIX CETEH;

- METO/IbI 3aIUTH HHPOPMAIIH Ha OKOHEYHOM 000PY/IOBAHHH.

Ymemns

- HacTpauBath QyHKIHIO Port Security;

- cozmaBatb Access Control List;

- HacTpauBaTh QyHKIIUK OpaHaMaydpa,

- 3aIUIIATh CETEBOE 00OPYI0BAaHUE OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA;
- co3masath VPN coenunenns

Braoemw
- HaBBIKaMU PEIICHUS MPOU3BOACTBEHHBIX 3a/1a4 110 3aIUTE CeTEeBOI 0€30MacHOCTH.

IIK-8 -  Cnocoben  ocywecmenamv — AOMUHUCMPUPOBAHUE — CEMEBbIX  NOOCUCNEM
UHDOKOMMYHUKAYUOHHBIX CUCTNEM U/UTU UX COCMABTIAIOUUX

3namo

- BUJIBI CETEBBIX YTPO3 U METOJIbI UX peaTH3aliiy,

- METOJIbI KpUNTOrpaduIeKOl 3 Thl HHPOPMAIIHH;

- METO/IbI 3aIIUTHI OT CETEBBIX YTPO3 HA Pa3HBIX YPOBHSIX STAIOHHOW MOJIEIIH;
- METO/Ibl OPraHU3allUY BUPTYaIbHBIX YACTHBIX CETEH;

- METO/IbI 3aIIUTH HHPOPMAIIH Ha OKOHEYHOM 000PY/IOBAHHH.

Ymemnw

- HacTpauBath QyHKIHIO Port Security;

- cozmaBatb Access Control List;

- HacTpauBaTh QyHKIIUM OpaHaMaydpa,

- 3aIUIIATh CETEBOE 00OPYI0BaHNE OT HECAHKIITHOHUPOBAHHOTO JIOCTYIIA;
- co3maBath VPN coenunenns

Baaoemw
- HaBBIKaMU PEIICHUS MPOU3BOACTBEHHBIX 3a/1a4 110 3aIUTE CeTEeBOI 0€30MacHOCTH.



3. OFBEM JUCIHUTIINHBI

3.1 Ounas ¢popma o0ydyeHHs
OO6mas Tpy10€MKOCTh AUCIUILINHBI, U3y4aeMoil B 8 ceMecTpe, COCTaBisAeT 3  3a4eTHBIX
eaunull. I[lo qucnuniumHe npeayCMOTPEH DK3aMEH.

Bcero Cemectp
Busel yueOHoit paboThI 9ACOB/32UETHEIX

CIMHHII 8
AyautopHasi padorta (Bcero) 64/1,77 64
B Tom unciie B MHTEpaKTUBHOM dopMme 16/0,44 16
Jlexrmu (JIK) 18/0,5 18
JlaGopatopusie padotsl (JIP) 34/0,94 34
[Tpaktuueckue 3ansaTus (I13) 10/0,27 10
[IpomexxyTounblii KOHTpOJIb (I1P) 2/0,05 2
(C;l::oc)TOHTeanaﬂ padora cTy1IeHTOB 26/0,72 26
[TpopaboTka JeKInit 6/0,16 6
[TonroToBKa K MPaKTHYECKUM 3aHATHSAM H 41011 4
0hOpMIICHHE OTYETOB ’
1;[(1())5;;2(;1?{136K0222;)§:T0pHHM 3aHATHAM U 10/0.27 10
BrIinoiaHeHne KypcoBoil paboThI
Bremonnenue PI'P** - -
[MoaroroBka v caada sk3aMeHa* * 6/0,16 6
KonTtpoab 18/0,5 18
OO11ast TPYZA0EMKOCTh JUCIUTUINHBI, YACOB 108/3 108/3

Onna 3ayetrHas eqununa (3E) sxkBuBanenTHa 36 yacam.
** OcTaBHUTb HY’KHOE



4. COJEPXKAHUE JACIUILJIANHBI ITO BUJIAM YYEBHBIX 3AHATHAM

4.1 ConepxaHue JeKIIMOHHBIX 3aHATHI

Ne O6beM B yacax
pasnena HaumeHnoBaH#e TEKIIMOHHBIX TeM (pa3IeNoB) AUCIUILTUHBI U UX
JTUCIIUII- COZIEpKAHUE O 3 31
JIUHBI

1 CeTeBble YIpo3bl 2
OcHOBHBIE TPUYMHBI HEOOXOAMMOCTH 3alIUTHl WHOOPMALIUKA U JaHHBIX.
OO611re TPUHILIKIIBI 3aIIUTH UHPOPMAIMK B Pa3JIMYHbIX CETSIX.

OcHOBHBIE TIOHATHS YIrpo3 OE30MaCHOCTH: Yrpo3a, YA3BUMOCTh, PUCK,
xakep. Bunpl xakepoB U UX 0COOEHHOCTH.

OcCHOBHBIC HTHCTPYMEHTHI POHUKHOBEHUS B ceTh. VX 3amaym.
BpenonocHble mporpaMmbl, UX 0COOCHHOCTH U MPUHIUI paOOTHI.

TUIBI CETEBBIX aTAK, UX XapPAKTEPUCTUKH U IPUHIIUI PeaTu3alliu.

2 OO0mMe NPUHIMIIBI 3AIHTHI OT CETEBBIX ATAK 2
[Monmutuka cereBoii OezomacHocTu. CpencTBa TECTHPOBAHHUS CETEBOM
0e30MacHOCTH, WX Ha3HaueHue. MeTolbl CMSTYEHUs MOCIEeACTBUMA

ACTIPOCTPAaHEHHBIX CETEBBIX aTaK.

3 3amuTa ceTeBbIX YCTPOHCTB OT HECAHKIIMOHHPOBAHHOIO 10CTYIA 2
MeToapl aAMMHHCTPATUBHOTO JOCTyMa K MEXCETEBbIM YCTPOHCTBaM:
JOKaJbHBIN U yJnaneHHbIH. VX 0COOEHHOCTH M 00JacTh MCIOJIb30BaHUS.
[Tpotokonbl ymanenHoro gocryma: Telnet m SSH. Ux cpaBHuTenbHAS
XapaKTePUCTHKA.

TpeOGoBaHMs K MapoiisiM AJisi OOECTIeUeHUsT UX HAJACKHOCTH. AJNTOPUTMBI
XOIIMPOBAHUS IMAPOJICH. 3aluTa Mapoyie oT moadopa.

Hactpoiika MOBBIIIEHHOW O€30MaCHOCTH JIOKAIBHOTO W yJAJIEHHOTO
TOCTYyNa K YCTPOHCTBAM.

4 AyTeHTH(QUKAIUS, ABTOPU3ANMS U yUeT 2
[lonsiTne  ayreHTudukanwu,  aBTOpU3AMKM WU ydeTa.  BuHIb
ayTeHTU(UKaIMK: JIOKaIbHAs U Ha OCHOBe cepBepa. Mx cpaBHUTENbHAS
xapaktepucTtuka. [Ipotokon cepBepnoii ayrentuduxamuu RADIUS. Ero
XapaKTePUCTHKA. [TpouenypHsie XapaKTePUCTHUKHU. [TpunHLIMITBI
OpTraHHU3aINH CEPBEPHON aBTOPU3AIIMU U YUETA.

5 3amuTa ceTeil Ha KAHAJLHOM YPOBHE 2
Bunbr arak Ha kananeHOM ypoBHe DM BOC: arakm Ha Ttabmumsr MAC,
VLAN, DHCP, ARP, STP, anpecHsie aTaku ¢ TOAMEHOU. MeXaHU3MbI UX
pean3aIium.
Wcnonp3oBanne Qyakmum  Port  Security. Metoapl  orpaHHyYCHUS
KOJIMYECTBA  PACIIO3HABAEMBIX  aJ[pECOB.  PEXHMMBI  HapyIICHHS
0€30MacHOCTH.
3amurta ot atak Ha VLAN, DHCP, ARP, STP, anmpecupie aTtaku c
[IOIMEHOH.

6 3amuTa ceTeil HAa 0OCHOBE CNIMCKOB KOHTPOJIS 10CTyNA 2

[MTousitue criuckoB koutpous gocryna (ACL). Mx 3agaun. Buasl crirckoB
U ux ocoOeHHoctH. OOummii mpuHimn padotel. [loHATne mabmoHHON
MacKy. Bupl 11abJOHHBIX MACOK M METO/IMKA €€ BHIYUCIICHUS.

MeTOIMKH CO3/IaHUSl CTAHAAPTHBIX M PACHIMPEHHBIX CIHUCKOB KOHTPOJIS
noctymna. Meroas! usmenenus ACL. Mcnonb3oBanne ACL aiis 3amMThl OT
atax ICMP u SNMP.

Hcrionb30BaHMEe CIMCKOB KOHTPOJIS qocTyma st IPV6.

HacTtpoiika pa3HOTUITHBIX CIIUCKOB KOHTPOJIA JOCTYIIA.

[Tonsitue NAT. Hasznauenune. Buapt NAT u npuHOHMN uX pean3aiiuu.
Hactpoiika paznorunHoro NAT. CpaBHutensHast xapakrepuctuka NAT u
PAT. Ocob6ennoctu npumeHenus PAT. Ero Hactpoiika.

6




BupryanbHble YacTHbIE CeTH

[Tonsitue BuprTyanbHbix yacTHbIX cereil (VPN). IlpemmymectBa ux
ucnonb3oBanus. Metonel moctpoeHus VPN: ¢ yagaleHHBIM JOCTYIIOM,
SSL, IPSec. Mx ocoGeHHOCTH.

OcHoBHbIe PyHKIIMU Oe3omacHocTH TIpoTokoia IPSec. ITporokomnsr IPSec:
AH, ESP, IKE. ®opmatbl IpOTOKOJIOB ¥ MPUHLIUI UX PaOOTHI.

[Tpuntun nHactpoiiku VPN IPSec.

Opranusanus cereBoii 0€30IIaCHOCTH HA MeKCETEBBIX IKPAHAX
Ha3znaueHue MexceTeBOro 3KpaHa. Buabl MeEKCETEBBIX 3KpaHOB M HX
0COOEHHOCTH, IOCTOMHCTBA U HEAOCTAaTKU. MecTo MeXCETEBbIX 3KPaHOB B
OpraHu3allil  MHOTOYPOBHEBOW CHCTEMBI CETE€BOHl  0E30MacHOCTH.
ApPXUTEKTYpbl 0€30MaCHOCTH Ha MEXCETEeBbIX DJKpaHax: YacTHbIE H
roCyIapCTBEHHBIC, JeMUIUTapu30oBaHHbie 30HbI (DMZ), Ha ocHOBe 30H
(ZPF).

[IpeumymiectBa ucnosib3zoBanuss ZPF. Dtanbl ux co3ganusi. Hactpoiika
ZPF Ha MeXCeTeBbIX dKpaHax.

Hactpoiika pa3iauuHbIX (QYHKIMHA CETeBOM 3alIUThl Ha MEKCETEBbIX
DKpaHax.

3ammTa OKOHEYHbIX YCTPOIMCTB ceTeil

OcHOBHBIE CeTeBbI€ YIpO3bl IS OKOHEYHOro 00OpynoBaHUS. MeTobl
ataki Ha Hero. OCHOBHBICE TpPH3HAKWM HAIWYHS PA3IHYHBIX aTak Ha
00opy10BaHKE.

MeToab! 3aIUThl OKOHEYHOTO 000PYIOBaHUS OT CETEBBIX aTakK.

3ammuTa CeTH OT HECAaHKIIMOHUPOBAHHOTO MOCTyma mo mpotokony IEEE
802.1X. Pomu ycrpoiicte mnpu ayreHtudukaumu. IlpouemypHas
XapaKTepuCTHKa MpoTokoja. Hacrpoiika ayTeHTH(HUKAUMU O MPOKOIY
IEEE 802.1X

BCEI'O

18

4.2 Coagepxxanne NPAKTHYECKUX 3aHATHI

Ne paznena

HaumeHnoBanue 1a00paTopHbIX pabOT, MPAKTUYECKUX 3aHATHH
JMCITUTUTHHEI

O0beM B yacax

O

3

31

3 3ydeHue NpUHLMIIOB yIpaBieHUs KoH(Urypauueil u oopazamu
10S

6

8 [Towck M ycTpaHEeHHE HEUCIIPABHOCTEH B 00eCIIeUCHUH
0€30MaCHOCTH CeTel Iepeaayn JaHHbBIX

4

BCET'O

10

4.3 Coagepxxanue JJa0OPaTOPHbBIX 3aHATHI

Ne paznena

HaumeHnoBanue 1a00paTopHbIX pabOT, MPAKTUYECKUX 3aHATHH
JMCITUTUTHHEI

O0beM B yacax

O

3

31

4 MccnenoBaHue METOIOB 3aILUTHI CETEBBIX YCTPOUCTB OT
HECaHKIMOHMPOBAHHOI'O JOCTYIIA

6

S) Hactpoiika ceteBoii 6e3omacHocTH ¢ momoIbo GyHkiuu Port
Security

5 VccnenoBanue NpUHIIMIIOB OPraHU3AIMK 3AIIUThI CETEH C
ncnoab3zoBannem VLAN

6 WccnenoBanue NpUHIIMIOB HACTPOHKH cTaHaapTHRIX ACL

(62}

~

VccnenoBaHye MPUHIMIIOB HACTPOrKH ciry:k061 NAT

7 Wccnenoanue npuHiunos opranuzamnuu VPN IPSec

OO

BCEI'O




4.3 Coaep:kaHue CaMOCTOATEIbHOI PadoThI

Ne Ne paznena O0BeM B yacax
Bun(s1) pabot, BEIMOTHIEMBIE CTYJCHTOM
/T | DUCIIAILINHEI O 3 31
1 [TpopaboTka JeKInii 6
2 [ToaroroBka K NPAaKTUYECKUM 3aHATUAM W OQOopMIICHHE 4 i -
OTYETOB
3 [MonroroBka K naboOpaTOpPHBIM 3aHATHAM U o]opmieHue 10
OTYETOB
4 [ToaroroBka u caada IK3aMeHa 6 - -
BCEI'O | 26 | - -

5. IEPEYEHb MTHHOBAIIMOHHBIX ®OPM YUYEBHBIX 3AHSTHI!

IIpenooasanue Oucyunaunel 6asupyemcs Ha pe3yIbmamax HAYYHLIX — UCCIEeO08AHUL,
npogooumvix  YpTHCHU Cubl'VTHU, 6 mom wuucie ¢ y4yemom pecUOHAIbHbIX 0COOeHHocmel
npogheccuoHanbHoU 0esimelbHOCMU 8bINYCKHUKO8 U nompeOHocmell pabomooamenell.

No O6beMm B Bun Hcnonb3yembie
wn Tema yacax® | y4eOHBIX | WHHOBAIIMOHHBIC
0 3 3aHATUI (hopMBI 3aHATHI
1 OO011re MPUHLIUIBI 3aIIUTHI OT CETEBBIX aTak | 2 2 Jexuus I'pynnossie
JIMCKYCCHH
W3yuenue IPUHLIUAIIOB 6e3omacHoro | 2 IIpakTnue O6cyxnenune
o [ynpaBneHus yCTPOHCTBAMHU CKOE npooIem
3aHATHE MPUKIIQTHOTO
Xapakrepa
HccnenoBaHue METOMOB 3allIUTBI CETEBBIX | 6 Jlaboparo Macrep-knacc
3 |yCTpOMCTB  OT  HECAHKIMOHHMPOBAHHOTO pHast
ocTyna pabora
HccnenoBanue  MPUHIMIIOB  HACTPOMKH | 6 JlaGopaTto Macrep-knacc
4 |cyx0s1 NAT pHas
paborta
BCEIO |16 | 2

* He menbIie HWHTCPAKTUBHBIX 4aCOB

6 YHEBHO-METOJNYECKOE 1 THOOPMAIIMOHHOE
OBECIIEYEHME 110 JUCHUIIJIMHE

6.1 Cicox OCHOBHOI JIMTEPATYPbI

1. anerun B. ®. 3ammra komnbioTepHOl HHpopManuu. DPdeKTUBHBIE METOIBI M CPEICTBA
[OnexkTponnbiii  pecypc]:/ IHamprun B.  ®.-DnektpoH.  TekcroBbie  gaHHBIC.-CapaToB:
[Tpododpazoanue, 2017.- 544 c. - Pesxum gocryna: http://www.iprbookshop.ru/63592.html.

2. bamuter I1. H. Wndopmanmonnas Oe3onacHOCTh M 3amuTa MHGOpMAMH [DIEKTPOHHBIHN
pecypce]: yuebnoe mocodbme/ bamuter I1. H., babdam A. B., bapanoa E. K.- Dnektpon. TekcTtoBbie
nansele.- M.: EBpasuiickuii  oTkpbITBIE  umHCTHTYT, 2012.- 311 c. Pexum pgocryma:
http://www.iprbookshop.ru/10677.html.

6.2 CiMcoK J0MOJTHUTEILHOM JTUTEPATYPBbI

1. MHCTpyMEHTaNbHBIA KOHTPOJL M 3amuTa uHpopMmamuu [DIeKTpOHHBIA pecypc|: ydeOHOe

1 YyecTb passuTHe y 06Y4atoOLLMXCA HABbIKOB KOMaHAHOM paboTbl, MEXAUYHOCTHON KOMMYHUKaLMKU, NPUHATAA PeLIeHNiA,
NIMAEPCKUX KayecTB (BK/OYas NpoBefeHWe WHTEPAKTUBHbIX NEKUMNA, FPYNNOBbIX SUCKYCCUM, PONEBLIX WUFP, TPEHUHIOB,
aHan3 CUTyaUnin U UMUTALMOHHBIX Moaenen).
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mocobue/ H. A. CsunapeB [u ap.].- Duektpon. TekcroBele maHHble.- Boponex: Boponexckwuii
rOCy/IapCTBEHHBII YHUBEPCUTET WHKEHEPHBIX TexHoioruil, 2013.- 192 c.— Pexum poctyna:
http://www.iprbookshop.ru/47422.html.

6.3 UndopmanuonHoe odecrniedenne (B T.94. UHTEPHET- PECYPCHI).
1. Odununanshsriii caiit UISL.RU/ (nata oopamenus: 15.05.2020)

2.Enunas  Hay4Ho-oOpa3oBarenbHas  anekTpoHHas cpexa (E-HOODC) YpTHUCU
http://aup.uisi.ru/

3. DnextponHas 6ubmmoteuyHas cucrema «IPRbooksy /http://www.iprbookshop.ru/ goctyn mo
JIOTHHY | TTapOJTIO

4. Dnextponnslil karaior ABK ASBOOK

5.IlonHOoTeKcTOBass 0a3a JMaHHBIX Y4eOHBIX M MeToguueckux mocobmit CuOl'YTU
http://ellib.sibsutis.ru/cgi-bin/irbis64r_12/cgiirbis_64.exe?LNG=
&C21COM=F&I21DBN=ELLIB&P21DBN=ELLIB&S21FMT=&S21ALL=&721ID=&S21CNR=
AOCTYII IO JIOTUHY W TapOJItO

6. Hayunas snexrponnas oubimoreka (HOB) elibrary http://www.elibrary.ru

7. EnuHoe oKHO JocTyma K 00pa3oBaTebHBIM pecypcam http://window.edu.ru/

8. Cerenas akanemus Cisco. Kypc «Network Security» https://www.netacad.com

7 MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHHUE JUCHOMIIJIMHBI U
TPEBYEMOE IPOT'PAMMHOE OBECIIEYEHHUE

HaunmenoBanune Bun HaumenoBanue o60opyaoBaHus,
ayJauTOpUH, 3aHATHI MIPOTrpaMMHOTO 00ecIIeUeHUs
KaOHMHETOB,

naboparopuii
JlexnimonHas JIeKIIMOHHEBIE — KOMITBIOTEDP;
ayIUTOpHS 3aHATUA — MYyJIbTUMEAUIHBIN IIPOEKTOD;
— DKpaH;
— J10CKa.
JlaGoparopwus 205 JlaGopaTopHbie 1 - TIEPCOHAIbHBIC KOMITBIOTEPHI TOAKITIOUYCHHBIC
YKNe3 [IPaKTUYECKUE B JIOKQIbHYIO Ce€Tb M ceTb MHTepHer,
paboThI paboTaroniue noJI yIpaBiICHUEM
oneparnmonHoit cucremMbl Windows Server 2016
u Windows 10,
- kommyTaTop Cisco 2960,
- mapmipytusarop Cisco 2901, 2800,
- MexceteBoi skpad ASA 5505,
- nporpammHoe obecrieuenne OpenOffice,
- nporpammHsIi taket Cisco Packet Tracer.

8 METOJIWYECKHWE YKA3ZAHWS JUISA OBYYATIOIMXCS ITO0 OCBOEHUIO
JTACIATIIAHBI?

8.1 [loaroroBKa K JIeKUMOHHBIM, IPAKTHYECKUM H JJA00PATOPHBLIM 3aHATHAM
Ha nexkuusax He0OX0IMMO BECTH KOHCIIEKTHPOBAaHHE Y4eOHOI0 MaTepuaiia, o0pamarh BHUMaHUE

Ha Kareropuu, (popMyIUpOBKH, PACKPBIBAIOIINE COJCPKAHWE HAYYHBIX SIBICHMA M TPOIIECCOB,
Hay4HbI€ BBIBOJBI U IPAKTUYECKUE PEKOMEHIALIUH.

2 lenblo MeTOAMYECKUX YKasaHuii asnsetca obecrieyeHne ob6ydalOWMMCA ONTUMaNbHOM OpraHM3auMmM npouecca
M3y4YeHUA OUCUMMNIUHDI.
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Koncmext JICKOWKW JIy4IIC IMOAPasAcCiiATb Ha IYHKTBI B COOTBETCTBHMH C BOIIPpOCAMH IIJIaHA
JICKIIUA, NPCJIOKCHHBIMHA IIPCIIOAaBaTCIICM. Cne;[yeT 06paH_IaTI> BHMMAaHHMC Ha aKICHTLI, BbIBO/JBI,
KOTOPELIC ACIACT JICKTOP, OTMCUAad HanOoJIee BaXKHbIC MOMEHTHI B JICKIIMOHHOM MaTcpurajic.

Bo Bpems nekuuu MOKHO 3a/1aBaTh MPENOAaBaTEI0 YTOYHSIOIIME BOMIPOCHI C LIENbI0 OCBOEHUS
TEOPETUYECKHUX MOJIOKEHUH, pa3pelIeHHs] CIIOPHBIX BOIPOCOB.

8.2 CamocrosiTesibHasA padoTa CTYJAEHTOB
VYcnentHoe OCBOEHHE KOMIETEHIMH, (OpMUPYEMBIX JaHHOW y4eOHOW JTUCIMILIMHOM,

npeanojaract OTUMaJIbHOC UCITIOJIB30BAHUC BPECMCHHA CaMOCTOSTEILHOMN paGOTBI.

IlonroroBka K JEKIMOHHBIM 3aHATHSAM BKJIIOYAeT BEHINOJHEHHWE BCEX BHIOB 3aJaHUM,
PEKOMEHIOBAaHHBIX K KaKJIOW JICKITUH, T. €. 3aJaHUS BBIMOJHAIOTCS €I 10 JICKIIMOHHOTO 3aHATHUS 110
cooTBeTcTBYIOIIECH Teme. llemecooOpa3Ho mopabaThiBaTh CBOM KOHCIEKT JICKIIMH, Jeias B HEM
COOTBETCTBYIOIIME 3aMTUCH U3 JUTEPATyPhl, PEKOMEHIOBAHHON MpernoaBaTelieM U MPeayCMOTPEHHON
y4eOHOI porpaMMoN.

Bce 3amanus k nabopaTopHbIM paboTam, a TakKe 3aJaHus, BBIHECEHHBIE Ha CAMOCTOSITEIBHYIO
paboTy, PeKOMEHyeTCs BHITIOIHATH HEMOCPEICTBEHHO MOCIIe COOTBETCTBYIONIEH TEMBbI JICKIITHOHHOTO
Kypca, 4TO CIOCOOCTBYET JydIlleMy YCBOCHHMIO MaTepHaia, MO3BOJIIET CBOCBPEMEHHO BBISIBUTH W
YCTPaHUTh «IIPoOEIby B 3HAHUAX, CHCTEMATHU3UPOBATh paHee MPOUICHHBIN MaTepral, Ha €ro OCHOBE
MPUCTYTHUTH K MOJYYECHUIO HOBBIX 3HAHUHW U OBJIAJICHUIO HAaBBIKAMH.

CamocrosiTenbHas paboTa BO BHEAyAUTOPHOE BPEMSI COCTOUT HU3:

- IOBTOPEHUS JICKIITMOHHOTO MaTepHaa;

- MOJITOTOBKH J1Ta0OpaTOPHBIM paboTam;

- MOATOTOBKA K MPAKTUYECKUM 3aHSATHUSIM;

- U3y4YeHUS Y4eOHO-METOAMYECKON 1 HAYyIHOH JINTEPATYPHI;

- U3yYCHHS] HOPMaTHBHO-TIPABOBBIX aKTOB;

- peleHus 3a/1a4, MPelyCMOTPEHHBIX Ha JJA0OpaTOPHBIX padoTax;

- MIOJITOTOBKHU K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T. II.;

- MIOJITOTOBKH K CEMUHApaM yCTHBIX JIOKJIAJI0B (COOOIICHM ),

- BBITIOJTHEHUSI KOHTPOJIBHBIX Pa0dOT 10 33JaHUIO MPETO/IaBaTENs,

- POBEIEHNE CAMOKOHTPOJISI ITyTEM OTBETOB Ha BOMPOCHI TEKYIIEro KOHTPOJIS 3SHAHHMA, PeIICHUS
MPEJICTABICHHBIX B Y4eOHO-METOAMYECKHX MaTepuanax IUCIUIUIMHBI 33134, TECTOB, HAIMCAHUS
pedepatoB U 3cce 1o OTACTBHBIM BOIPOCAM H3y4aeMOU TEMBI.

8.3 [loaroroBKa K NPOMeEKYTOYHOM aTTECTALNM
[Tpu moArOTOBKE K MPOMEKYTOUHOM aTTECTAIllMU HEOOX0IUMO:

- BHUMATEJIbHO M3YyYUTh IEPEUCHb BONPOCOB M OMNPEACNNTH, B KAKMX HCTOUYHHKAX HAXOMATCS
CBEJICHNS1, HEOOXOIMMBIE JJIS OTBETA HA HUX;
- BHUMATEIbHO MPOYUTATh PEKOMEHAYEMYIO JTUTEPATypy;
- COCTaBUTh KPAaTKHeE KOHCIEKTHI OTBETOB (TIJIAHBI OTBETOB).
OcBoeHme TUCHMIUIMHBI MPETyCMAaTPUBAET MOCEIICHUE JIGKIMOHHBIX 3aHATHA, BHIOJIHEHHE U
3alIUTy Ja00PAaTOPHBIX, MPAKTUYECKUX paboT, CAMOCTOSTENIEHON PaOOTHI.
Texkymmii KOHTPOJb JIOCTMKEHHUS pPE3ylbTaToB OOydYeHHs 10 JUCHMIUIMHE BKIIIOYAET
CIICAYIOIIHNE POLIETyPHI:
-KOHTPOJIbHBIE PAaOOTHI IS TIOJTyCEMECTPOBOI aTTeCTaLNH;
-KOHTPOJIb CAMOCTOSITEIBHOM pabOThI, OCYIIECTBIIIEMBIH Ha KaXKJOM MPAKTHUYECKOM 3aHITUHU U
1 1abopaTopHOi, paboTe;

-3al1UTa JJA0OPATOPHBIX PabOT.
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[TpoMeXyTOUHBIN KOHTPOJIb TOCTHKEHUS PEe3yIbTaTOB O0YUYEHHUS MO TUCHUILUTMHE TPOBOIUTCS
B CJIEAYIOUINX (OpMax:
- sk3ameH (8 cemectp).

JUis  mpoBeAeHUS TEKYyIIEro KOHTPOJISL M IIPOMEKYTOYHOM aTTEeCTallMM HUCIHOJIb3YIOTCA
OIIEHOYHBIE CpENICTBA, OMHUCAHHE KOTOpPhIX pacnojioxkeHo B Ilpunoxenun 1 m Ha caiite
(http://www.aup.uisi.ru).
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