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1. IlepeyeHb KOMNETEHIUI 1 HHAUKATOPOB UX J0CTUKEHUS
[Iponiecc n3yueHus AUCUMILTMHBI HAIPpaBlieH Ha (OPMHUPOBAHUE CAEAYIOIUX KOMITETEHIHIL:

Kon u Kon n naumenoBanue
[IpenmectByromue 3ransl
HAauMEHOBAaHHE MHAMKATOpa TOCTHKEHUS Oran
. (c ykazaHueM JUCIUILINH)
KOMIICTCHITHH KOMTICTCHITHIA
IK-1 — IK-1.1 3HaeT MIPUHLIUIIBI OcHoBbI Teopuu 1ernei (1 sran),
CnocoGen K [IOCTPOCHUS U pabOThl CETU CBSI3H, BBenenue B omepaluOHHbBIE
AKCIUTyaTallMii  [[IPOTOKOJOB OOMeHa WH(popManuen CUCTEMBI Unix, [TakeTtsr
U Pa3BUTHIO [ CUTHAIM3AIMH, UCIOJIb3YEMBIX B MPUKIAIHBIX porpaMM (3 atam),
CETEBBIX CeTSIX CBS3M, CTaHAAPTHl KayecTBa BbruncnautenbHas TeXHUKA U
iathopwm, nepeaayy JaHHBIX U roJIoca. WH(OPMAIMOHHBIE TEXHOJOTHUU
cucteM u cereit [[IK-1.2 3HaeT 3aK0HOIATEIHCTBO (3 oran),
nepegadn Poccuiickoit ®eneparuu B 001acTu DneMeHTHas 6aza
TTAaHHBIX CBSI3M,  MPEAOCTABICHUS  YCIYT TEJIEeKOMMYHUKALIMOHHBIX
CBSI3U. cuctem (3 stam),
I1K-1.3 3HaeT OCHOBBI TEXHHUYECKON A3k mporpammupoBaHus (4
HKCILTyaTaluy, TIPUHIIHAIIBI JTar),
[MOCTPOCHUS u paboThI CxemMoTexHHUKa
KOMMYTAIIMOHHOTO  00OPYZAOBaHUS TEJICKOMMYHUKAIIMOHHBIX
KOMMYTAllUOHHBIX  MOACHCTEM U ycTpoiicTB, OCHOBBI MOCTPOEHUS
CeTEeBbIX IIAT(GOPM, IEPCIEKTUBHI WH()OKOMMYHUKAIIMOHHBIX
TEXHUYECKOTO Pa3BUTHS OTpPACId CHUCTEM U ceTelt (4 rTan),
CBSI3U bazbl JTaHHBIX B
IIK-1.4 VYmeer cobupatb U TEeJICKOMMYHUKaUAX (4 9rarm),
aHAJTM3UPOBaTh JaHHBIE O paboTe Teopus cBsizu (4 3Tan),
CeTH, CTAaTHUCTUYECKUE IapaMeTphl CereBble TEXHOJIOTUU
Tpaduka; MIPOBOIUTH pacuer BBICOKOCKOPOCTHOM  Iepenauu
nHTEepdelicoB BHYTPEHHUX TTaHHBIX (5 JTarn),
HAMpaBJICHUH CETU; BBIPAOATHIBATH 2 Hanpasstromue CHCTEMBI
pereHus o OTIEpPaTUBHOMY DJICKTPOCBSIZHU (5 JTarn),
epeKOH(PUTyPUPOBAHUIO cerw, [IpoexTupoBanue "
M3MEHEHUIO MapaMeTpoB bKCIuTyaTanus ceteid cBs3u (7
KOMMYTAllHOHHOMN MOJCUCTEMBI, sTan), DIEeKTpONUTaAHUE
CeTeBbIX  IUIaTGOpM;  HU3MEHSTH YCTPOMCTB u CUCTEM
rapameTpbl KOMMYTallUOHHOHN TeleKOMMYHUKauud (6 9Tan),
[10/ICHCTEMBI, MapIIpyTU3aluU Cetn u cucteMbl MOOWIBHOMN
Tpaduka, OpraHu3alUM HOBBIX U cBsi3u (6 ortam), ApXUTEKTypa
paciupeHuu UMEIOUINXCS TEJIEeKOMMYHUKAIMOHHBIX CETEeH,

HaIlpaBJICHUN CBS3U.
IIK-1.5 VYwmeer »skcrtyaTupoBaTh
o0opynoBaHHE  KOMMYTAI[MOHHOM

M0JICICTEMBI, COITYTCTBYIOIIETO
obopynoBaHus u CETEBBIX
maThopm.

I1K-1.6 Bnaneer HaBBIKaMHU

pa3pabOTKH CXEMbl OpraHu3aIluu
CBSI3H, IIOCTPOECHUS U PACIIUPEHUSA
KOMMYTAIIHOHHOW TOJICUCTEMBI U
CeTEeBbIX  IMIAaTGOpM, HaBBIKAMH
paboTel Cc 0a3amMu JaHHBIX H
aIMUHUCTPUPOBAHUS

00Opy/lOBaHUS  KOMMYTAI[HOHHOM

IOACHUCTCMBI.

CeTd M CHCTEMBI DPaIUOCBSI3H,
[Iporokonsl u  uHTEpdeEnch
TEJICKOMMYHUKAIIMOHHBIX
cructeM, CeT MOOUJIBHOM CBS3M,
becripoBogHbIE TEXHOJIOTUH
nepesayd JaHHBIX, TeXHOJOTuu
TPaHCTIOPTHBIX ceTell, CucTemsl
CUTHANU3aluu B ceTsax cBa3u(7
sTam)..

dopma(bl) MPOMEKYTOYHOM aTTECTAIUU 110 AUCITUIUIMHE: 3K3aMeH (8 cemMecTp).
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2. [oka3aTeu, KpUTEPUHU U IKAIbI OLIEHUBAHUS KOMIIeTeHIUI

2.1 Tloka3arenem OICHMBAaHWS KOMIIETEHIMH Ha dTame WX (OPMHPOBAHUS TPU HU3yYECHUH

AUCHUIUIMHEI SIBJIICTCA YPOBCHB UX OCBOCHHH.

Ixanma
OILICHHUBAHUA

Pesynbrarel 00ydeHus

JeckpunTopsl ypoBHEN
OCBOCHHS KOMIIETEHLIHI

ITK-1 — Cnioco0eH K 3KCIIyaTallii M Pa3BUTHIO CeTeBbIX IIaTGOPM, CHCTEM U ceTeH
nepefAayYm JaHHbIX

Huszkuit
(TTOporoBHIii)
YPOBCHB

1K-1.1 3HaeT MPUHLIUIIBI
MMOCTPOCHUSI W PabOTHl CETH CBS3H,
MPOTOKOJIOB 0OMEeHa nHpopManuen u
CUTHQJIM3AIIMN, HCIONB3YEMBbIX B
CeTsIX CBSI3U, CTaHAApPThI KadecTBa
repeaadn JaHHBIX U roJioca.

IIK-1.2 3HaeT 3aKOHOJATEILCTBO
Poccuiickoit denepanuu B obiacTu
CBSI3H, TIPEIOCTABIICHUS YCIYT CBS3H.
II1K-1.3 3HaeT OCHOBBI TEXHHUYECKOMH
DKCILTyaTaluH, TIPUHIIAIIBI
MMOCTPOCHUS paboTsl
KOMMYTAllUOHHOTO  00OPYIOBaHUS
KOMMYTAllUOHHBIX ~ TIOJICUCTEM U
CeTEeBBIX IUIAT(HOPM, TEPCICKTUBI
TEXHUYECKOTO  Pa3BUTHUS  OTpaCIu
CBSI3H

n

[Ipu otBeTre Ha BOMPOCHI  JOMYCKAaET
3HAYUTENIbHbIE OMIMOKY, HE B TIOJHOW Mepe
CBSA3BIBAET TEOPETUUYECKHUE U MPAKTUUECKUE
BOIIPOCHI 1O METOJaM 3alluTa ceTed OT
HECaHKI[MOHUPOBAHHOTO JI0CTyTa,
HCII0JIb3YEMOT0 00opyaOBaHUS u
HAaCTPOMKU CUCTEMBI 3alIUThI CETEH.
Jlomyckaer omuOKu  mpu pelieHun
MPaKTUYECKUX 3a/1a4.

IIK-1.4  Ymeer coOupath u
aHaJTM3UpPOBaTh JlaHHBIE O paboTe
CeTH, CTAaTUCTHYECKHE MapaMeTphI
Tpaduxka; IIPOBOJUTH pacuer
nHTEepelicoB BHYTPEHHUX
HaIpaBICHUH CETH; BBIPAOATHIBATH
peIeHMSI o OTIEPaTUBHOMY
nepeKOH(PUTyPUPOBAHUIO CeTH,
N3MEHCHHIO napameTpoB
KOMMYTallMOHHOMN MOJICHICTEMBI,
CeTeBhIX  IatdopM; W3MEHSTh
napameTphbl KOMMYTaIlMOHHON
MOJICICTEMBI, MapuIpyTU3aluu
Tpaduka, oOpraHu3alMd HOBBIX U
pacIpeHnH UMEIOIIUXCS
HaIlpaBJICHUN CBS3U
IIK-1.5 VYwmeer »sKcrulyatupoBaTh
obopynoBaHue KOMMYTaIlHOHHOM
MOJICICTEMBI, COITYTCTBYIOIIIETO
000pYyIOBaHUS U CETEBHIX TUIaT(hopM

OILINOKH
u

Jlomyckaetcst npu  BBIOOpE
000pyI0BaHUS UHCTPYMEHTOB IS
3aIUTHI OT  HECAHKIMOHHPOBAHHOTO
nocryma. Jlomyckaer ommOKy B HACTPOHKAX
3alIUTHl CETEH OT HECaHKIIMOHHPOBAHHOTO

JocTymna.

I1K-1.6 Bnaneet HaBBIKaMH
pa3paboOTKU CXEMBbl OpraHU3aluu
CBSI3U, TIOCTPOCHHUS M PACIIMPECHHS
KOMMYTallUOHHOM  TMOACUCTEMBI U
CeTeBbIX  IIaThop™M,  HaBBIKAMH
paboTel ¢ 0a3aMu JaHHBIX U
QAMUHUCTPUPOBAHKS 00O0PYIOBAHMS
KOMMYTAIlMOHHOM MOJICHCTEMBI

JlomyckaeT 3HAYUTENbHbIE OIIMOKH B
[IPOEKTUPOBAHUM CHUCTEM 3aIIUTHI CETEH OT
HECaHKIIMOHUPOBAHHOTO JTOCTYTIA.

Cpennuit
YpPOBEHb

TK-1.1 3Haer MPUHIIUIIBI

IOCTPOCHUA H pa6OTI>I CCTHU CBiA3H,

[Ipn oTBeTe Ha BONPOCHI JIONYCKaeT HE
3HAYUTENbHBIE OIMMOKH, B TOJHOH Mepe
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MPOTOKOJIOB 0OMEeHa nHpopManuen u
CUTHQJIM3AIIMU, HCIONB3YEMBbIX B
CeTsIX CBSI3U, CTAaHAAPThI KadyecTBa
repeaadn JaHHBIX U TroJioca.

IIK-1.2 3HaeT 3aKOHOJATEILCTBO
Poccuiickoit denepanuu B 006iacTu
CBSI3H, TIPEIOCTABIICHUS YCIYT CBS3H.
II1K-1.3 3HaeT OCHOBBI TEXHHUYECKOMH

CBSA3BIBAET TEOPETUUYECKHUE U MPAKTUUECKUE
BOIIPOCHI 10 METOJaM 3alluTa CeTed OT
HECaHKI[MOHUPOBAHHOTO JI0CTyTa,
HCII0JIb3YEMOT0 00opyaOBaHUS u
HAaCTPOMKU CUCTEMBI 3aLIUThI CETEH.
JlomyckaeT He 3HAYUTENbHbIE OMNOKU MPU
pEelIeHUU MTPaKTUYECKUX 3a]1ay.

OKCILTyaTaluu, IMPUHIUITBI

MMOCTPOCHUS " paboTsl

KOMMYTAIlUOHHOTO  00OpYAOBaHUS

KOMMYTAIIHOHHBIX ~ IOJICUCTEM U

CeTeBBIX IUIaT(OpPM, TEPCIEKTUBBI

TEXHUYECKOTO Pa3BUTHSl  OTPaciu

CBSI3H

IK-1.4  Ymeer cobuparb U |[lomyckaeT mpu BbIOOpe 00OpYIOBaHUS |

aHaJIM3UpPOBaTh JlaHHBIE O pabdoTe
CETH, CTAaTUCTUYECKUE MapaMeTphI
Tpaduxka; IIPOBOJUTH pacuer
nHTEepdelicoB BHYTPEHHUX
HaNpaBJICHUH CETH; BBIPAOATHIBATDH
pereHus o OIIEPAaTHBHOMY
nepeKOH(PUTyPHUPOBAHUIO CeTH,
N3MECHEHHIO apaMeTpoB
KOMMYTAI[HOHHOM MIOJICHICTEMBI,
CETEBBIX  IUIATHOPM; U3MCHATH
napameTphbl KOMMYTaIlMOHHOMN
MOJICHCTEMBI, MapIIpyTH3aLUH
TpaduKa, OpraHW3allid HOBBIX U
pacIypeHun MMEIOLINXCS
HaIlpaBJICHUN CBS3U
IIK-1.5 VYwmeer »sKcruryatupoBaTh
obopynoBaHue KOMMYTaIIHOHHOM
MOJICHCTEMBI, COMYTCTBYIOIETO
000pYJIOBaHUS M CETEBBIX MIIaTHOPM

I/IHCTPYMGHTOB JJI 3alIUThI oT
HECaHKITMOHUPOBAHHOTO JIOCTYTIA.
JlomyckaeT He 3HAUUTENbHBIC OIIMOKH B
HACTPOMKaxX 3alIUTHI ceTen oT
HGC&HKI_II/IOHI/IpOBaHHOI‘O ,Z[OCTyHa.

I1K-1.6 Bnaneet HaBBIKaMH
pa3paboOTKU CXEMBbl  OpraHU3aluu
CBSI3U, TIOCTPOCHHUS W PACHIMPECHHS
KOMMYTAllUOHHOM  TMOACUCTEMBI U
CeTeBbIX  IIaThop™M,  HaBBIKAMH
paboTel ¢ 0a3aMu  JaHHBIX U
QAMUHUCTPUPOBAHKS 00O0PYIOBAHMS
KOMMYTAIlMOHHOM MOJICHCTEMBI

JlomyckaeT He 3HAYUTENbHbIE OLIMOKH B
[IPOCKTUPOBAHUU CUCTEM 3AILUTHI CETEH OT
HECAHKIMOHUPOBAHHOI'O OCTYIIA.

Bricokuii
YPOBEHb

TK-1.1 3Haer MPUHIIUIIBI
MOCTPOCHUSI U PabOTBI CETH CBsI3H,
MMPOTOKOJIOB 0OMeHa nHpopMaIuen u
CUTHAIM3allid, WCIOIb3yEeMbIX B
CeTSAX CBS3M, CTaHAApPTHI KadecTBa
nepenavyn JaHHBIX | roJioca.

IIK-1.2 3Haer 3aKOHOIATEIHLCTBO
Poccuiickoit ®@exnepaunun B 001acTH
CBSI3H, TIPEIOCTABJICHUS YCIYT CBSI3H.
I1K-1.3 3HaeT OCHOBBI TEXHHUYECKOM

OKCILTyaTalluu, IPUHIUIIBI

[Ipu oTBeTe Ha BONPOCHI HE JAOIYCKAET
omnOOK, B TIOJHOH Mepe CBS3BIBACT
TEOPETUYECKUE U NPAKTUYECKHE BOIPOCHI

1o MEeToZaM  3almra  CeTed  OT
HECAHKIIMOHHUPOBAHHOTO JI0CTYyIa,
HCII0JIb3YEMOT0 00opyoBaHus U

HACTPOWKHU CUCTEMBI 3aIUTHI CETEH.
He nomyckaer ommOOK mpu — pemieHUH
MPaKTUYECKHUX 3a/1a4.
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paboThI
00opyI0OBaHUS

[MOCTPOCHUS
KOMMYTallHOHHOTO
KOMMYTAallUOHHBIX ~ TOJCHUCTEM U
CeTeBBIX IUIAT(GOPM, TEPCIEKTUBBI
TEXHUYECKOIO  Pa3BUTUSL  OTpaciu
CBSI3U

n

IIK-1.4  Ymeer coOupath u
aHaJTM3UpPOBaTh JlaHHBIE O pabdoTe
CeTH, CTAaTUCTHUYECKHE IapaMeTphl
Tpaduka; MIPOBOJIUTH pacdet
nHTEepQeiicoB BHYTPEHHUX
HalpaBJICHUH CETH; BbIpaOATHIBAThH
peIeHHS o OTIEPATUBHOMY
MepeKkoH(pUTrypupoBaHUIO CeTH,
M3MEHEHHIO apamMeTpoB
KOMMYTallMOHHOM MOJICUCTEMBI,
CeTeBbIX  MiIaTtdopm; U3MCHSITh
rnapameTphl KOMMYTallMOHHOM
M0JICCTEMBI, MapuIpyTU3aluu
Tpaduka, OpraHu3allid HOBBIX U
pacipeHnu UMEIOIIUXCS
HaMpaBJICHUN CBS3U
IIK-1.5 VYmMmeer »skcmilyarupoBarb
o0opynoBaHue KOMMYTallMOHHOM
M0JICCTEMBI, COITyTCTBYIOILIETO
000pYyIOBaHUS U CETEBHIX TUIaT(GopM

He pomyckaer ommbok mnpu  BeIOOpE
000pyI0BaHUS U  MHCTPYMEHTOB st
3aIUTHI oT HECaHKIIMOHUPOBAHHOTO
OCTyIa, a  TakxKe 0e30mnb0YHO
HAaCTPauBaeT 3aIIUTy ceren oT
HECaHKLMOHUPOBAHHOTO JIOCTYTIA.

I1K-1.6 Bnaneer HaBBIKaMHU
pa3pabOTKM  CXEMBl OpTaHHU3aIuu
CBSI3M, TIOCTPOCHUS W PACIIUPECHUS
KOMMYTAIlUOHHON  TOACUCTEMBI |
ceTeBbIX  IuIaTGopMm,  HaBBIKAMH
paboTel ¢ 0azaMM JaHHBIX U
aJIMUHUCTPUPOBAHUS 000PYAOBAHUS
KOMMYTaITMOHHOM TOJICHCTEMBI

[TonnocTthio BIIQJICCT HaBBIKaMU
MPOEKTUPOBAHMSI CHCTEM 3alllUThl CeTel OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

K-8 - Cnioco0eH caMoCTOATEIbHO NPOBOAUTH IKCIIEPUMEHTAIbHbIE HCCIET0BAHUS U
HCNO0Jb30BATH OCHOBHbIE TPHeMbl 00PA00TKH M NMPeICTABJIECHNS MOJTY4YeHHBIX TaHHBIX

Huszkuit
(TTOporoBHIii)
YPOBCHB

I1K-8.1 3HaeT apxuTeKTypy U o0IIHe

[TPUHLIMIIBI (GyHKIIMOHUPOBAHUS,
anmapaTHeIX,  IOPOIPaMMHBIX  H
[IPOrpaMMHO-AINIAPATHBIX  CPEACTB

aIMUHUCTPUPYEMOM CETH;

YCTaHOBKY U DKCIUTyaTalHio
aAMUHUCTPUPYEMBIX CETEBBIX
YCTPOMCTB, YCTaHOBKE u

DKCIUTyaTalusl aJIMHHUCTPHPYEMOTO
MPOrPaMMHOTO O0ECTICUCHUSI;
[IpoTOKOJIBI KaHAJIBLHOTO, CETEBOTO,
TPAHCIIOPTHOTO M IIPUKJIAIHOIO
YPOBHEW MOJEIH B3aUMOJCHCTBUSA
OTKpBITI:IX CHUCTEM,

Mogens ISO nna  ynpaiieHus
CEeTeBBIM TPahUKOM;

Monenu IEEE;

Monenun nH(HOPMaIMOHHO-

JlomyckaeT 3HAYUTENTbHBIE OIMMOKH TIPH
padote ¢ IIK u B cetn mepenauu JaHHBIX,
[JIOXO OPUEHTHUPYETCS] B IPOTrPaMMHBIX
[IaKCTax, I/ICHOJIB?)yeMBIX JUUIA
MOJICTTUPOBAHUS CETEN CBS3H.

6




TEJIEKOMMYHUKAIL[UOHHOU ceTu

"UnTepHet";

PernameHTsl IIPOBEICHUS

MPOPUITAKTHIECKUX pabor Ha

aAMUHUCTPUPYEMOI

1H()OKOMMYHUKAIIMOHHOM CHUCTEME.

11K-8.2 Ymeer UCIOJIB30BaTh |JlomyckaeT 3HA4YWTENbHBIC OIIMOKK TpHU
COBPEMEHHBIE CTaH/apThl npu [pabote ¢ [IK u B ceru mepenayn AaHHBIX.

aJIMUHUCTPUPOBAHUU YCTPOWCTB H
MMPOTPaMMHOTO obecreueHus;
MMPUMCHATL IITAaTHBIC W BHCIIHHC
MpOTrpaMMHO-aNmapaTHbIE  CPEICTBa
IJIs1 KOHTPOJISA MPOU3BOAHUTCIBHOCTU

CETEeBOM HH(ppacTPyKTyphI
aAMUHUCTPUPYEMOM CETH;
Hcnonb3oBarh COBPEMEHHBIE

CpeAcTBa aIMUHHCTPHpOBaHUS 0a3
JaHHBIX;

JlomyckaeT CyIIeCTBEHHBIE OIIUOKHA TIPH
MOJICTTUPOBAHUM CETEN CBS3H.

T1K-8.3 Bnaneert HaBBIKaMH
MMAarHOCTUKA OTKAa30B U  OIIHOOK
CETEBBIX YCTPOMCTB U MPOTPAMMHOTO
obecrieyeHust

IIK-8.5 Biageetr HaBBEIKaMu

[TAHUPOBAHUS CTpaTeruu
BOCCTAHOBJICHHSI CETEBOM CHCTEMBI U
[IPOrPaMMHOI0 obecrniedeHus

MH(POKOMMYHUKAITMOHHON CHCTEMBI

[lmoxo  opueHTHpPyeTCS B  MeETOJax
JUArHOCTUKHN arrmapaTHoro n
MPOTPaMMHOTO obecrieueHus
MH(POKOMMYHUKAITUOHHBIX CUCTEM.

He gocrarouHo  Biameer  HaBBIKAMHU
BOCCTAHOBJICHUSA I/IH(bOKOMMYHI/IKaI_II/IOHHBIX
CHCTEM TpPH pa3JIMYHBIX BHIAX CETEBBIX
aTak.

Cpennuit
YPOBEHb

ITK-8.1 3HaeT apXuTeKTypy U 0O0IIIHe

[TPUHIATIBI (GyHKIIMOHUPOBAHMS,
anmapaTHbpIX,  NPOrPaMMHBIX U
[MPOrpaMMHO-ANMNapaTHBIX ~ CPEACTB

aIMUHUCTPUPYEMOH CETH;

YCTaHOBKY U DKCIUTyaTallio
aIMUHHUCTPUPYEMBIX CETEBBIX
YCTPOICTB, YCTaHOBKE u

DKCIUTyaTalusi aJAMHUHUCTPUPYEMOTO
MMPOTPAMMHOTO 00ECTICUCHHS;
[IpoTOKOJIBI KaHAJIBLHOTO, CETEBOTO,
TPAHCIIOPTHOTO W MPHUKIATHOIO
YPOBHEW MOJEIH B3aUMOJCHCTBUSA
OTKPBITBIX CHCTEM;

JlommyckaeT He 3HAYUTENbHBIC OIMIMOKU TpU
pabote ¢ IIK u B ceTn mepenaym NaHHBIX,
XOpOIIO OPUEHTUPYETCS B MPOTPAMMHBIX
MmakeTax, HCTOJIb3YEMBIX TS
MOJICTIUPOBAHHUS CETEN CBS3H.

Mognens ISO nnsa  ynpaBieHus

CETEBBIM TPaPUKOM;

Monenu IEEE;

Monenun uH(OPMaIMOHHO-

TEJIEKOMMYHHUKAI[HOHHON ceTu

"NnTepuer";

PermamMeHTBI IIPOBEACHUS

MPOPUIAKTUIECKUX pabot Ha

aIMUHUCTPUPYEMOI

MH(POKOMMYHUKAITMOHHON CHCTEME.

11K-8.2 YmMmeer UCIIONIb30BaTh |JlonmyckaeT He 3HAYMTEIbHBIC OMIMOKU MpU
COBpEMEHHBble  cTaHaapTel  mpu [padore ¢ IIK u B ceTn mepenaun JaHHBIX.

aAMUHUCTPUPOBAHUM YCTPOUCTB U

JlomyckaeT He CyIIECTBEHHBIC OITUOKHU MPHU
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[IPOrPaMMHOTI0 o0ecrieueHus;
[PUMEHATh IITaTHbIE M BHEIIHUE
porpaMMHO-aNnapaTHbBIE  CPECTBa
U1 KOHTPOJISI MIPOU3BOJUTENBHOCTH

CeTeBOM UHPPACTPYKTYPHI
aIMUHUCTPUPYEMOU CETH;
M cnonbs30BaTh COBPEMEHHBIE

CpeacTBa aJIMUHUCTpHpOBaHUSA 0a3
JTAaHHBIX;

MOJEITUPOBAHUM CETEN CBS3H.

T1K-8.3 Bnaneer HaBBIKaMH
MMArHOCTUKA OTKAa30B W OIIHOOK
CETEBBIX YCTPOMCTB U MPOTPAMMHOTO
obecrieyeHust

IIK-8.5 Biageetr HaBBEIKaMu

[UTAHUPOBAHUS CTpaTeruu
BOCCTAHOBJICHHSI CETEBOM CHCTEMBI U
[IPOrPaMMHOI0 obecrniedeHus

1H()OKOMMYHUKAIIMOHHOW CHCTEMBI

Xoportio OPHEHTUPYETCI B METOJax
JUArHOCTUKHN arrapaTHoro n
MMPOTPaMMHOTO obecrieueHus
MH(POKOMMYHUKAITUOHHBIX CUCTEM.

Brameer — HaBBIKAMH ~ BOCCTaHOBJICHUS
MH(POKOMMYHUKAIIMOHHBIX ~ CUCTEM  MpHU

PA3JIMYHBIX BHUAaX CETCBBIX aTak.

Bricokuii
YPOBEHb

I1K-8.1 3HaeT apxuTeKTypy U o0IIHe
[IPUHIINIIBL (GyHKIIMOHUPOBAHUS,
anmapaTHeIX,  MPOrPaMMHBIX |
[IpOrpaMMHO-aIIIapaTHBIX  CPEACTB
aIMUHUCTPUPYEMOU CETH;

YCTaHOBKY U DKCIUTyaTalHio
aAMUHUCTPUPYEMBIX CETEBBIX
YCTPOMCTB, YCTaHOBKE u

PKCIUTyaTalus aJAMHUHUCTPUPYEMOTO
MMPOTPaMMHOTO 00ECTICUCHHS;
[IpoTOKOJIBI KaHAJIBLHOTO, CETEBOTO,
TPAHCIIOPTHOTO W MPHUKIATHOTO
YPOBHEW MOJEIH B3aUMOJCHCTBUSA
OTKPBITBIX CUCTEM;

I'pamotHOo paboraer ¢ IIK wm B cern
rnepegayu JaHHBIX, XOPOILIO OPUEHTUPYETCS
B TPOTPaMMHBIX IaKeTaX, HCIOJIb3YeMbIX
JUIS. MOJETUPOBAHUSI CETEN CBSI3H.

Mognens ISO nnsa  ynpaBieHus

CETEBBIM TPaPUKOM;

Monenu IEEE;

Monean nH(OpMaIMOHHO-

TEJICKOMMYHUKAIL[UOHHOU ceTu

"UnTepHet";

PeraMeHThI MIPOBEACHUS

MPOPUITAKTHIECKUX pabort Ha

aAMUHUCTPUPYEMOI

1H()OKOMMYHHUKAIIMOHHOM CHUCTEME.

11K-8.2 Ymeer ucrnosb3oBath |['pamorHo paboraer ¢ IIK m B cetn
COBpEMEHHBIE  CTaHAApPTHl  MpH [[I€pellayM JAHHBIX, XOPOIIO OPUEHTUPYETCS

aAMUHUCTPUPOBAHUM YCTPOUCTB U
MMPOTPaMMHOTO obecreueHus;
IMPUMCHATH IITAaTHBIC W BHCIIHHC
MpOTrpaMMHO-aNapaTHbIE  CPEICTBa
IJIs1 KOHTPOJISA MPOU3BOAHUTCIBHOCTU

CETEeBOM HH(ppacTPyKTyphI
aIMUHUCTPUPYEMOH CETH;
Hcnonb3oBarh COBPEMEHHBIE

CpeAcTBa aJIMUHHCTpHpOBaHUS 0a3
JaHHBIX;

B IIpOrpaMMHBIX makerax. He pomyckaer
OLIMOOK MPU MOJEIUPOBAHUU CETEH CBS3U.




11K-8.3 Bianeer HaBbIKamMH | XOpOLIO OPHUEHTHUPYETCS B METOAax
UarHOCTHKH OTKAa30B U OIIMOOK |TMAarHOCTUKHU anmnapaTHOTO u
CETEBBIX YCTPOMCTB U MPOrPAaMMHOIO [IPOTPAMMHOI0 obecrnieueHust
obecrieueHus MH(POKOMMYHHKAITMOHHBIX CHUCTEM.

IIK-8.5 Biageer HaBBIKAMU Bnaneer HaBBIKaMU BOCCTAHOBJICHHUS
[IaHUPOBAHUS CTpaTeruu [MH(OOKOMMYHUKAIIMOHHBIX CHCTEM  IpHU
BOCCTAHOBJICHUSI CETEBOW CHUCTEMBI U [PAa3JIMYHBIX BUJAX CETEBBIX aTak.
MMPOTPaMMHOTO obecrieueHus

H()OKOMMYHUKAIIMOHHOW CHCTEMBI

2.2 Tabnuma cCOOTBETCTBUS Pe3yIbTaTOB MPOMEKYTOUHOM aTTECTAlMU 1O JTUCIUILIUHE YPOBHIO
sTana (OpMHUPOBAHUS KOMIIETCHIIUI

IITkana Kon nnmixaropa YpoBeHb OCBOEHHUS
dopma KOHTPOISA IOCTUKEHUS
OlICHUBaHUS N KOMITETEHIUH
KOMITETEHITUH

IIK-1.1 CpeaHUN

3adeT 1o IIK-1.2 HU3KUH
1abopaTopHBIM U IK-1.3 cpenHuit
MPaKTAYECKUM IIK-1.4 BBICOKHH
paboram 3audT IIK-1.5 BBICOKUH
IIK-1.6 CpeaHui

TIK-8.1 CpeaHuid

I1IK-8.2 CpeaHui

T1IK-8.3 CpeaHuid

IIK-8.4 CpeaHui

TIK-1.1 CpeaHui

IIK-1.2 HU3KUH

IIK-1.3 CpeaHui

IIK-1.4 HU3KUH

Y 10BAETBOPUTETHHO IK-1.5 HU3KHi

IIK-1.6 HU3KUH

IIK-8.1 CpeaHui

IIK-8.2 HU3KUH

IIK-8.3 HU3KUH

IIK-8.5 HU3KUH
IIK-1.1 BBICOKHH

IIK-1.2 HU3KHUH

I1IK-1.3 CpeaHui

OK3amMeH I1K-1.4 cpeIHui
IIK-1.5 CpeaHui

Xopouio TK-1.6 cpemii
IIK-8.1 BBICOKH I

T1K-8.2 CpeaHui

IIK-8.3 CpeIHMI

I1IK-8.5 CpeaHui
IIK-1.1 BBICOKH I

IIK-1.2 CpeaHui
IIK-1.3 BBICOKHH

OTinuuHO IIK-1.4 CpeaHui

I1IK-1.5 CpeaHui
IIK-1.6 BBICOKHH
IIK-8.1 BBICOKHH




IIK-8.2 CpeaHui
I1K-8.3 CpeIHMIt
I1IK-8.5 CpeaHui
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3. MeToauyeckne MaTepHuaJibl, ONpeae/solue NpoueIypbl OHeHUBAHUS

[Ipouiecc oneHWBaHUS 3HAHWW, YMEHHWH, HaBBIKOB U (WJIM) ONbITA JEATEIBHOCTH,
XapaKTepU3yIOMMUX ATarnbl (GOPMUPOBAHUS KOMIIETEHIIMM, MpeacTaBieH B Tabiumax mo Gopmam
o0yueHus:

Onenovyneie
cpeAcTBa
IIK-1.1 3HaeT npUHIUNBI IOCTPOEHUS U PA0OTHI CETH CBSA3M, IPOTOKOJIOB 00MEHAa
uHopManueil 1 CHTHAIU3AUNH, HCII0JIb3YEMbIX B CETAX CBS3HM, CTAHIAPTHI Ka4eCcTBA
nepeaayvyu JaHHbIX U rojioca

Tun 3angaTus Tema (pa3nen)

CeteBble yrpo3bl DK3aMeH
OO6111e NPUHIKIIBI 3aIIUTHI OT CETEBBIX aTaK DK3aMeH
3amuTa CEeTeBbIX YCTPONUCTB OT HECAHKIIMOHUPOBAHHOTO
yerp p DK3aMeH
ocTyna
Jlekiust AyTeHTU(DUKAIMS, aBTOPHU3AIUS U YIET DK3aMeH
3amura ceTell Ha KaHAJIbHOM YPOBHE DK3aMeH
3anuTa ceTeil Ha OCHOBE CIMCKOB KOHTPOJISI TOCTyNa OK3aMeH
BuprtyanbHble YaCTHBIE CETH DK3aMeH
Opranu3anys ceTeBoi 0€30MacHOCTH Ha MEKCETEBBIX DOK3aMeH
PKpaHax
3anmTa OKOHEYHBIX YCTPOMCTB CEeTei DK3aMeH
N Ortuer no
WccnegoBanue METOIOB 3aIlIUThI CETEBBIX YCTPOUCTB OT .
nabopaTopHOi
HECaHKLMOHUPOBAHHOTO JJOCTYyTa
pabote
. . Otuer no
Hacrpoiika ceTeBoit 6€301macHOCTH C ITOMOIIBIO0 (PYHKITMH .
: nabopaTopHOH
Port Security
pabote
VccnenoBanye MPUHITMIIOB OPTaHU3AIUY 3aIUThI CETEH C Oruer no
JIaGoparopHast P p n1abopaTopHOi
a60Ta rcnoJsib3oBanneM VLAN
P pabore
Ortuer o
WccnenoBanue NpUHIIMIIOB HACTpOWKH cTanaapTHeix ACL | mabopaTopHoit
pabote
Ortuer o
VccnenoBaHue MPUHIUIIOB HACTPOHKHU CiIy>KOb1 NAT n1abopaTopHOi
pabore
Ortuer o
nabopaTopHOH
HccnenoBanue npuHiunoB opranuzaiuu VPN IPSec patop
pabote
V3y4yeHne MpUHIIMIIOB yIIPaBICHUs KOHPUTyparuei u Oruer o
O6y;33MH I(g)S - P HPAKTIHEECKOMY
[IpakTrueckoe p 3aHSITHIO
3aHATUE . Ortuer o
[lonck W ycTpaHeHHWE HEUCIpaBHOCTEH B oOecreueHuun
. MPAKTUYECKOMY
0€30IaCHOCTH CeTel mepeaayn JaHHbIX
3aHATHIO
[TpopaboTka jeKuii DK3aMeH
IToaroroBka k
CeteBble yrpo3bl
CamocTosiTenbHast SK3aMEHY
pabota IToaroroska k
OO0111e TPUHLKITBI 3aIIUTHI OT CETEBBIX aTaK JK3aMEHY
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Ortyer o

. nabopaTopHOit
3aluTa CeTeBbIX YCTPOICTB OT HECAHKIIMOHUPOBAHHOTO pabore n
0CTyIa
MPAKTUYECKUM
3aHSATUSAM
Otuer no
AyTeHTU(UKAIUS, aBTOPHU3AIUS U YIET nabopaTopHOH
pabote
Otuer no
3amuTa ceTeil Ha KaHaIbHOM YPOBHE n1abopaTopHOi
pabore
Otyer no
3anuTa ceTeii Ha OCHOBE CIIMCKOB KOHTPOJISI 1OCTyIa nabopaTopHOH
pabote
Ortuer no
BuptyanbHble YaCTHBIE CETH naboparopHoit
pabore
Opranu3zaiiys ceTeBoil 6€30MacCHOCTH Ha MEXKCETEBBIX [ToaroroBka k
HKpaHax JK3aMHY
Otuer no
3anuTa OKOHEYHBIX YCTPOMCTB CeTei MPAKTUYECKUM
3aHSATUSAM
[ToaroroBka K AK3aMeHY DK3aMeH

IIK-1.2 3n

aeT 3akoHoaTeJLCTBO Poccuiickoii @enepaunu B 00J1aCTH CBSI3H,

NpeaoCTaBJACHUA YCIYI' CBA3H

Jlekinsa

CeTteBbl€ yIpO3bl DK3aMeH
OO1u1rie MPUHIUIBI 3aIIUTHI OT CETEBBIX aTaK DK3aMeH
3almTa CEeTeBbIX YCTPONUCTB OT HECAHKIIMOHUPOBAHHOTO SK3aMCH
nocTyna

AyTeHTU(DUKAIMS, aBTOPHU3AIUS U YIET DK3aMeH
3amuTa ceTell Ha KaHAJIbHOM YPOBHE DK3aMeH
3anuTa ceTeil Ha OCHOBE CITMCKOB KOHTPOJISI TOCTyNa DOK3aMeH
BupTyasibHbIe YaCTHBIE CETH DK3aMeH
Opranu3zaiiys ceTeBoil 6€30MacHOCTH Ha MEKCETEBBIX DK3aMeH
DKpaHax

3amuTa OKOHEYHBIX YCTPONCTB CeTel DK3aMeH

I1K-1.3 3HaeT 0CHOBBI TEXHHMYECKOM IKCIIYATAIMH, IPUHIMIIBI IOCTPOEHHUSI M PA0OTHI
KOMMYTAIIHOHHOT0 000PY10BaAHUS KOMMYTAIMOHHBIX MOJCUCTEM U CeTeBbIX MIaTGOpPM,

MNEPCHNECKTUBLI TCXHHYECCKOT0 Pa3BUTHSA 0TPAC/IN CBA3U

CeteBble yrpo3bl DK3aMeH
OO01Ire MPUHIIKITBI 3aIIUTHI OT CETEBBIX aTaK Ok3amMeH
3amuTa CeTEBEIX YCTPOMCTB OT HECAHKIIMOHHPOBAHHOTO
n yerp 1 P Ok3aMeH
JocTyna
AyTeHTU(DUKAIMS, aBTOPHU3AIUS U YIET DK3aMeH
Jlexmms 3amuTa ceTell Ha KaHAJIbHOM YPOBHE DK3aMeH
3anuTa ceTeil Ha OCHOBE CITMCKOB KOHTPOJISI TOCTyNa DK3aMeH
BupTyaibHble YaCTHBIE CETH DK3aMeH
Opranm3anys ceTeBoi 0€30MacHOCTH Ha MEKCETEBBIX OK3aMeH
PKpaHax
3anmTa OKOHEYHBIX YCTPOMCTB CEeTeil DK3aMeH
o OtueT o
HccnegoBanue METOIOB 3allIUThI CETEBBIX YCTPOUCTB OT N
n1abopaTopHOi
HECaHKIIMOHUPOBAHHOTO JIOCTYTIa
pabore
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Hactpoiika ceTeBoii 0€30MacHOCTH C MOMOIIBIO (PYHKITHH

Ortyer o

. nabopaTopHOit
Port Security parop
pabote
. Otuer no
JlaboparopHast  |McciemoBanue MPUHIUIIOB OPTaHU3alluK 3ALIUTHI CETEM C .
nabopaTopHOH
pabota ucnons3oBanueM VLAN
pabote
Ortuer no
VccnenoBanue MpUHIMIIOB HAacTpoiku cTanaapTHeIX ACL | mabopaTopHoit
pabore
Otyer no
WccnenoBanue NpUHITUTIOB HACTPOUKH CITy>kOb1 NAT nabopaTopHOH
pabote
Otuer no
VccnenoBanue npuHuunos opranusanuu VPN IPSec nabopaTopHOi
pabore
V3ydyeHne MpUHIIMIIOB yIIpaBIeHU KOHPUTyparuei u Oruer o
o6y;33MI/I I(I))S - P HPAKTIHEECKOMY
[IpakTrueckoe p 3aHSATHIO
3aHATUE . Ortuer o
[lonck W ycTpaHeHHE HEUCIpaBHOCTEH B oOecreueHuun
. MPAKTUYECKOMY
0€30MaCHOCTH CeTel mepeaayn JaHHbIX
3aHATHIO
[TpopaboTka Jekuuit DK3aMeH
[Tonroroska k
CeteBble yrpo3bl
JK3aMEHY
[Tonroroska k
OO0111e TPUHLKITBI 3aIIUTHI OT CETEBBIX aTaK
JK3aMEHY
Otuer no
. nabopaTopHOit
3amuTa CEeTeBbIX YCTPONUCTB OT HECAHKIIMOHUPOBAHHOTO AGoTe I
nocTyna P
MPAKTUYECKUM
3aHITHIM
Ortuer no
AyTeHTHU(UKAIHS, aBTOPU3ALUS U YUET nabopaTopHOi
pabore
CamocrosiTenbHas Ortyer 1o
pabota 3ammTa ceTeld Ha KaHaAJIbHOM YPOBHE nabopaTopHOMH
pabote
Otuer no
3amuTa ceTeil Ha OCHOBE CIIMCKOB KOHTPOJIS 1OCTYTa nabopaTropHOit
pabore
Otyer no
BupTyasibHbIe YaCTHBIE CETH nabopaTopHOH
pabote
Opranu3anys ceTeBol 0€30MacHOCTH Ha MEXCETEBBIX IToaroroBka x
DKpaHax HK3aMHY
Otuer no
3anuTa OKOHEYHBIX YCTPOMCTB CeTei MPAKTUYECKUM
3aHITHIM
[ToaroroBka K AK3aMeHY OK3aMeH

ITK-1.4 YMeer co0upaTh H aHAJIU3UPOBATH JaHHBIE 0 padoTe ceTH, CTATHCTHYECKHE
napamMerpsl Tpauka; NPOBOAUTH pacyeT HHTeP(eiicoOB BHYTPEHHUX HANIPABJIEHUI CeTH;
BbIPa0aThIBATH PelIeHHUs 110 ONIePATHBHOMY NepPeKOH(PUIypHPOBAaHUIO CeTH, H3MEHEHUI0
NapaMeTpoB KOMMYTALMOHHOI MOJCHCTEMBI, CETEBbIX IUIAT(HOPM; HU3MEHATH NAPaAMeTPhI
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KOMMYTALHOHHOM NMOJCHCTEMbI, MAPLIPYTU3ALMH TPaPUKa, OPraHU3aALHH HOBBIX U

pacliMpeHUH UMEIOIINXCSsl HANPaBJIEHUI CBSI3U

. Ortuer no
WccnegoBaHue METOI0B 3allIUThI CETEBBIX YCTPOUCTB OT .
n1abopaTopHOi
HECaHKLMOHUPOBAHHOTO JJOCTYyTa
pabore
. . Otuer no
Hacrpoiika ceTeBoit 6€301macHOCTH C ITOMOIIBI0 (PYHKITMH .
: nabopaTopHOH
Port Security
pabote
. Ortuer no
WccnegoBanue NpUHIIMIIOB OPTaHU3ALUY 3aIIUThI CETEH C .
ncrnonb3oBanneM VLAN Aabopatopoi
JlaGopaTopHas pabote
pabota Otuer no
WccnenoBanue NpuHIIMIIOB HACTpOHKH cTanaapTHeix ACL | mabopaTopHoit
pabote
Ortuer no
VccnenoBaHue MPUHIUIIOB HACTPOHKHU CiIy>KOb1 NAT n1abopaTopHOi
pabore
Otyer no
HccnenoBanue npuHiunoB opranuzauu VPN IPSec nabopaTopHOH
pabote
M3yueHne MpuHIUIIOB aBJieHUs KOH(pUrypamueit u Oraer no
o6 y:SaMI/I I g S yrip M MIPAKTUYECKOMY
[IpakTnueckoe p 3aHATHIO
3aHATHE . Otuer no
[lonck W ycTpaHEeHHWE HEUCIPABHOCTEH B OOeCIeueHUH
. MPAKTUYECKOMY
0€e30MMacHOCTH ceTell mepeaayn JaHHbIX
3aHATHIO
[TpopaboTka Jekuuit DK3aMeH
IToaroroBka x
CereBble yrpo3sl
HK3aMEHY
IToaroroBka x
OO01Ire NPUHIIUITEI 3aIIUTHI OT CETEBBIX aTaK
HK3aMEHY
Ortuer no
. nabopaTopHOi
3aluTa CEeTeBbIX YCTPONUCTB OT HECAHKIIMOHUPOBAHHOTO AGoTe I
nocTyna P
MPaKTUYECKUM
3aHATUAM
Otuer no
AyTeHTU(DUKAIUS, aBTOPHU3AIUS U YIET nabopaTopHOH
CamocrosiTenbHas pabore
Otyer no
pabota . .
3amura ceTeil Ha KaHaJIbHOM YPOBHE naboparopHOit
pabore
Otuer no
3anuTa ceTeii Ha OCHOBE CIIMCKOB KOHTPOJISL 1OCTyNa nabopaTopHOH
pabote
Otyer no
BupTyasibHbIe YaCTHBIE CETH nabopaTopHOH
pabote
Opranm3anys ceTeBoi 0€30MacHOCTH Ha MEKCETEBBIX IToaroroBka x
DKpaHax HK3aMHY
Ortuer no
3amuTa OKOHEYHBIX YCTPOUCTB CEeTel MIPAKTUYECKUM
3aHATHUAM
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‘HO,Z[FOTOBKa K 9K3aMEHY

DK3aMeH

ITK-1.5 YMeer 3kcruryaTupoBaTh 000py10BaHHe KOMMYTAIIMOHHOM MOACHCTEMBI,

CONMYTCTBYHOLIEro 000Py/10BaHMS U ceTeBbIX Margopm

. Otuer no
VccnenoBaHne METO/I0B 3aIUThI CETEBBIX YCTPONUCTB OT .
nabopaTopHOH
HECaHKIIMOHUPOBAHHOTO JJOCTYyTIA
pabote
. . Ortuer no
Hactpoiika ceTeBoii 0€30MacHOCTH C MOMOIIBIO (PYHKITHH .
: naboparopHoOit
Port Security
pabore
. Otuer no
VccnenoBanue NPUHIUIIOB OpraHU3aIluH 3aIIUThI CETeH C .
nabopaTopHOH
JlaGopatopHas ucnoibp3oBanueM VLAN pabore
abora
P Ortuer no
VccnenoBanue MpUHIMIIOB HAacTpoiku cTanaapTHeIX ACL | maboparopHoit
pabore
Otyer no
WccnenoBanue IpUHITUIIOB HACTPOHKH CITy>kOb1 NAT nabopaTopHOMH
pabote
Otuer no
VccnenoBanue npuHiunos opranusanuu VPN IPSec nabopaTopHOi
pabore
[TpopaboTka jexuii DK3aMeH
[Toaroroska k
CeTteBble yrpo3bl
JK3aMEHY
[Toaroroska k
OO01111e NPUHLKITBI 3aIIUTHI OT CETEBBIX aTaK
JK3aMEHY
Otuer no
. nabopaTopHOit
3ammTa CeTeBhIX YCTPOICTB OT HECAHKIIMOHUPOBAHHOTO aGoTe 1
nocTyna P
MPAKTUYECKUM
3aHITHIM
Ortuer no
AyTeHTHU(UKAIHS, aBTOPU3ALUS U YUET nabopaTopHOi
pabore
CamocrosiTenbHas
Otuer no
pabota . .
3amuTa ceTei Ha KaHAIbHOM YPOBHE nabopaTopHOit
pabote
Otuer no
3amuTa ceTeil Ha OCHOBE CIIMCKOB KOHTPOJIS 10CTyIa naboparopHOit
pabore
Otuer no
BupTtyanbHbie YaCTHBIE CETH n1abopaTopHOi
pabore
Opranuzanus ceTeBoil 6e30MacHOCTH Ha MEKCETEBBIX [ToaroroBka k
HKpaHax JK3aMHY
Otuer no
3anuTa OKOHEYHBIX YCTPOMCTB CeTei MPAKTUYECKUM
3aHITHIM
[ToaroroBka K sK3aMeHY DOK3aMeH

ITK-1.6 Bnageer HaBbIKaMu pa3padoTKH cXeMbl OPTaHU3ALMH CBSA3H, IOCTPOCHHUS U
paclIMpeHusi KOMMYTAIMOHHOM NMOACHCTEMBI U CeTeBBIX IIaT(OPM, HABbIKAMHU PaloTHI €
0a3aMM JAHHBIX U AIMHUHUCTPHPOBAHNS 000PYAOBAHNSA KOMMYTALMOHHOM MOACHCTEMbI

Jlexun

‘CGTGBHG YIpO3bI

OK3aMeH
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OO1u1rie MPUHIUIBI 3aIIUTHI OT CETEBBIX aTaK DK3aMeH
3aluTa CETEBbIX YCTPOICTB OT HECAHKI[MOHUPOBAHHOTO
" yerp H p DK3aMeH
ocTyna
AyTeHTH(HKAIMS, aBTOPU3ALUS U YIET DK3aMeH
3anuTa ceTeil Ha KaHAJIbHOM YPOBHE DK3aMeH
3amuTa ceTell Ha OCHOBE CIIMCKOB KOHTPOJIS 1OCTyNa DK3aMeH
BupTyasibHbIe YaCTHBIE CETH DK3aMeH
Opranu3zaiiys ceTeBoil 6€30MacCHOCTH Ha MEXKCETEBBIX DK3aMeH
HKpaHax
3amuTa OKOHEYHBIX YCTPONCTB CeTel DK3aMeH
. Otuer no
VccnenoBaHne METO/I0B 3aIUThI CETEBBIX YCTPOUCTB OT .
nabopaTopHOH
HECaHKLIMOHUPOBAHHOTO JOCTYyIa
pabote
. . Ortuer no
Hactpoiika ceTeBoii 0€30macHOCTH C MOMOMIbIO (PYHKIHH .
: nabopaTopHOit
Port Security
pabore
. Otuer no
VccnenoBanue NPUHIUIIOB OpraHU3aIluH 3aIUThI CETeH C .
nabopaTopHOMH
JlaGopaTopHas ucrnonb3oBanuem VLAN paore
abota
P Ortuer no
VccnenoBanue MpUHIMIIOB HAacTpoiku cTanaapTHeIX ACL | mabopaTopHoit
pabore
Otuer no
WccnenoBanue NpUHITUIIOB HACTPOHKH CITy>kOb1 NAT nabopaTopHOH
pabote
Otuer no
VccnenoBanue npuHiunos opranusanuu VPN IPSec n1abopaTopHOi
pabore
V3y4yeHne MpUHIIMIIOB yIIPaBICHU KOHPUTyparuei u Oraer no
O6y;33MPI I(I))S - P HPAKTIHEECKOMY
[IpakTueckoe p 3aHATHUIO
3aHATHE . Otyer no
[lonck W ycTpaHeHHWE HEUCIpaBHOCTEH B oOecreueHuun
. MPAKTUYECKOMY
0€30MaCHOCTH CeTel mepeaayn JaHHbIX
3aHITHIO
[TpopaboTka jeKuii DK3aMeH
[Toaroroska k
CeteBble yrpo3bl
JK3aMEHY
[Toaroroska k
OO01Ire NPUHIIUITEI 3aIIUTHI OT CETEBBIX aTaK
JK3aMEHY
Otuer no
. nabopaTopHOit
3aluTa CeTeBbIX YCTPOICTB OT HECAHKIIMOHUPOBAHHOTO AGoTe I
J0CTYyIIa p
CamocTosATenbHas MPAKTUYECKUM
pabota 3aHSATUSAM
Ortuer no
AyTeHTHU(UKAIHS, aBTOPU3ALUS U YUET nabopaTopHOi
pabore
Otuer no
3anuTa ceTeil Ha KaHAJIbHOM YPOBHE nabopaTopHOH
pabote
Otyer no
3anuTa ceTeii Ha OCHOBE CIIMCKOB KOHTPOJISI 1OCTyNa nabopaTopHOH
pabote
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Otyer no

BupTyaiibHbIe YaCTHBIE CETH nabopaTopHOM
pabote

Opranu3zanys ceTeBoil 6€30MacCHOCTH Ha MEXKCETEBBIX [ToaroroBka k
HKpaHax JK3aMHY

Otuer no
3anuTa OKOHEYHBIX YCTPOMCTB CeTei MPAKTUYECKUM

3aHSATUSAM
[ToaroroBka K sK3aMeHY DOK3aMeH

4. TunoBbie KOHTPOJIbHBIE 32JaHUS
Hpe,Z[CTaBI/ITB OUH anMep 3aaHusd 110 Ka)KI[OMy TI/IHy OILICHOYHBIX CpGI[CTB JUIA Ka)I(l[Oﬁ
KOMITETCHITNH, (POPMUPYEMOU TAaHHOW JUCITUTLTHHOM.

IIK-1 — CnocobeH K J3KCILUIyaTaUMH M Pa3BUTHIO CeTeBbIX IJardopm, cucreM u cereil
nepeaaym JaHHbIX

1. 3aganue Ha DK3aMeH:

1.1 TlonsTue mepcOHANbHBIX JaHHBIX. Mecta uX XpaHeHud. WX BaXHOCTb  HJIs
KHOEPIPUCTYITHOCTH.

1.2 Meroapl 3alUThl  MEXCETEBBIX YCTPOMCTB OT HECAHKIMOHMPOBAHHOTO JOCTYIA.
TpeboBanust, npeabIBISIEMbIC K ITAPOIISIM.

1.3 B Cisco Packet Tracer 3alIUTUTh KOHCOJIBHBIM TOPT MapuipyTuzaropa oOT
HCCAHKIIUOHUPOBAHHOT'O AOCTYIIA. ILOCTyH JOJI?KECH OCYIICCTBIIATHCA C MaKCHUMaJIbHbIMU
npuBwiIerusiMu. OO6eceunTh, 4TO OBl BCE TAPOJIH B MapIIPyTHU3aTOpe ObUTH 3arTupOBaHBI.

2. 3aganue Ha JadoparopHylo padory Nel — 3:
2.1 CKoMMyTHpOBaTh CETh, TOKA3aHHYIO HA PUCYHKE 1.

i

oo SW1 IS SW2

PC RADIUS

Pucynok 1 — Cxema cetu 119 HaCTpOUKHU

[To ymom4aHMIO Ha BCEX YCTPOMCTBAX HACTPOEH yAalieHHBIN JOCTYM 1Mo nmpoTtokoiy Telnet.

2.2 Ha Bcex ycTpoiCTBax HaCTPOUTh CETEBOE UMsI, B COOTBETCTBUM CO CXEMOW Ha pUCYHKE 1.

2.3 HacTpouTh BCce MEXKCETEBBIC YCTPOMCTBA TaK, YTO Obl MUHUMAaJIbHAsS JIJTMHA MapoJis OblIa HE
MEHEE MATH CUMBOJIOB.

2.4 HacTpouTb BCE MEKCETEBBIE YCTPOMCTBA TaK, YTO OBl MPH JBYX HE BEPHO BBEICHHBIX
napoJsieii, B TeueHue 1,5 MUHYT, TUHUS OIOKUPYETCS Ha OHY MUHYTY.

2.5 HacTpouTh BCe MEXKCETEBBIE YCTPOMCTBA TaK, YTO OBl MpH OC3IEHCTBUHM B TCUCHHH IATH
MUHYT, YCTPOMCTBO 3aBEpIIAJIO CEAaHC B MPUBUIIETUPOBAHHOM PEXHUME.

2.6 HactpouTh BCEe MEXCETEBBIE YCTPOWCTBA TakK, 4YTO OBl BCE MApOJM XPAaHWUJIUCh B
3am(pOBaHHOM BH/IE.

2.7. 3allUTUTh KOHCOJIBHBIE JIMHUU BCEX MEKCETEBBIX YCTPOMCTB OT HECAHKIIMOHUPOBAHHOTO
nocrynma. BHUMAHME! [Taponu 10/KHBI OBITH HAJSKHBIMH !

2.7.1 KomMyTaTOpsl ¢ MOMOILBIO MAPOJIsi, KOTOPBIM TOTKEH COOTBETCTBOBATH BalllEMy UMEHH.

2.7.2 MapuipyTu3atop C IMOMOIIbIO JIOTHHA, KOTOPBIM JOHKEH COOTBETCTBOBAThH BAaIlIUM
WMHUIMAIaM U TIapoJieM, KOTOPBIN JOJKEH COOTBETCTBOBATH Balllel (haMuUIIHH.

2.8 3amututh VTY BCEX MEXKCETEBBIX YCTPOWCTB OT HECAHKIMOHHPOBAHHOIO JOCTYIIA.
BHUMAHME! [1aponu 10mKHBI OBITH HAAC)KHBIMU!
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2.8.1 KommyTtaropsl, ucnonb3ys Monenb AAA u JokanbHyio 0a3zy yd4eTHbIX 3amuceil. B
KauecTBE JIOTMHA HCIOIb30BaTh Ballly (paMHUIIMIO U WHULHUANbI, 1apOJIb MPUIYMaTh CaMOCTOSITENBHO,
KOTOPBIH JTOJI’KEH COOTBETCTBOBATH BCEM TPEOOBAHUAM K OE€30MACHOCTH.

2.8.2 Jloctynm K MapuIpyTHU3aTOpy MAOJKEH OCYIIECTBIATHCS C Hcnosib3oBaHueM RADIUS
cepBepa. Jlorun ans gocrymna root, mapoins p@ssw0rd2022!. KirogeBoe cioBo

2.9 3amMTUTh  OPUBWIECTUPOBAHHBIM  PEXKUM  BCEX  MEXKCETEBBIX  YCTPOMCTB  OT
HECaHKLMOHUPOBAaHHOrO Joctymna. Ilapons mnpuaymMaTe CcamMOCTOSITENBHO, KOTOPBIM — JOJDKEH
COOTBETCTBOBAaTh BceM TpeboBaHMSIM K Oe3zomacHOCTH. [laposib He JOKEH coBMaaaTh C MapojieM B
nyHkre 2.8.1. [Tapons nomken mmdposarbes 9 TUIIOM.

2.10 OTBeTUTHh HA KOHTPOJIBHBIE BOIPOCHI.

3 3ananue Ha npakTHYecKoe 3aHsaTHE 1 — 3.

3.1 OtkpoiTh Paitn ROMMON.

3.2 O3HAaKOMUTHCS C XapaKTEPUCTUKONW KOPIIOPATUBHOM CETH.

Kommnanust cocrour w3 nByx oducoB. Omun Haxoautcs B ExarepunOypre, apyroid B
[TepBoypanbcke. B koMmnanuu €CTh TOJBKO TO 00OpPYAOBaHHE, KOTOPOE MOKa3aHO Ha cxeme. J[pyroro
HeT.

BHUMAHME! Tak kak Bbl coTpyauuk oduca IlepBoypanbcka, TO 10ocTymna K 000pyA0BaHHUIO
ExatepunOypra y Bac Her. [losTomy, HHM Kakux JeWCTBUH coBepimiaTh ¢ 000pyIOBaHUEM
ExarepunOypra HEJIb35I! Bel pabGotaere uCKIIOUUTENIBHO ¢ 00opyxkaoBaHueM llepBoypanbcka.
OpHako, YCIOBHO MOXHO TO3BOHUTh B o¢uc ExarepunOypra u y3HaTh HACTPOHKH WXHETO
o0opynoBaHUsl. DTO 3HAYMUT, YTO BBl MOXETE TOJBKO MOCMOTpPETh BCE HEOOXOIMMbIE HACTPONKHU
obopynoBanusi EkarepunOypra.

HEJIb351 Opath nomoJHUTENRHOE OOpYJOBaHWE W 3aMEHATh cymecTByromiee. [1o ymoBuio
3armacHoro o0OpyApBaHMS y Bac HeT. Bce HACTpOKM HEOOXOAMMO BBIMOJHATH HCKIIOUUTEIHHO C
pabouero HoyrOka Admin. [ToaToMy Bce CKpUHBI HEOOXOMMO CHIEIaTh TakK, YTO ObI OBLIO BHUIHO, YTO
HaCTPOMKHU BEYTCs C HETO.

3.3 IlocTanoBKa IPOOIEMBI.

B oduce IlepBoypanbcka Oblia coBepilieHa BHYTPEHHSISI XaKepcKas araka Ha obopynoBanue. B
pesynbTate BhIUIO U3 cTposi obopyaoBanne. HEOBXOANUMO YUYECTb! Ha mapmpyruzaropax
JOJDKHA CTOATH aOCONIIOTHO OJMHAKOBas TMPOIIMBKA. Bamra 3agada: BOCCTaHOBUTH paboOTy
obopynoBaHus mepBoro 3taxka B oduce IlepBoypanbcka Tak, 9To0 ObI BOCCTAHOBUTH CBSI3h C OPUCOM
ExaTtepunoOypra.

3.4 TpeGoBaHUsI K HACTPOUKE.

3.4.1. Ha mapmipyTu3zaTope nepBoro 3raxa HeoOXOAUMO BBITOJHHUTD CICIYIOIINE HACTPOHKHU:

1 3amats UM MapuIpyTU3aTOPY B BUJE Bamied (paMUIMUA M1 HHUIUAJIOB.

2 3anath noMeHHOE UM Group<HoMep rpynnsr>.ru. Bvecto ckoO0K ykas3aTb CBOIO IpyIIIY.

3 ObecrneunTh AOCTYN aIMUHUCTpaTOopa M3 Topoaa ExarepumHOypra K MapipyTH3aTopy IO
mpoTokony sshv2 ¢ JOrMHOM COOTBETCTByIOIIero BaieMy MMeHH ¥ mapojeM JjJaTa Ballero
poxnHus. [lpu ycnemHoi aBTopu3alMd Ha MaplIpyTU3aToOpe, aAMUHHUCTPATOpP AODKEH BBECTH
MapoJib €isco ISl 10CTYyINa B IPUBEIUT€POBAHHBIN PEXKUM.

4 Jlna cesizu ¢ ExarepunOyprom, Hy)KHa HacTpoiika, KOTOpyo Bbl He 3HaeTe, KaK BBHITIOJHSTH.
OnHako, KOHGUTypalus ¢ 3TOH HaCTPOMKOM XpaHUTCs Ha cepBepe tftp, mox nmenem Pervl.txt.

5 Heo6xoauMo yCTaHOBUTH Mapojb Ha AOCTYN K MapLIPYTHU3aTOPy MO KOHCOJIBHOMY MOPTY.
JloruH 1 nocTyna BalmlM MHMIMAJBI, NapoJib, TeKywas Aara. [Ipu ycnemHoi aBropusanuu Ha
KOHCOJIBHOM TIOPTY, [0JIb30BaTelNb Cpa3y AOHKEH MOMAacTh B IPUBUIETUPOBAHHBINA PEKUM.

6 Bce maposu TOJKHBI XpaHUTCS B 3alIM(POBAHHOM BHJIC.

3.4.2 Ha xoMMmyTarope NEpBOro dTaxka OBLIM CTEPThI BCe HAcTpoiiku. OHHM JOJKHBI OBITH
aHAJIOTUYHBI HACTPOMKaM KOMMYTaTopa BTOPOro 3taxa. HeobXxoIuMo BOCCTAaHOBHUTH 3TH HACTPOUKH.
[locne BoccTaHOBIEHHS HAcTpoeK oOecneuuTh JOCTyNn aAMHHHCTpaTopy ExatepunOypra k
KOMMYTaToOpy IO 3allUIIEHHOMY COE€IMHEHUI0 Bepcuu 2. Bce KoOMMyTaTopbl —JIOJKHBI
B3alMO/JIECTBOBATH CO CBOMMH MapIIPYTH3aTOPaMU, T. €. TOJKEH MPOXOAUTD MUHT.
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3.4.3 Ha mapuipyTtusaTope BTOPOIrO 3Taka 3JOYMBIIUIMHHUK U3MEHWI HACTPOMKU M YCTaHOBUJI
MapoJib Ha MPUBUJIETUPOBAaHHBIN peskuM. Heobxommumo:

1. BoccTaHOBUTH CETEBOE UMS.

2. ObecnieunTh AOCTYN aAMUHUCTpaTopy EkaTepuHOypra 1mo 3alMineHHON yHaJleHHOW CBSI3U C
HMMEHEM U M1apoJIeM, aHAJIOTUYHBIM MapupyTu3atopy Pervl.

3. 3alUTUTh TPUBHIETUPOBAHHBIN PEKUM CBOUM MapOJIEM.

4. 3alUTUTH TOCTYI Yepe3 KOHCOJIBHBIN MOPT TOJIBKO 10 napoito P@sswoird.

3.4.4 Bce ycTpoiicTBa AOMKHBI OBITH CHHXPOHU3UPOBAHKI IO BPEMEHH.

3.5 TIpoBepuTh, 4TO OBI BCE BBHITIOIHSACMBIC 32/1a4U CETU BHITIOTHSITHCH.

3.6 Caenath pe3epBHBIE KOITUH BCEX yCTpoUCTB [leBoypanbcka.

4 3agaHue MO CaMOCTOATEIbHOM padoTe

Odopmute oruer 1o JsaboparopHoit padore Nel-3 B COOTBETCTBHHM C TpeOOBAHHSIMU
CoJIepKaHUS:

4.1 HaumenoBanue pabOTHI.

4.2 llenb pabOTHI.

4.3 CocrtaB 000pya0BaHUsI.

4.4 Cxema ceTu, B COOTBETCTBUM C PUCYHKOM 1.

4.5 CKpUHIIOTHI MOATBEPKIAIOIIUE BBIITOJTHEHHE HACTPOCK.

4.6 I1nan [P-anpecanuu ceru.

4.7 Tabnuia ¢ TOTHHAMHM U TTAPOJISIMH JIJISL IOCTYTA K YCTPOHCTBAM.

4.8 OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI.

IIK-8 - CnocoGeH caMoCTOATEIbHO NPOBOAMTH JKCIEPUMEHTAJIbHbIE HCCJIEI0BAHUSA U
HCI0JIb30BATH OCHOBHBIE MPHEMbI 00Pa00TKH U MPEICTABIEHHUS MOJYYEeHHBIX TaHHBIX

1. 3aganue Ha DK3aMeH:

1.1 TlonsTHe KOPHOPAaTUBHBIX NaHHBIX. [IOHATHE WX KOH(PHUIECHIMAIBHOCTH, LEIOCTHOCTH WU
noctynHocTy. [locnencTBus HapylieHus: 6€30MaCHOCTHU JaHHBIX.

1.2 Meronp!l 3aliUThl MEXCETEBBIX YCTPOWCTB OT HECAHKIMOHMPOBAHHOI'O JOCTYMA. 3alluTa
ynaneHHoro goctyna. CpaBHUTEIbHAs XapakTepucTuka mpotokosioB Telnet u ssh.

1.3 B Cisco Packet Tracer oOecneunTs ynaneHHBIA 3alIUIICHHBIN JOCTYI K MapHIPyTU3ATOPY
TOJIBKO MO MSATH Vty TUHUSIM. JOCTYyI JOMKEH OCYHIECTBISITHCS ¢ MUHUMAIbHBIMU IPUBHUIICTHSIMH.

2. 3aganue Ha 1a0dopaTopHylo padory Ned-5:
2.1 CKOMMyTHpOBaTh CETh, IOKA3aHHYIO HA PUCYHKE 1.

-ﬁr. :
g\ fa0/18 PC2

= fal/s
PCO fal/3 fa0/10 y
fa0/16 d' d Fa0/1
SwitchoO Switchl
= j=
& o
PC1 PC3

Pucynok 1 — Cerb 111 HacTpoiku
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2.2 Yepe3 mopt fa0/10 mormam pabdorate Tonpko PCO m PCl. Ilpu HapymieHunm pexuma
0€30MacHOCTH JTOJDKHBI (DOPMHUPOBATHCS COOOIICHHUS B KYPHAN JIOTOB, HO IMOPT OTKJIIOYAThCS HE
JIOJIKEH.

2.3 Yepe3 mnopt fa0/8 momxubl paboraTh He Oojee Tpex KOMIBIOTEPOB, /Ba M3 KOTOPBIX
obs3atennpHOo PC3 u PC4. Ilpu HapymeHun pexnMa 0€30MacHOCTH JIOJDKEH TOJIBKO OJOKHPOBATHCS
Tpaduk.

2.4 Yepez mopter fal0/1, 5, 16, 18 momkHBl padorarh Todbko cooTBercTBytomue PC. Ilpu
HapyLIEHUH peKuMa 0e301MacHOCTH 3TH MOPTHI JOIKHBI OJTIOKHPOBATHCS.

2.5 Hactpouts moptel fa0/5 u 16 Tak, yTo OBl TP OTCYTCTBMHM aKTUBHOCTH HA 3THUX IOPTax B
TEYCHHE 5 MUHYT, 3alllUTa yJAISIIACh

2.6 Hactpouts nmoptel fal/1 u 18 Tak, 4ro ObI 3amuTa yaansiachk 4epes 15 MUHyT.

2.7 Ha SwitchO mpexycMoTpeTh Ba mopTa 4epe3 KOTOpPhle CMOTYT HMOJKIIOUUTHCS K CETH He
0oJiee TpexX KOMITBIOTEPOB.

2.8 Ha Switchl mpexycMoTpeTh Tpu mopra yepe3 KOTOpble CMOTYT MOJKIIOUYUTHCS K CETH He
0oJiee IBYX KOMITHIOTEPOB.

2.9 Bce nopThl KOMMYTAaTOPOB JOJDKHBI OBITh 3AIIMIIEHBI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

2.10 IIpoBeputh NpaBUILHOCTh HACTPOMKH KOMMYTAaTOPOB.

3 3ajaHue HA IPAaKTHYECKOE 3aHATHE

3.1 OtkpeiTh daiin «3amganue 1». PC1,2,5 B ogaom otnene PC4,6 B apyrom. PC omHoro otaena
JOJDKHBI MEXIy COo00¥ B3aMMOEHCTBOBAaTh. MEXy OT/AelIaMU CBS3U HE JOHKHO ObITh. [IpoBepuTh
BBITIOJTHEHUE JaHHOTO TpeOoBaHUs. EcM He BBIMOIHSAETCSA, TO WCHPABUTh OMIMOKH B HACTPOHKaXx.
N3MeHATh NOAKIIOUEHNS HEb31.

3.2 OtkpeITh daiin «3ananue 2». PC nomkeH nMeTh yAaleHHBINA TOCTYI K MapIIpyTU3aTOPy IO
ssh. VM3MeHaTh moakirodeHHe Heab3sl. [lapoias K KOHCONBHOMY MOPTYy Ha MapmipyTtuszarope 321.
[TpoBepuTh HATMYKE JOCTYIIA U UCTIPABUTH OIIMOKH, €CIIA TAKOBBIC €CTh.

3.3 Otkpeith (aitn «3aganue 3». PC nmomwken auHamudecku mnonyunth I[P-agpec. MeHsTh
HacTpoiiku cepsepa U PC Henw3d. IlpoBeputh momydenue IP-agpeca u yCTpaHHUTh HEUCIPABHOCTH,
€CJIM TAKUE E€CTh.

3.4 Otkpoith (aitn «3amanue 4». Yepes nmopt 10 momken pabotars Toiapko PCO. Ho ecnu k
3TOMy mopTy noAkIounTh PC2, TO OH TOXE€ MNoJy4daeT AOCTyn K ceTu, T. €. nuHryerca PC3.
Heo0xomuMo ycTpaHUTh JaHHYIO TIPOOIIEMY.

3.5 Otkpeite ¢aiin «3amanue 5». Kommyratop SW4 Obul B3JIOMaH Wy HEro yAQJIWIU
KOHUrypanoHHbIi (aitn. HacTpoiiku y Hero IOKHBI OBITh aHAJOTHYHBI KOMMYyTaTopy SW2.
BrimonauTe Bce HeoOxoammbie HacTpoiiku SW4, mpu 3TOM, Yy Bac OYE€Hb OTPAHMYECHO BpeMs Ha
BOCCTaHOBJIEHUE KOMMYyTaTopa. M3-3a mpocTosi, KoMIaHus TePSET AOXO/IbI.

3.6 OtkpeITh Qaitn «3amanne 6». PC2 u PC3 nomkHbl Mexay co0oil B3aumoelicTBoBarh. [Ipu
atoM, PC2 nomxken nomydars aapec no DHCP. PCO nomxken B3zaumpeiicroBats ¢ PCl1. IIpoBepurs
BBIITOJIHEHUE 3TUX YCIOBUW U YCTPAHUTh HEMCIPABHOCTH, €CIIU TAKOBBIE €CTh.

3.7 OtkpeiTh Qaiitn «3amanue 7». B maHHOW ceTH BCe KOMIBIOTEPHI TOJKHBI MEXKAY COOOM
B3aUMOIeCTBOBaTh. [[poBepHUTh HATMUME CBA3U U YCTPAHUTh HEUCIIPABHOCTH, €CIIM TAKUE €CTh.

4 3anaHue 1O CAMOCTOSITEJILHOM padoTe

Odopmuts order mo sabopaTopHoil pabore Ne 4-5 B COOTBETCTBHH C TpeOOBaHUSIMU
COJIEpKaHUSI:

4.1 HaumeHnoBaHue paboOTHI.

4.2 llens paboTHI.

4.3 Cxema ceTu U 3a/1aHHe.

4.3 CKpUHIIOTHI, MOATBEPKIAIOIIME HACTPOUKH IO pa3aeny 5.

4.4 OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI.

5. baHK KOHTpPOJIBHBIX 3aJaHUM U WHBIX MAaTEPHUATIOB, HCIOJIB3YEMBIX B IPOLIECCE MPOLEAYP
TEKYIIEro KOHTPOJISI U MPOMEXYTOYHOM aTTecTaluu
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[IpencraBnen B AJEKTPOHHOW  MH(pOpMaIMOHHO-0OpazoBaTenbHOM cpene 1o  URL
https://aup/uisi/ru
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OueHoYHEIE CPEACTBA PACCMOTPEHE! M YTBEPKACHE! Ha 3aceqanuu kageapsr HTuMC
IIporoxon Ne 4 or" A" vy

20 M. » :
3aseqyromuii (3aM. 3aBeyromero) kadeapoi . éﬁ / ‘WZI’%{/JL& K.

ITporoxomn Ne or" " 20 1
3aseqyrommii (3aM. 3aBeyrOmEeEro) kadeapoi / /
[TpoToxom Ne or" " 20 _r
3aBenyrommii (3am. 3aBeayromero) kadeapoi / /
ITporoxon Ne or" B 20 _r
3aBeayromuii (3aM. 3aBeayromero) kageapoi i /
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O1neHOYHBIE CPEICTBA PACCMOTPEHBI U YTBEPKACHBI Ha 3acenanuu kadenpsr UTuMC

[TpoTokomn Ne or" " 20 .
3aBenyromuii (3aM. 3aBeyroniero) kadempoit / /
[Iporokon Ne or" " 20 1.
3aBeayromuii (3aM. 3aBeIyromero) kapeapoi / /
[TpoTokon Ne or" " 20 1.
3aBenyromuii (3aM. 3aBeyroniero) kadempoit / /
[Iporokomn Ne or" " 20 1.
3aBeayromuii (3aM. 3aBeIyromero) kapeapoi / /
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