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1. [lepeyeHb KOMNETEHIIMA U HHAUKATOPOB UX JOCTHKEHUS
ITporecc n3yueHus! TUCIMIIIMHBI HAIPaBJIeH HAa (OPMUPOBAHUE CIETYIOINX KOMIETECHITHIA:

Kon u [IpenmecTByronme
Kon u HauMeHOBaHWE MHIUKATOpa AOCTHKEHUS | JTa
HaMMEHOBaHUE N ATansbl (C yKazaHuEM
KOMIIETEHIUHA I

KOMIIETEHIIUHA JTUCITUTIIINH )

OIIK-3. OIIK-3.5- Bnaneer MerogamMu 1 HaBbIKaMU 7 |-
CniocobeH obecrieueHrst ”HGOPMAITMOHHON O€30MaCHOCTH
[PUMCHSITh
METO/IbI TOUCKA,
XpaHeHUs,
00paboTKH,
aHanm3a u
[pe/ICTaBICHUS B
TpedyemMom
dbopmate
nH(pOpMaLUU 13
pa3IMYHbIX
MCTOYHUKOB U
0a3 JaHHBIX,
coOuro1as mpu
STOM OCHOBHBIE
TpeOoBaHUs
nH(pOpPMaITMOHHO
it 6e3omacHoOCTH
DopMBI TPOMEKYTOUHOM aTTECTAIIMU IO TUCIUTLINHE: 3a4eT (7 cemecTp),

2. Iloka3aTe/iv, KPpUTEPUH U IIKAJIbI OLEHUBAHUS KOMIIETEHINIH
2.1 TlokazareneM OICHMBAHUS KOMIIETEHIIMHA Ha d3Tarne uX (HOPMUPOBAHMUA MpPU H3YYCHHH
JUCITUTITMHBI SIBJISIETCS] YPOBEHD UX OCBOCHMSI.

ITxkana €CKpUIITOPLI YPOBHEN
PesynbTarel 00ydeHus Hleckp pbl YP .
OLIEHUBAHUS OCBOEHHS KOMIIETCHIIHI
OIIK-3.5- Bnageer MeTo1aMy 1 HaBBIKaMH oOecriedeHus] HHPOPMAIIMOHHOM 0€30MacHOCTH
Huzkni Baagers: MeToiaMu ¥ HaBbIKAMH Nmeet mpencraBieHne o croco0ax 3aiiuThl
(moporospl  [00€CTIeYeHNUsI HH(POPMALHOHHON nHpopManuu OT HECAHKIMOHUPOBAHHOTO
if) ypoBenp [0€30MACHOCTH JOCTYyIIa
Cpenuuit Brnaneer mOHATUHHBIM aIapaToM 3allHUThI
YPOBEHB nHpopmanuu.
CB00OOgHO BJIaJ€ET MOHATUIHHBIM
. armapaToM 3aIUTHI nHGOpMaIUU
Bricokmuit P Hl (opmaru,
OBCHE o0yajaeT HaBBIKAMH [0  OPTaHU3AIUH
M 3amuUThl UHHOPMAIIMU B BBIYHCIUTEIBHON
CETH.




2.2 Tabnuma cOOTBETCTBUS Pe3yIbTaTOB MPOMEKYTOUHOM aTTECTAlMU 1O JTUCIHUILIUHE YPOBHIO
sTana GOpMHUPOBAHUS KOMIIETCHIIUI

YpoBeHb
IITkana Kon nnnukaropa noctuxeHust
dopma KOHTPOJISA . OCBOEHUSL
OIICHUBAHUS KOMIIETEHITHI
KOMIIETEHITNHN
OBJIETBOPUTEIILH o
yA o P OIIK-3.5 HU3KHN
3aueT _
XOpOUIO OIIK-3.5 CpelHUi
OTJIMYHO OIIK-3.5 BBICOKHH

3. Meroanyeckue MaTepHaJibl, ONpe/eisilolue Npouexypbl OlleHUBAHUSA

[Ipomtecc oneHWBaHUS 3HAHWN, YMEHHWH, HaBBIKOB U (WIM) ONbITA JEATEIBHOCTH,
XapaKTepU3yIOMMX ATanbl (GOPMUPOBAHUS KOMIIETEHIMH, MpeacTaBieH B Tabimumax mo Qopmam
o0yueHusI:

Tun 3anaTus Tema (pa3aen) OueHo4YHbIE CpecTBA
OIIK-3.5- Braneer MmeTogamMu ¥ HaBbIKaMu oOecTieueHrs] HHHOPMAITMOHHONW 0€301TaCHOCTH
Jlextus KoMmmnekcuprii OJIXO0I K obecrnieuennio | KoHcriekT nexnuii

nH(pOpMaIMOHHOM 0€30MacHOCTH Huckyccun
3ammra OT HECAHKUMOHHUPOBAHHOTO JIOCTyNa K
nH(pOpMalii B KOMIIBIOTEPHBIX CHCTEMaX
Kpunrorpadgudeckre METO b 3aIIUTHI
uHpopmaruu
3amura OT BPeIOHOCHBIX TPOrpamMm
[IpakTrueckoe 3amuTa vHPOPMAIIUU C TTOMOIIBIO TTAPOJIS Ortuer o
3aHATHE HccnenoBanue crannapros 3amuTsl Wi-Fi cereit [PaKTUYECKUM
AHanu3 ceTeBoro Tpaduka 3aHATUSAM
HccnenoBanue ys3BUMOCTEl ceTEBBIX CIyk0 Ha 3auer
npumepe OWASP Mutillidae u Metasploitable
CamocrosarenbHa | AyauT 0€30macHOCTH HH()OPMAITMOHHON CHCTEMBI Oruer 1o
s paboTta MPaKTUYECKUM
3aHATUAM
3auer




4. TunoBble KOHTPOJbHbIE 3aJaHUS
[Ipumepsl 3amaHuss MO KaXAOMY THIY OLEHOYHBIX CPEACTB JUISl KaXKIOH KOMIETEHIUH,
dbopMUpyeMOii TaHHOW TUCITUTUTHHOM.

4.1 TunoBoe 3a1aHNe TUCKYCCHI 110 JMCIUILIHHE:

OIIK-3. Criocob6eH pemath cTaHIapTHBIE 3a1a9u MPOoGeCCHOHATBHON NEeITeIbHOCTH Ha
ocHOBE WH(POpPMAIMOHHONH M OHOIMOrpaduuecKoil KynbTyphl ¢ NPUMEHEHHEM HH()OPMAIMOHHO-
KOMMYHHUKAI[MOHHBIX ~TEXHOJOTMM M ¢ Y4EeTOM OCHOBHBIX TpeOOBaHMH HWHPOPMALMOHHON
6e30macHOCTH

1. Kakum 06pa3zom BO3MOKHO 3aIllIUTHTH MApOJIeM JTaHHBIC JTF000T0 THIa?
2. KaK BO3MOXXHO 3allITUTUTHCA OT Kpamn JIMUHBIX U HepCOHa.HBHBIX JaHHBIX HOCpe,Z[CTBOM
cauddunra?

4.2 Tunosoe 3a1aHue I NPAKTHYECKHUX 3aAHATHHA MO TUCHHUILIAHE:
OIIK-3. Crnioco0eH pemaTh CTaHAapTHhIE 3a/1a4i TPOopECCUOHATBLHOM IEATEIbHOCTH Ha
OCHOBe HWH(pOPMAIIMOHHOW M OubImorpaduyeckor KyJabTypbl C NMPUMEHEHHEM HHGOPMAIIMOHHO-
KOMMYHHMKAI[MOHHBIX TEXHOJOTMH W C Y4E€TOM OCHOBHBIX TpeOOoBaHUN HH(POPMAIMOHHOMN
0e30macHOCTH
1. Kakue criocoObl ycTpaHeHUs yA3BUMOCTEN CETEBBIX CIIYKO BbI 3HaeTe?
2. Kakum o0Opa3oM BO3MOKHO HCIOJL30BaTh OpaHAMAyspbl JUIsl 3alIUThl OT aTaK Ha CETEBbHIE

CITYX)OBI?

4.3 Tunosoe 3a1aHue IS CAMOCTOSITEJILHOM PadoTe MO TUCUUIJIMHE:
OIIK-3. Crnioco0eH pemaTh CTaHAapTHbIE 3a/1a4d TPOPECCUOHATLHOM IeATEIbHOCTH Ha
OCHOBe HWH(pOPMAIIMOHHOW M Oubamorpaduyeckord KyJabTypbl C MPUMEHEHHEM HHGOPMAIIMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJOTMA W C YY4E€TOM OCHOBHBIX TpeOoBaHWUN HWHPOPMAIIMOHHOMN
0€e30MacHOCTH
1. Kaxkue criocoObl ycTpaHEHHUS YI3BUMOCTEH CETEBBIX CITYKO BbI 3HaeTe?
2. Kakum o0Opa3oM BO3MOKHO HCIOJb30BaTh OpaHAMayspbl JUIsl 3allUThl OT aTaK Ha CETEBbIE

CITY>KOBI?

5. BaHK KOHTPOJIbHBIX 3aJaHUWl M HHBIX MATEPHUAJIOB, HCIOJb3yeMbIX B Ipolecce
Npoueayp TeKyIero KOHTPOJIsi U MPOMeKYTOUHOM aTTecTalluu
bank mpencraBnen B sokampHOM cetnm kadeapel WCT wu  pmocrymen mo URL:
http://www.aup.uisi.ru. [locrne aBropu3amuu HEOOXOAMMO BHIOpaTh cienylmuid myrh: \OOydeHme
\UCT \®I'OC BO 3++ \ BwiOupaeTcsi HampaBiieHHE, MPOPUIb 00ydeHHUs, Ha3BaHHWE IUCIUTLIUHBI,
YKa3aHHBIC HA TUTYJIBHOM JIUCTC
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