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1. [lepeyeHb KOMIIETEHIIHIT U MHAUKATOPOB UX JIOCTHKEHUSA
[Tporecc n3yueHus TUCUMIIMHBI HAlIPaBJIeH HAa (OPMUPOBAHHUE CICTYIOIUX KOMIECTECHITHA:

Kon u Kox u HaumenoBanue
[IpenmecTByromye 3Tamnbl
HAaUMEHOBAHHE WHANKATOPA TOCTHKEHUS Oran
. (c ykazaHueM JUCIHTLINH )
KOMIIETEHIINH KOMIETSHIIUH
MK-1 - [IMK-1.1 3HaeT TIPUHITUTIBI OcHoBbI Teopuu 1ienei (1 srarm),
Criocoben K [IOCTPOCHUS W PadOTHI CETHU CBSI3H, BrerunicnuTenpHass TEXHHKA U
DKCIUTyaTallid  [MPOTOKOJIOB oOMeHa WHpopmaIruei WH()OPMAIMOHHBIE TEXHOJIOTHH
u Pa3BUTHIO [ CUTHAIM3AIMH, HCIOJIb3YEMBIX B (3 oram), OCHOBBI MOCTPOEHUS
CETEeBBIX CEeTsIX CBSI3HM, CTaHAAPTHl KadyecTBa WH(OKOMMYHUKAIIMOHHBIX
matdopm, neperayy JaHHBIX U roJoca; cuUcTeM M cereil; becripoBoaHbIe
CHCTEM M ceTeit TEXHOJOTUH Tepeaadu JTaHHBIX;
nepenayu IIK-1.5 VYwmeer »sKcruryaTupoBaTh OCHOBBI MYJIbTUMEUNHBIX
TTAaHHBIX o0opysoBaHWE  KOMMYTAI[MOHHOM TEXHOJIOTHIA, OnepanroHHbIC
[1O/ICHCTEMBI, COITyTCTBYIOIIIETO CUCTEMBHI ;
000pyI0BaHUS u CETEeBBIX DneMeHTHAS 0aza
matgopm; TEJIeKOMMYHHUKAIIMOHHBIX
6 cuctem (3 stamn),
I1K-1.6 Bnaneer HaBBIKAMH [IporpammupoBanre  CpeacTBa
pa3pabOTKU CXEMbl OpraHU3aluu o0paboTku MHPpOpMAITUN (4
CBSI3U, MOCTPOCHUSI U PACIIUPEHUS STan), DJIEeKTPOMAarHUTHBIE OIS
KOMMYTAIIHOHHOW TOJICUCTEMBI U U BOJIHBI; CxeMOTexHUKa
ceTeBbIX  MIaTdopM, HaBBIKAMH TEJIeKOMMYHHUKAIIUOHHBIX
paboTel Cc 0azaMu JAaHHBIX U yCTpOUCTB (4 oTan),
aIMUHUCTPUPOBAHMS Teopus cBs3u (4 sTan),
00Opy/OBaHUs ~ KOMMYTAI[HOHHOM TexHuka " TEXHOJIOTHH
[IOJCUCTEMBL. MIEPBUYHOMN 00paboTKn
curnanoB; ONTHYECKHUE CUCTEMBI
CBSI3H; ApXUTEKTypa
TEJICKOMMYHUKAIIMOHHBIX
cucTeM u cetell. (5 aram).
IK-4 - IIK-4.1 3Haer - apXWUTEKTypy H
Criocoben o0rmue HPUHIUITBL
OCYHIECTBIIATh  |(PYHKIIMOHUPOBAHMSI, allapaTHBIX,
MOHTAX, MPOrPaMMHBIX ¥ MPOTPAMMHO-
HaaJKy, anmnapaTHbIX CPEICTB
HACTPOUKY, aIMUHUCTPUPYEMOH CETH;
PErylIMpOBKY, |- YCTAHOBKY W OJKCIUIyaTallHIo
OTIBITHYO aJIMUHHUCTPUPYEMBIX CETEeBBIX
MIPOBEPKY YCTpOIICTB, YCTaHOBKY u
paboTOCIOCOOH [PKCILTyaTaIHIo
OCTH, aIMUHHUCTPUPYEMOTO
UCIIBITAHUS U |[IPOTPAMMHOTO 0OecTIeueHUs 1
caauy B |- periaMeHThbl MIPOBEICHUS
AKCIUTyaTaluio [MpOQUIAKTUYECKUX  paboT  Ha
COOPYKEHHH,  |[aAMUHUCTPUPYEMOU
CpeICTB U [MHPOKOMMYHUKAIIMOHHON CHUCTEME.
000pyI0BaHUS
ceren

INK-4.2 VYmeer - HCIOIB30BaTh
COBPEMEHHBIC  CTaHIApPThl  IIpU
aJIMUHHCTPUPOBAHUU YCTPOWCTB U

[IPOrPaMMHOTO O00ECTICUeHUSI;




- NPUMEHATH IITaTHbIE W BHELIHUE
MPOrpaMMHO-AIAPATHRIE CPEACTBA
111 KOHTPOJISL IPOU3BOIUTEIBHOCTH
ceTeBoi UHPPACTPYKTYPHI
aIMUHUCTPUPYEMOI1 CETH;
-OCYIIECTBIISITh MOHTaX, HAIAJKY,
HACTPOMKY, PETYJIUPOBKY, OIBITHYIO
MIPOBEPKY paboTocmocoOHOCTH,
VCIIBITaHUS u craqy B
DKCIUTyaTaluo COOPY’KEHHI,
CPEIICTB U 00OPYAOBAHUS CETEH..
I1K-4.5 Bnaneer -HaBBIKAMHU
MOHTaQ)Ka, HaJAaJKW, HACTPOUKH,
PETYJIMPOBKHU, OIBITHOH TPOBEPKHU
paboTOCITOCOOHOCTH CpPEeICcTB |
000py/I0BaHUS CETEH.

- HaBbIKAMU  TJITAHUPOBAHUS
CTpaTeru BOCCTAHOBIICHUSI CETEBOM

CUCTEMBI u IPOrPaMMHOI0
obecIeyeHust
HHGPOKOMMYHUKAITHOHHOM

CUCTCMBI.

dopma(bl) MPOMEKYTOYHOM aTTECTAIUU 110 AUCITUIUIMHE: 3K3aMeH (6 cemecTp).

2. Iloka3aTesiu, KPpUTEPUH U IIKAJIbI OLEHUBAHUS KOMIIEeTeH N

2.1 TlokazareneM OICHMBAHHS KOMIIETEHIIMHA Ha 3Tane uX (HOPMUPOBAHHUA NpPU HU3YyUYCHHUH
JUCIUILIMHBI SBJISETCS YPOBEHb UX OCBOEHHUSI.

Uikara PesynbraThl 00yueHHs HeckpurITopEt ypOBHeH\,

OLICHUBAHMUS OCBOEHHSI KOMIIETEHIINH

IIK-1 — Cnioco6eH K 3KCILTyaTalliu U Pa3BUTHIO CeTEBBIX IUIaT(oOpM, CHCTEM U ceTell

nepeaavm JaHHbIX

MK-1.1 3Haer MPUHIMUIBI (3HAET OCHOBHBIE METOJbl IMOCTPOCHHUS
MOCTPOCHHUST M PabOTBHI CETH CBSI3M, [CETEH mMepefaaud MaHHBIX, MUX CTaHAapTHI,
MIPOTOKOJIOB 0OMeHa nHpopMalueil U [MPOTOKOJIHI. dopmyaupyeT MOHSTHE
CHUIrHajaIu3anuu, HCIOJIb3YCMBbIX B |ceTeBOU CJIy)K6I:I, UX BUObI 1 HA3HAYCHUC.
CeTsIX CBSI3W, CTaHAApThl KadyecTBa
Nnepcaavun JaHHBIX U I'OJIOCA;
IK-1.5 VYwMeer »skcruryaTupoBaTh [YMEET  YCTaHABIMBATH  OMEPAIMOHHYIO

obopymoBaHue KOMMyTalMoHHO# cuctemy  WIndows,  BBINONHATH €€
[1O/ICHCTEMBI, COITYTCTBYIOILIETO |HACTPOIKY, CO37]a€T JOMEHbI, HaCTpauBaeT
Huskuit 000pYIOBaHUS M CETEBBIX IUIAT(OPM; [KOHTPOJUIEPHl  JoMeHa, ciyx0sl  DNS,
(TIOpOTOBBIIN) DHCP, nactpaumBaer oO0mmii moCTym K
YPOBEHb rmankam 51 daitnam. [Tonkmrouaer
000pyIOBaHUE K CETH.
IK-1.6 Bnaneer HaBbIKaMHU |BrnajneeT HaBBIKAMU CO3JAaHUSA TEXHUYECKOHU
pa3paboOTKU CXeMbl OpraHU3alUU |TOKyMEHTAIUU Ha o0opyoBaHue,

CBSI3M, IIOCTPOEHHUS M PACIIMPEHMs [HACTPOMKU ONEPALMOHHON CUCTEMBI U CETU
KOMMYTAllMOHHOM TOJCHCTEMBI U [[I€peJjauy JaHHbBIX.

CeTeBbIX  IUIATGOpPM,  HaBBIKAMH
paboTel ¢ 0azaMM  JaHHBIX U
aJIMUHUCTPUPOBAHUS 000OpPYIOBaHUS
KOMMYTAlIMOHHOH IO/ICUCTEMBI.
Cpennuii IIK-1.1 3Haer IPUHLMIBI 3HAET OCHOBHBIE METOJbl IOCTPOCHUS
YPOBEHb OCTPOEHMsI M pabOThl CETH CBsI3H, |ceTel Iepefayd JaHHbIX, MX CTaHJApThl,




MMPOTOKOJIOB 0OMeHa nHpopMaIuen u
CHUIrHajaIu3anuu, HCIOJIb3YCMbIX B
CeTSAX CBSI3U, CTAHIAPTHI KadyecTBa
[epcaavun JaHHBIX U I'OJIOCA;

[IPOTOKOJIBI. ®opmynupyer  MOHSATHE
CETEeBOM CITy>KOBbI, MX BHJbl U HAa3HAYCHHE.
3HaeT OCHOBBI PO HIAKTUIECKOTO
oOCITy’)KMBaHUSI ceTei U 000pynOBaHMS,
STaIlbI MIOUCKa u yCTpaHEHUs
HEHUCIIPABHOCTEH B HUX.

IIK-1.5 VYmMmeer »skcmiyaTupoBaTh
o0opy0BaHue KOMMYTallMOHHOMN
[10JICUCTEMBI, COITyTCTBYIOILIETO

000pYZIOBaHUS M CETEBBIX IIATHOPM;

YMeeT  yCTaHaBIUBATh  ONEPALMOHHYIO
cucremy ~ WIindows,  BBITOTHATH €€
HACTPOMKY, CO3[IaeT JIOMEHbI, HACTPauBaEeT
KOHTpOJUIepl  JoMeHa, ciayxkO0bl  DNS,
DHCP, wnactpaumBaer oOmmii mocTym K
nankam u ¢aiiam. Beimonmuser 0Gozee
TOYHYIO HaCTPOUKY onepanvoOHHON
cHCTEeMBbl M ceTeBbIX ciyx0. [Tomkmouaer
o0opyaoBaHue K ceTd. MOXKeT OnmpenensTh
MPOCTHIE  HEUCIPABHOCTH B CETH U
MCIPABIISATD UX.

IK-1.6 Biazeer HaBBIKAMHU
pa3pabOTKU  CXEMbl  OpraHU3ALUU
CBSI3M, TMOCTPOCHUS W PACIIUPEHHS
KOMMYTAIIMOHHON  TOJCUCTEMBI |
ceTeBbIX  IIaTGopMm,  HaBBIKAMH
paboTel ¢ 0a3aMu JaHHBIX U
aIMHHUACTPUPOBAHUST 000Dy TIOBaAHHSI
KOMMYTAIIMOHHOH MO/ICHCTEMBI.

Braneer HaBBIKaMU CO34aHUS TEXHHUUECKOU
TOKyMEHTAIUU Ha obopyoBaHue,
HACTPOWKHN OTEPAIMOHHON CUCTEMBI U CETH
nepenaun  gaHHBIX. Co3maer rpaduk U
TEXHUUECKYIO JOKYMEHTAIUIO
MpoUIaKTUIECKOTO 00CTYKUBAHUS.

Bricokuit
YPOBEHB

MK-1.1 3Haer TIPUHITUTIBI
MOCTPOCHUSI U PabOTBI CETH CBsI3H,
MMPOTOKOJIOB 0OMeHa nHpopMaIuen u
CUTHAIM3allii, WCIOIb3yeMbIX B
CeTSAX CBSI3M, CTAHIAPTHI KadyecTBa
nepenavyn JaHHBIX U TOJI0Ca;

3HAaeT OCHOBHBIC METOABI MOCTPOCHHUS
ceTell mepenayd JaHHBIX, UX CTAaHIAPTHI,
MPOTOKOJBI. ®opmynmupyer  TOHSTHE
CETEeBOM CIIy>KOBbI, MX BHJbl U HAa3HAYCHHE.
3HaeT OCHOBEI npo(HUIAKTHIECKOTO
oOCITy’)KMBaHUSI ceTei U 000pynOoBaHMI,
ATaIbI MIONCKA " yCTpaHEeHHUs
HEHCIIPAaBHOCTEH B HHUX. 3HAET MOPSI0K
MOWCKAa W YCTPaHEHHS HEUCIIPABHOCTEH

Pa3HOTUITHOTO 000opyI0BaHUS U
o(opMIIeHUSs JOKYMEHTAIHH.
IIK-1.5 VYmMmeer »skcmilyaTupoBaTh [YMEET  YCTaHaBIMBaThb  OIEPALlMOHHYIO
o0opy0oBaHue KOMMyTaloHHOW |cucteMy — WIindows,  BBIIONHATE — ee
[10/ICHCTEMBI, COITyTCTBYIOILETO [HACTPOMKY, CO3JaeT IOMEHBI, HaCTpauBaeT
000pYyIOBaHUS U CETEBBIX TUIATPOPM; [KOHTPOJUIEPHl 1goMeHa, ciaykO0bl DNS,
DHCP, mnacrpauBaer oOwmMii AOCTYHn K

mankam W (aittam. Bemonnser Oonee
TOYHYIO HACTPOUKY ONEPALIMOHHON
cucteMbl M ceTeBbIx ciyx0. Ilogkmouaer
o0opynoBaHue K ceTH. MOXET OnpenesnsiTh
MNOSE HEUCIPAaBHOCTH B CETU H
ucpaBiIATh uX. IIpoBoaUT mpodUIaKTUKY
000py/10BaHUsl, OMEPAIMOHHON CHCTEMBI U
CETH.

IK-1.6 Bianeer HaBBIKAMHU
pa3paboOTKU CXEMbl  OpraHU3aluu
CBSI3HM, TIOCTPOCHUS W PACHIUPCHHUS
KOMMYTaHHOHHOﬁ IMOACUCTCMBbI n
CeTeBBIX  IUIAaTGOpPM,  HaBBIKAMH

BraneeT HaBBIKaMU CO34aHUS TEXHHUUECKOU
JTOKYMEHTaLUN Ha o0opyoBaHue,
HACTPOMKHN OTNEPAIMOHHON CUCTEMBI U CETH
nepegaun  JgaHHbX. Cozmaer TpaguK U
TEXHUYECKYIO JIOKYMEHTAITHIO




paboTel ¢ 0azaMM JaHHBIX U
aJIMUHUCTPUPOBAHUS 000OpPYIOBaHUS
KOMMYTAIIHOHHOW TTOJICHCTEMBI.

MPOPUITAKTHIECKOTO 00CITy )KHBaHUS.
OdopMiser 3asBKM Ha HEHUCIPABHOCTU H
oopmisier JOKYMEHTAIHIO o

pe3yabpTaTaM yCTPaHEHHUH HEHCIIPABHOCTEH.

[1K-4- Cnoco0OeH OCYIIECTBISATh MOHT@X, HaJalKy, HACTPOWKY, PpEryJIUpOBKY, OIBITHYIO
POBEPKY pabOTOCIOCOOHOCTH, UCHBITAHUSA U Cllady B AKCIUIyaTallMI0 COOPYKEHUH, CPEICTB U
000pyIOBaHUs CETe

IK-4.1 3naer aApXUTEKTYpy H©
o0mue HPUHIUITBL
(GyHKIMOHUPOBAHUS,  amlapaTHBIX,
[IPOrPaMMHBIX U NPOTrpaMMHO-
anmnapaTHBIX CpEICTB
aAMUHUCTPUPYEMOH CETH;

- YCTaHOBKY U DKCIUTyaTaIuio
aIMUHHUCTPUPYEMBIX CETEBBIX
YCTPOMCTB, YCTaHOBKY u

DKCIUTyaTalyui0 aIMHUHUCTPUPYEMOTO
MMPOrpaMMHOTO 00eCTIeUeHUS

- periaMeHTh POBEICHUS
MPOPUITAKTHUECKUX pabor Ha
aIMUHUCTPUPYEMOU

1H()OKOMMYHHUKAIIMOHHOM CHUCTEME.

3HACT OCHOBHBIE METOIBl IOCTPOCHUS
ceTeil Iepenayd JaHHBIX, UX CTaHJApTHI,
[TPOTOKOJIBI. Dopmynaupyer IIOHSTHE
CEeTeBOM CITyKObI, X BUBI U Ha3HAUYCHUE.

INK-4.2 VYMmeer - HCHOJIB30BaTh

YMeeT  ycTaHaBiIMBaTh  OINEPALlMOHHYIO

COBPEMEHHBIC  cTaHaapThl  mpu [cuctemy  WINdOwS,  BBIOTHATH €€

aJIMUHHUCTPUPOBAHUU YCTPONCTB M [HACTPOMKY, CO3/Ia€T IOMEHbI, HACTpaUBAET
Huskuit [IPOrPaMMHOTO 00ecreueHus; KOHTpOJUIepHl  JoMeHa, ciayxkO0bl  DNS,
(moporoBeIit) |- mpumeHsATh ImTatHble W BHemHue [DHCP, HacTtpamBaer oOmuii 10CTYm K
YPOBEHB MPOrpaMMHO-AIAPATHBIE CPEACTBA [[alKam u daitnam. [Moaxmrouaer

IUI. KOHTPOJISI MPOU3BOJIUTENHHOCTH [000pPYI0BaHHE K CETH.

ceTeBOM UHPPACTPYKTYPHI

aIMUHUCTPUPYEMOI1 CETH;

-OCYIIECTBIISATh MOHTAX, HAlAJKY,

HACTPOMKY, PETyJIHMPOBKY, OMBITHYIO

MIPOBEPKY paboTocrnocoOHOCTH,

WCIBITaHUS U ClIady B SKCIUTyaTaluio

COOpYKEHUM, CpPEACTB u

000pyI0BaHUS CeTEH

MK-4.3 Bnaneer -HaBBIKAMHU |HaBbIKAMM MOHTa)a, HaJaJKH, HACTPOUKH,

MOHTa)ka,  HaJlaJKi, HACTPOMKH, [PETyJIUPOBKH, OTIBITHOM MIPOBEPKHU

PETYJIIMPOBKH, ONBITHOM TPOBEPKHU [pabOTOCTIOCOOHOCTH CpeAcTB u

pPaboTOCTTOCOOHOCTH CpPEeICTB | |00OpYAOBaHUS CETEH.

00O0pyI0OBaHUs CETe, TUTAHUPOBAHMUS |.

CTpaTernu BOCCTAHOBJICHMSI CETEBOM

CUCTEMBI u MIPOrPaMMHOTO

o0ecrnieueHus

H()OKOMMYHHUKAIIMOHHOW CHCTEMBI.

IK-4.1 3naer ApXUTEKTYpy U [3HAeT OCHOBHBIE METOABl IOCTPOECHUS

obmue MPUHIIMIIEL [CeTEH TMepefadd MaHHBIX, UX CTaHAapTHl,
Cpennuii (GYyHKIMOHUPOBAHMS,  amlapaTHBIX, [TIPOTOKOJIBI. dopmynupyeT — TOHSTHE
YPOBEHB MpPOrpaMMHBIX U TMPOTPAMMHO- [CETEBOM CIY>KOBI, X BUIbI U Ha3HAYCHUE.

anmnapaTHBIX CPEICTB [3HAET OCHOBBI PO UIAKTUIECKOTO

aAMUHUCTPUPYEMOH CETH;

oOCITy’)KMBaHUsL ceTei M 00opyHoBaHMs,




- YCTaHOBKY U DKCIUTyaTaluIo [3Tarlbl MoKCKa u yCTpaHEHUs
aJIMUHHUCTPUPYEMBIX CETEBBIX [HEUCIIPABHOCTEN B HUX.

YCTPOMCTB, YCTaHOBKY u

PKCILTyaTaluI0 aJMUHUCTPUPYEMOTO

MPOrpaMMHOTO 00eCTIeUeHUS

- perIamMeHThl IPOBEACHUS

MPOPUITAKTHIECKUX pabor Ha

aIMUHUCTPUPYEMOU

1H()OKOMMYHHUKAIIMOHHOM CHUCTEME.

MK-4.2 VYmeer - WCHONB30BaTh [YMEET YCTaHABIMBATh  OIEPAIMOHHYIO
COBpEMEHHBIE CTaH/apThl npu cucremy  WIindows,  BBIMOJTHITE €€
aIMUHHUCTPUPOBAHUU YCTPOMCTB M [HACTPOMKY, CO3[AET OMEHBI, HACTPAUBAET
MPOTPaMMHOTO 00ECTICUCHHS; KOHTpOJUIEPHl  JAOMEHa, Ciy)O0bl DNS,
- mpuMeHATh wmTatHble u BHemHue |[DHCP, HactpamBaer o0muit goctynm K

MpOTrpaMMHO-aNmapaTHbBIE  CPEICTBa
IJIs1 KOHTPOJISA MPOU3BOAHUTCIBHOCTU

mankam W (aittam. Bemonnser Oonee
TOYHYIO HACTPOUKY OIEPALIMOHHON

CeTeBOM UHQPACTPYKTYpPBl [CUCTEMBI U ceTeBbIX ciayx0. Iloaxmouaer
aAMUHUCTPUPYEMOH CETH; o0opynoBaHue K ceTH. MOXET OnpenesnsiTh
-OCYILECTBJIATh MOHTa&X, HAJIAIKY, [IPOCTbIE HEHUCIPAaBHOCTH B CETH U
HACTPOMKY, PETYJIHMPOBKY, ONBITHYIO [HCIIPABIISATH HUX.

MMPOBEPKY paboTOCIIOCOOHOCTH,

WCIBITaHUS U ClIady B 3KCIUTyaTallUIo

COOPYXEHUM, CpEeACTB u

00opyIOBaHUs CeTei

IK-4.3 Bnaneer HaBBIKaMH |BiameeT HaBBIKAMH MOHTa)Ka, HaJlaJKH,
MOHTaXa, HaJaJK{, HAaCTPOWKH, HACTPOMKH, peryJupoBKH, OIIBITHOMN
pPEryJUpOBKH, OINBITHOM IPOBEPKHU [IPOBEPKU PaOOTOCHOCOOHOCTH CPENCTB U
paboTOCIOCOOHOCTH cpeAcTB | |000pYyOBaHUs CETEH.

000pyI0BaHUs CETEH, TTaHUPOBAHMSI
CTpaTeFI/II/I BOCCTAHOBJICHU A CeTeBOﬁ
CUCTEMBI " IPOrPaMMHOTO
obecrieyeHust
HHGOKOMMYHUKAITMOHHONW CHCTEMBI.

Co3maer rpaduk HU  TEXHHYECKYIO
TTOKYMEHTAITUIO MPOQUTAKTUIECKOTO
00CITy)KMBaHUS.

Bricokuit
YPOBEHB

I1K-4.1 3naer apXUTEKTYpy H
oOme TIPUHITUTIBI
(GYHKIIMOHMPOBAHUS,  aMlapaTHBIX,
[POrPpaMMHBIX ¥ NPOTPAMMHO-
anmnapaTHbIX CPEICTB
aIMUHUCTPUPYEMOI CETH;

- YCTaHOBKY U DKCIUTyaTaluio
aAMUHUCTPUPYEMBIX CETEBBIX
YCTPOMUCTB, YCTaHOBKY u
DKCIUTyaTalUIi0 aJMUHUCTPUPYEMOTO
POrPaMMHOTO 0OecreueHust

- perJIaMeHTHI HPOBEICHUS
MPOPUIAKTUIECKUX pabot Ha
aIMUHUCTPUPYEMOI1

MH(POKOMMYHUKAIMOHHON CHCTEME.

3HAaeT OCHOBHEIE MCTOABI TTOCTPOCHUA
ceTeil mepenaydl JaHHBIX, UX CTaHIAPTHI,
[IPOTOKOJIEI. ®opmynupyer IIOHATHE
ceTeBOM CiIyKObI, UX BUJABI M Ha3HAuUCHUE.
3Haer OCHOBBI POQUTAKTUIECKOTO
oOcimy>)kMBaHUsA ceTed W 000pyIOBaHWS,
DTaIbI IIOKCKa u yCTpaHEHU
HEHCIPAaBHOCTEM B HHUX. 3HAET MOPSIOK
MOWCKAa W YCTPAaHCHUS HEUCIPABHOCTEH
Pa3HOTUITHOTO o0opypoBaHus u
oopMiIeHHsT JOKYMEHTAIHH.

INK-4.2 VYMmeer - HCHOJIB30BaTh
COBpeMeHHbIe CTaH,Z[apTI:I HpI/I
aJIMHHUCTPUPOBAHUHU YCTPONCTB H

VMeeT  yCTaHaBIMBATH  ONEPALHOHHYIO
cucremy  Windows,  BBINOJNHATH  ee

HACTPOWKY, CO3[aeT JIOMCHBI, HACTPaMBAET




MPOTPaMMHOTO 00ECTICUCHHS; KOHTpOJUIEPHl  JAOMEHa, Ciy)O0bl DNS,
- mpuMeHATh wmTartHble u BHemHue |[DHCP, HacTpamBaer o0muit goctynm K
MporpaMMHO-aIapaTHble CpeAcTBa [mankam U (aiinmam. Beimonnser Oosee
U KOHTPOJISI TIPOM3BOIUTEIBLHOCTH [TOYHYIO HACTPOUKY OIepaLMOHHOM
ceTeBoi UHQPACTPYKTYpPHI [CUCTEMBI M ceTeBbIX ciyk0. Ilogkmiouaer
aZIMUHUCTPUPYEMOIl ceTH; o0opynoBaHue K ceTH. MOXET OnpenesnsiTh
-OCYILIECTBIISITh MOHTa&X, HaNaJKy, [TOObIe HEUCIPAaBHOCTH B CETU W
HACTPOMKY, PETYJIHMPOBKY, OMBITHYIO [MCIPABIATh UX. [IpoBOIUT mpoduiakTuky
MMPOBEPKY paboTOCIIOCOOHOCTH, [000pYAOBaHUS, OMEPANMOHHON CHCTEMBI U
WCTIBITAHUS U CJJauy B SKCIUTyaTaIHIo [CETH.

COOPYXEHUM, CpEeACTB u
o0opyIOBaHUs CeTei

IK-4.3 Bnaneer HaBBIKaMH |BiameeT HaBBIKAMH HaBBIKAMH MOHTAaXKa,
MOHTA)Ka,  HaJlaJKW, HACTPOWKH, |HAJAJKH, HACTPOWKH, PETYIIUPOBKHY,
PEryJIUPOBKH, OIBITHOM TPOBEPKHU |OTBITHON MPOBEPKH PpabOTOCIIOCOOHOCTH
paboTOCIOCOOHOCTH CPEACTB | |CPEICTB U 0OOOPYIOBAHUS CETEH.
obopymoBanus ceredd, TuranupoBanus | Co3gaer  rpaduKk W TEXHHYECKYIO
CTpaTeTMd BOCCTAHOBJIEHUSI CETEBOM |[IOKYMEHTAILIUIO MPOQUTAKTUIECKOTO
CHCTEMBI u nporpamMmHoOTro |o0coykuBaHusi. Odopmiser 3asBKH Ha
obecrieueHus HEUCIPABHOCTHU u odopmiser
WH(POKOMMYHHKAIIMOHHON CUCTEMBL. | JIOKYMEHTAITHIO o pe3yJibTaTaM
YCTpaHEHUU HEUCIIPABHOCTEM.

2.2 Tabnua cOOTBETCTBUS Pe3yIbTATOB MPOMEKYTOYHOH aTTECTAIlMH IO AUCIUILIUHE YPOBHIO
sTana (OpMHUPOBAHUS KOMIIETCHIIUI

IITkana Kon nnmxatopa YpoBeHb OCBOEHHUS
dopma KOHTPOJIA JOCTHKCHHUS
OlICHUBaHU N KOMIIETEHIUH
KOMIIETEHITHH
IIK-1.1 HHU3KHI
3adger o [1IK-1.5 CpeaHui
1a060paTOPHBIM N I1K-1.6 cpenHuit
pabotam 3aucr I1K-4.1 IfI/ISKI/Iﬁ
[1K-4.2 BBICOKHI
[1K-4.3 CpEeITHHI
IIK-1.1 HU3KUI
I1K-1.5 CpeaHui
Y 10BIIETBOPUTEITHHO IK-1.6 HU3KHE
I1IK-4.1 HU3KUI
[1K-4.2 CpEeITHHI
I1K-4.35 HU3KHUH
[IK-1.1 CpEeITHHI
[1IK-1.5 CpEeTHHI
I1K-1.6 CpeHHit
DK3aMeH Xopouio K-4.1 e —
[1K-4.2 CpeHMit
[1K-4.3 CpEeITHHI
IIK-1.1 BBICOKHM
I1K-1.5 CpeaHui
OO IIK-1.6 BBICOKMI
I1IK-4.1 BBICOKHM
[1K-4.2 CpEeTHHI
I1K-4.3 BBICOKHI




3. MeToguveckne MaTepuaJIbl, ONpeaesolue NpoueIypbl OHeHUBAHUS

[Ipomiecc  omneHuWBaHWs 3HAHWW, YMEHMH, HABBHIKOB U (WJM) ONBITA JCATEIHHOCTH,
XapaKTepU3yIOMUX dTanbl (OPMUPOBAHUS KOMIIETEHLMH, MPEACTaBICH B TabmUIax mo Qopmam
oOydJeHwUsI:

OneHouHble
Tun 3ansaTus Tema (pa3nen) 1
cpeacTBa
I1K-1.1 3naeT NPpUHIHUIBI IOCTPOCHNS U PAa0OTHI CETH CBSI3H, IPOTOKOJI0B 00MeHAa
HH(popManuel M CUTHATU3AIUH, HCII0JIb3YeMbIX B CETSX CBSI3U, CTAHAAPTHI KayecTBa
nepeaayy JaHHBIX U rojoca
BBenenue B aAMUHUCTPUPOBAHHE
A A PHp DK3aMeH
WH()OKOMMYHUKAIIMOHHBIX CHCTEM
AnmvunuctpupoBanue OBM u nepudepuitnoro
1 PHb pudep DK3aMeH
000pyaOBaHUS
| p— AJIMHHHACTPHPOBaHKE onepannoHHoi cuctembl Windows DK3aMeH
A JIMUHHCTPUPOBAHUE KaOETbHBIX CHCTEM DK3aMeH
AMUHUCTPUPOBAHUE CETEBBIX CITYKO Ha Oaze
9 . DK3aMeH
onepannonnoi cucrembl Windows Server
AJIMHUHUCTPUPOBAHHE OE30M1aCHOCTH
9 DK3aMeH
MH(OKOMMYHHUKAIIMOHHOW CHCTEMBI
Otuer no
HccnenoBanue padoThl ¢ BUPTYaTbHBIMUA MAllIHHAMU B .
nabopaTopHOH
runepsusope Hyper-V
pabote
Otuer no
Kondurypuposanue onepaunonHoi cucremsl Windows 10 | mabopatopHoii
pabore
. Otuer no
ba3oBast HacTpoliKa y3710B CETH C IIOMOIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucrembl Windows Server
pabote
. . Otuer no
JTaGopaTopHas Hacrpoiika ciy»x06s1 AD DS ¢ momortpio oneparmoHHON .
. nabopaTropHOit
pabota cuctembr Windows Server
pabore
. . Otyer o
Hactpoiika ciryx661 DNS ¢ momoristo onepannoHHon .
- nabopaTtopHOit
cuctemsl Windows Server
abore
. . Otyer o
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepannoHHON .
. nmabopaTopHOH
cucrembl Windows Server
abote
. N . Otyer o
Hactpoiika (aiin cepBepa ¢ TOMOIIbIO OTEPAIIHOHHOM .
: nabopaTtopHOit
cuctemsl Windows Server
abore
[TpopaboTka nexiuit DK3aMeH
Otuer no
Hccnenoanue paboThl ¢ BUPTYalIbHBIMU MalllUHAMU B .
nabopaTopHOi
runepsusope Hyper-V
pabore
Otuer no
Camocrosrenbhas [Kondurypuposanue oneparuonnoi cucremsl Windows 10 | mabopaTtopHoit
pabota pabote
. Otuer no
ba3oBas HacTpoiika y3J0B CETH C TOMOIIBIO .
9 . nabopaTopHOi
ornepannonHoi cucrembl Windows Server
pabore
Hacrpoiika ciy»x06s1 AD DS ¢ momortpio oneparuoHHON Otuet no
cucrembl Windows Server nabopaTopHOi




pabore
. . Otyer o
Hactpoiika ciryx0661 DNS ¢ momoristo onepannoHHon .
- nabopaTropHOit
cuctemsl Windows Server
abore
. . Otuer o
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepannoHHON .
. nmabopaTopHOH
cucrembl Windows Server
abote
. N . Otyer o
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTEepaIlHOHHOM .
: nabopaTropHOit
cuctemsl Windows Server
abore
[ToaroToBKa K 3K3aMeHy DKk3amMeH
IIK-1.5 YMeeT 3KCIJIyaTHPOBATH 000PYy/A10BaHHE KOMMYTAIIMOHHOM MOCHCTEMBI,
CONMYTCTBYIOIIETr0 000PYA0BAHNS U CETEBbIX MIATHOPM
Otuer no
HccnenoBanue paboThl ¢ BUPTYaIbHBIMU MalllUHAMU B .
nabopaTopHOi
runepsusope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoii
pabote
. Otuer no
ba3oBas HacTpoiika y370B CETH C TOMOIIBIO .
9 . nabopaTopHOit
ornepannonHoi cucrembl Windows Server
pabote
JlaGopaTopHas . . Oruer o
Hactpoiika cmyx0661 AD DS ¢ nomorisio onepannoHHON .
pabota . nabopaTopHOi
cuctemsl Windows Server
pabore
. . Otyer o
Hactpoiika ciy»661 DNS ¢ momortisto oneparmoHHoMl .
. nabopaTopHOH
cucrembl Windows Server
abote
. . Otyer o
Hactpoiika ciryx661 DHCP ¢ momoripio onepanroHHOM| .
- nabopaTropHOit
cuctemsl Windows Server
abore
. . . Otyer o
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTEePaIlIOHHOM .
: nabopaTopHOH
cuctemsl Windows Server
abote
Otuer no
HccnenoBanue paboThl ¢ BUPTYaIbHBIMU MalllUHAMU B .
nabopaTopHOi
runepsusope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoii
pabote
. Otuer no
ba3oBas HacTpoiika y3J0B CETH C TOMOIIBIO .
9 . nabopaTtopHOit
ornepannonnoi cucrembl Windows Server AGoTe
CamocrosiTenbHas P
. . Otuer no
pabota Hactpoiika ciyx661 AD DS ¢ momotsio onepanuoHHOM .
- nabopaTropHOit
cuctemsl Windows Server
pabore
. . Otyer o
Hactpoiika ciy»661 DNS ¢ momortisto onepanmoHHOMl .
. nabopaTopHOH
cucrembl Windows Server
abote
. . Otyer o
Hactpoiika ciryx661 DHCP ¢ momoripio onepanroHHOM| .
- nabopaTtopHOit
cuctemsl Windows Server
abore
Hactpoiika (haiin cepepa ¢ TOMOIIBIO ONEPAMOHHOM Otuer o
cucremsl Windows Server 1abopaToOpHOI




abore

IToaroToBka K sK3aMeHYy

OK3aMeH

IIK-1.6 Brageer HaBbIKaMHU Pa3padoTKU cXeMbl OPraHU3ALMM CBSI3H, IOCTPOEHUS U
pacliMpeHHus KOMMYTALMOHHOM NMOJCHCTEMBI U CeTeBBIX MIaT(OPM, HABBIKAMH PadOThI ¢
0a3aMM JaHHBIX H AIMUHUCTPHPOBaHNUS 000PYAOBAHMS KOMMYTAIMOHHOM IOACHCTEMbI

A nvunnctpupoBanue OBM u nepudepuitHoro

- YCTaHOBKY

[IPOrPaMMHBIX U IIPOrPaMMHO-aNNapaTHBIX CPEACTB aIMUHUCTPUPYEMON CETH;
U DKCIUTYyaTallMK0 aJIMHUHUCTPUPYEMBIX CETEBBIX YCTPOMCTB, YCTAHOBKY H

Jlexiuu DK3aMeH
000pyaOBaHUS
Otuer no
HccnenoBanue paboTh ¢ BUPTYaTbHBIMU MalllTHHAMU B .
nabopaTopHOi
runiepsuzope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoii
pabote
. Otuer no
bazoBas HacTpoiiKa y3JI0B CETH C TIOMOIIHIO .
9 . nabopaTopHOi
ornepannonHoi cucrembl Windows Server
pabore
Jlaboparopnast . . Otuer no
Hactpoiika cryx0661 AD DS ¢ nomorsio onepanuoHHON .
pabota ; 1a00paTopHO
cuctemsl Windows Server
pabote
. . Otuer o
Hactpoiika ciy»x0661 DNS ¢ momortiisto oneparmoHHOMl .
. nmabopaTopHOH
cucrembl Windows Server
abote
. . Otyer o
Hactpoiika ciryx661 DHCP ¢ momortipio onepanuoHHOM| .
- nabopaTropHOit
cuctemsl Windows Server
abore
. . . Otyer o
Hacrpoiika ¢aiin cepBepa ¢ moMOIIbIO ONepaliiOHHON .
. nabopaTopHOH
cucrembl Windows Server
abote
[TpopaboTka JeKInii DK3aMeH
Otuer no
HccnenoBanue paboThl ¢ BUPTYaTbHBIMUA MAllITHHAMU B .
nabopaTopHOH
runiepsusope Hyper-V
pabote
Otuer no
Kondurypuposanue onepaunonsoi cucremsl Windows 10 | mabopatopHoii
pabore
. Otuer no
ba3oBast HacTpolKa y370B CETH C IIOMOIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucrembl Windows Server
pabote
CamocrosTenbHas . . Otuer no
Hacrpoiika ciy»x06s1 AD DS ¢ momortpio oneparuoHHON .
pabota . nabopaTopHOit
cucrembl Windows Server
pabote
. . Otyer o
Hactpoiika ciryx0661 DNS ¢ momoristo onepannoHHon .
- nabopaTtopHOit
cuctemsl Windows Server
abore
. . Otyer o
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepanroHHON .
. nabopaTopHOH
cucrembl Windows Server
abote
. N . Otyer o
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTePaIlHOHHOM .
: nabopaTtopHOit
cuctemsl Windows Server
abore
[ToaroToBKa K 3K3aMeHy DKk3amMeH
[IK-1.1 3naer - apXWTeKTypy H OONIME NPUHIOUINBI (YHKIIMOHUPOBAHUS, ammapaTHBIX,




HKCILTyaTaluIo aAMUHUCTPUPYEMOTO IPOrPAMMHOI0 00ecTieueHus

- perJIaMeHThl  TpOBEJACHHS  NpOoQHUIAKTUYECKMX  paboT HA  aJAMUHHUCTPHUPYEMOMH
MHGOKOMMYHUKAIMOHHOW CHCTEME.
BBenenne B aIMUHICTPUPOBAHNE
A A PHp DK3aMeH
WH()OKOMMYHHUKAIIMOHHBIX CHCTEM
AnmvunuctpupoBanue OBM u nepudepuitnoro
1 PHp prdep DK3aMeH
000pyaOBaHUS
| P— AJIMHHHACTPHPOBaHKE onepannoHHoi cuctembl Windows DK3aMeH
AJMHUHHCTPUPOBAHHE KaOCIbHBIX CUCTEM OK3ameH
AJIMUHHCTPUPOBAHUE CETEBBIX CIYKO0 Ha Oa3e
9 . DK3aMeH
onepannonnoi cucrembl Windows Server
AJMHHUCTPUPOBAHHE OE30MTaCHOCTH
9 DK3aMeH
WH()OKOMMYHUKAIIMOHHOMW CHCTEMBI
Otuer no
HccnenoBanue paboThI ¢ BUPTYaTbHBIMU MalllHHAMU B .
nabopaTopHOi
runepsusope Hyper-V
pabore
Otuer no
Kondurypuposanue onepaunonsoi cucremsl Windows 10 | mabopatopHoii
pabore
. Otuer no
bazoBas HacTpoiiKa y3J0B CETH C TIOMOIIHIO .
9 . nabopaTopHOit
ornepannonHoi cucrembl Windows Server
pabote
. . Otuer no
JlabGoparopuast Hactpoiika cmyx0661 AD DS ¢ nomorisio onepannoHHON .
- nabopaTropHOit
pabota cucremsr Windows Server
pabore
. . Otyer o
Hactpoiika ciy»661 DNS ¢ momortisto oneparmoHHoOMl .
. nmabopaTopHOH
cucrembl Windows Server
abote
. . Otyer o
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepannoHHON .
. nabopaTtopHOit
cucrembl Windows Server
abore
. . . Otuer o
Hactpoiika (aiin cepBepa ¢ TOMOIIbIO OTEPAIIHOHHOM .
: nabopaTopHOH
cuctemsl Windows Server
abote
[IpopaboTka JeKInii DK3aMeH
Otuer no
HccnenoBanue padoThl ¢ BUPTYaTbHBIMUA MAllIHHAMU B .
nabopaTopHOi
runiepsuzope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoii
pabote
o Otuer no
ba3oBast HacTpolKa y370B CETH C IIOMOIIBIO .
9 : nabopaTopHOi
ornepannonnoi cucrembl Windows Server
CamocrosiTenpHas pabote
abora . . Oruer 1o
P Hacrpoiika ciy»x6s1 AD DS ¢ momortsio oneparmoHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
. . Otyer o
Hactpoiika ciy»x661 DNS ¢ momortisto oneparmoHHOl .
. nabopaTtopHOit
cucrembl Windows Server
abore
. . Otyer o
Hactpoiika ciryx661 DHCP ¢ momoripio onepanroHHOM| .
- nabopaTopHOH
cuctemsl Windows Server
abote
Hactpoiika ¢aiin cepBepa ¢ MOMOIIbIO OTIEPAIIMOHHON Ortuer 1o




cucremsr Windows Server 1abopaTopHOit
abote

[ToaroroBka K 3K3aMeHy OK3aMeH

[1K-4.2 wcnonab30BaTh COBPEMEHHBIC CTAaHAAPTHI MPH AAMHUHUCTPHUPOBAHUM YCTPOWUCTB H
[IPOrPaMMHOTO O0ECTICUCHUSI;

- TOpPUMEHSTHh IITAaTHbIE M BHEUIHHE MPOrpaMMHO-AIapaTHbIE CPEeACTBAa s KOHTPOJIS
[IPOU3BOIUTEIBHOCTH CETEBOM HHPPACTPYKTYPHI IMUHUCTPUPYEMOU CETH,

-OCYLIECTBJISATh ~ MOHTQX, HaJaJKy, HACTpOIKy, pEeryjilupoBKY, OIBITHYIO IPOBEPKY
paboTOCTIOCOOHOCTH, HWCIBITAHWS W CJady B OJKCIUTyaTallMl0 COOPYKEHUH, CpelICTB W
000pYTIOBAaHHUS CETEH.

Otuer no
HccnenoBanue paboThI ¢ BUPTYaTbHBIMU MalllHHAMU B .
nabopaTopHOH
runepsusope Hyper-V
pabote
Otuer no
Kondurypuposanue onepaunonsoi cucremsl Windows 10 | mabopatopHoii
pabore
. Otuer no
ba3oBast HacTpolKa y37I0B CETH C IIOMOIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucrembl Windows Server
pabote
JlaGopaTopHas . . Otuer o
Hacrpoiika ciy»x6s1 AD DS ¢ momortsio oneparuoHHON .
pabota . nabopaTopHOi
cucrembl Windows Server
pabore
. . Otyer o
Hactpoiika ciryx661 DNS ¢ momorsto onepannoHHon .
- nabopaTopHOH
cuctemsl Windows Server
abote
. . Otyer o
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepannoHHON .
. nabopaTtopHOit
cucrembl Windows Server
abore
. N . Otyer o
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTEPaIlHOHHOM .
: nabopaTtopHOit
cuctemsl Windows Server
abore
Otuer no
HccnenoBanue pabOThI ¢ BUPTYaTbHBIMU MalllHHAMU B .
nabopaTopHOH
runepsuszope Hyper-V
pabote
Otuer no
Kondurypuposanue onepaunonHoi cucremsl Windows 10 | mabopatopHoii
pabore
. Otuer no
ba3oBast HacTpoliKa y37I0B CETH C IIOMOIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucrembl Windows Server
pabote
. . Otuer no
CamocrositenpHast [Hactpoiika ciayx6s1 AD DS ¢ momotsio onepannoHHoON .
. nabopaTropHOit
pabota cuctembr Windows Server
pabore
. . Otyer o
Hactpoiika ciryx661 DNS ¢ momoristo onepannoHHon .
- nabopaTopHOH
cuctemsl Windows Server
abote
. . Otyer o
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepanroHHON .
. nabopaTtopHOit
cucrembl Windows Server
abore
. N . Otyer o
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTEepaIlHOHHOM .
: nabopaTtopHOit
cuctemsl Windows Server
abore
[ToaroToBKa K 3K3aMeHy DKk3amMeH

[1K-4.3 Bnageer -HaBbIKaMl MOHTa)Ka, HAJIAJIKH, HACTPONKH, PETYIMPOBKH, ONBITHON MPOBEPKU




PabOTOCITIOCOOHOCTH  CPEJICTB U OOOpPYAOBAHUS CETEH;
BOCCTAHOBJICHHUS CETE€BOI CHUCTEMBbI M IMPOrPAaMMHOI0 obecredeHus] WH(OKOMMYHHUKAIMOHHOM

HaBbIKaMU ITIJIAHUPOBAHUSA CTPATCTHUU

cuctemsl Windows Server

CHUCTEMbI
TMekuun AnmvunnctpupoBanue OBM u nepudepuitHoro SK3aMCH
000pyaOBaHUS
Otuer no
HccnenoBanue paboThl ¢ BUPTYaTbHBIMUA MAllITHHAMU B .
nabopaTopHOi
runiepsuzope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoit
pabote
o Otuer no
ba3oBast HacTpolKa y370B CETH C IIOMOIIBIO .
9 : nabopaTopHOi
ornepannonnoi cucrembl Windows Server
pabore
Jlaboparopnast . . Otuer no
patop Hactpoiika ciyx661 AD DS ¢ momotsio onepanuoHHOM| .
pabota ; 1a00paTopHO
cuctemsl Windows Server
pabote
. . Otyer o
Hactpoiika ciy»x0661 DNS ¢ momortisto oneparmoHHOMl .
. nabopaTropHOit
cucrembl Windows Server
abore
. . Otuer o
Hactpoiika ciryx661 DHCP ¢ momoripio onepanroHHOM| .
- nmabopaTopHOH
cuctemsl Windows Server
abote
. . . Otyer o
HacTtpoiika ¢aiin cepBepa ¢ TOMOIIBIO ONEPalIMOHHOM .
. nmabopaTopHOH
cucrembl Windows Server
abore
N3ydeHue NpuHIMIIOB OpraHU3alMU CTPYKTYypUpOoBaHHOKW  |OTUeT o
KaOeIbHON CHUCTEMBI MPAKTUYECKOU
pabote
N3yuenue MPUHIIMIIOB npoduIaKkTUudeckoro |[OT4yer o
[IpaxTryeckas 00CITy)KUBaHUS PaKTUYECKON
paborta KOMITOHEHTOB WH()OKOMMYHUKITHOHHBIX CUCTEM pabote
N3ydeHue NpuHIMIIOB MTOMCKA U yCTPaHEHUSI Ortuer o
HEUCTPABHOCTEH B MHPOKOMMYHHUKITMOHHBIX CUCTEMAX MPAKTUIECKOU
pabote
[TpopaboTka JeKInii DK3aMeH
Otuer no
HccnenoBanue padoThl ¢ BUPTYaTbHBIMUA MAllIHHAMU B .
nabopaTopHOH
runiepsusope Hyper-V
pabote
Otuer no
oH(uUrypHupoBaHue oneparronHon cucrembl Wi 1a00paToOpHOU
K ypup P Windows 10 6oparop
pabore
CamocrosiTenbHas
. Otuer no
pabota ba3oBast HacTpoliKa y370B CETH C IIOMOIIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucrembl Windows Server
pabote
o N Otuer no
Hacrpoiika ciy»x06s1 AD DS ¢ momortpio oneparmoHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
. . Otyer o
Hactpoiika ciryx0661 DNS ¢ momoristo onepannoHHon .
nmabopaTopHOi

abore




o . Otuer o
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepanroHHON .
. nabopaTopHOi
cuctemsl Windows Server
abore
o o . Otuer o
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTEePaIlHOHHOM .
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[ToaroToBKa K 3K3aMeHy DK3aMeH

4. TunoBblie KOHTPOJbHBIE 32JaAHUS
Hpe,Z[CTaBI/ITB OJUH HpI/IMep 3aJaHus 110 Ka)K,Z[OMy TI/IHy OIICHOYHBIX Cpe,Z[CTB JUUIA Ka)KI[Oﬁ
KOMITETCHITNH, (OPMUPYEMOU TAHHOW JUCITUTUTHHOM.

IIK-1 — CnocofeH K 3KCIUIyaTallud W Pa3BUTHIO CeTeBbIX MIJIaT(OpPM, CHCTEM U ceTeil
nepeaaym JaHHbIX

1. 3aganue Ha DK3aMeH:

1.1 Jlate nmonstue ammuuuctpaTopa. Ero gpynkmuu CiaykObl aIMUHUCTPUPOBAHUS U UX 33/1a4H.
[TonaTne nHGOOPMAITMOHHBIX CUCTEM M UX BHIBL.

1.2 Haznauenume mpotokosa DHCP. O6nacte ero wucnons3oBanms. [lpomemypHas
XapakTepucTHKa Belgaun IP-anpeca.

1.3 [Tonp30BaTesb HE MOXKET 3arpy3UTh cailT mo aapecy: http://www.cisco, no mo IP-agpecy caiit
3arpyKacrtcs. OHpe,Z[G.HI/ITB BO3MOJXHBIC IMPUYNHBI I[aHHOﬁ HCUCIIPABHOCTU U MPCIAJIOKUTH BO3ZMOXKHBIC
MyTH €€ yCTPaHCHHUSI.

2. 3ananue Ha JadopaTopHyio padory Ne§ — 10:
OpraHu3anuss COCTOMT U3 JABYX (WIMaioOB, KOTOpBIE HAXOJATCA B Ppa3HBIX Tropojax:
ExarepunOypre u Cankr-IletepOypre. CxeMa KOPIoOpaTUBHOM CETH MOKa3aHa Ha PUCYHKE.

FILE-EKT DC-EKT

EDGE-EKT

SW-EKT

SW-PROV

CLIENT-EKT
YL Domain: ekt.ru
Domain: sp.ru
11S-SP DC-SP
EDGE-SP
CLIENT-SP

[N

1. 3agath BceM cepBepaM M KIIMEHTCKUM MallliHaM CETEBOE MMs.
2. 3anats IP-anpeca Bcem ycTpoiicTBam cetu. [l 3toro,


http://www.cisco/

2.1. Pemmure creyroulyro 3aaady: AdaHO aIpPECHOE MPOCTPAHCTBO CIEAYIOMIET0 BHUIA —
«197.115.22 x». JInuHy Macku paccuuTaiTe MCXOIAs M3 TOTr0, YTOOBI B KaXIOH 0OpazoBaBIIEHCS
noacetn ¢unuana ExarepunOypra mMoxxHO ObUTO pazMecTuTh oT 9 mo 11 kimeHToB, a B (rmana
Cankr-IlerepOypra MoxHO ObLIO pazMecTuth OT 19 1o 24 knuenrtoB. s agpecanuu B 1oMeHe SP.ru
UCIIOJIb3YHTE BTOPYIO TI0 CYETY MOJICETh; a B ToMeHe eKt.ru ucnonp3yiite 4eTBepTyIo.
2.2. B xauectBe agpecoB cepBepoB DC ucnonb3yiiTe BTOpOi BOZMOKHBIN aJjpec U3 3TuX mnozcereil. B
kadecTtBe aapecoB cepBepoB FILE u IS wucnmonw3yiiTe yeTBepThId BO3MOXXHBIA aIpec W3 ITHX
nonceredd. s aapecauuu cepsepoB EDGE ucnonesyiite mecroit anpec. s agpecanuu KINEHTOB
KCTOJIb3yHTE MEPBBIN ajipec.
2.3. B kaxnom ¢unuane cepsep DC ucnonssyercs, kak cepep DNS.
2.4 B xadecTBe nu1t03a B prummanax ucnoisdyercs cepsep EDGE.
2.5. Cetb nposaiiziepa umeet aapec 202.101.40.x/24. Ins ExarepunOyprckoro ¢puimana UCIIONb3yiTe
23 anpec, mus Cankt-IleTepOyprekoro dunuana ucrnoiaszyire 19 aapec.
3. Bximtounts nipotokost ICMP a1 paboTsl KoMaH b1 Ping.
4. Ha cepBepax DC pazsepuure cimyx0y AD DS.
5. Hactpoiite momensl B 000uX (hunmanax: Ha3BaHUE TOMEHA JTOJDKHO COOTBETCTBOBATH CXEME, MapoJib
JUTSI BOCCTAaHOBJIEHHS JOMEHaA: |arasov123.
6. B ka)x1oM 1OMEHe co3aaiTe oaApa3AeiIeHUs:
6.1 B ekt.ru mompasnenenus: Service u Admin.
6.2 B sp.ru moapazaeneuus: IT u Work.
7. B kaXa0M nopa3AeieHuy CO31aiNTe TPYIIIbI:
7.1 B ekt.ru rpymmsr: Service2 u Admin2.

7.2 B sp.ru rpynmst: 1T2 u Work?2
8. HacTpouTh KIMEHTOB Ha KOHTPOJUIEPAX IOMEHA B COOTBETCTBUU C TaOIUIIECH

CereBoe M3l KIIMEHTA JOMEHA Jlorun s mocryna B | Ilapons mus gocryna | ['pynma B jomeHe
JOMEH B JIOMECH

CLIENT - EKT CLIENT Tarasov123 Service u Admin

FILE - EKT FILE Tarasov234 Service u Admin

EDGE - EKT EDGE Tarasov345 Admin

CLIENT - SP CLIENT?2 Tarasov345 IT2 u Work2

1S - SP 1S Tarasov123 IT2

EDGE - SP EDGE2 Tarasov234 IT2 u Work2

9. HO,Z[KJHO‘-II/ITI: BCC y3JIbl CCTU K COOTBCTCTBYIOIIUM JOMCHAM.

3 3aaHue o caMOCTOSITEIbHON paboTe
Odopmute otuer 1O JnaboparopHoit padore Ne8-10 B COOTBETCTBHUM C TpeOOBAaHUSIMHU
COJIEpKaHUSI:
3.1 TuTyNbHBIN JTUCT.
3.2 Lenb paboTHL.
3.3 OcHoBHOE 00OpYyI0BaHUE.
3.4 Cxema cetu.
3.5 Ucxonuble naHHEBIE.
3.6 CKpUHIIOTHI TOATBEPKIAIOIINE BHIITOJIHEHUE 3aJaHHSI.
3.7 OTBeTHI HAa KOHTPOJIBHBIC BOTPOCHI.

[IK-4 - CnocobeH ocCymecTBJSATh MOHTAK, HAJAAKY, HACTPOHKY, PeryJupoBKY, ONbITHYIO
NMPoBePKY padoTOCNOCOOHOCTH, UCIIBITAHUS M CAA4y B IKCILUIYaTAIIMIO COOPY:KEHHI, CPeICTB U
o0opyaoBaHus ceTei

1. 3aganue Ha DK3aMeH:
1.1 TIlonsatme mnpodmirakTuyeckoro  obciayxuBanus. HeoOXOAUMOCTh  BBINOJHEHUS
npodunakTryeckoro oocmyxuBanus. [IlpoBeaenne npoguaakTuku KoMnbioTepoB. Ee mepnoanyHocTs.




1.2 Tlonarue npotokona u crangapra. Bunel crannaproB. CtaHnapTU3UpYIOIHEe OpraHu3aliy B
00JIaCTH a]MUHUCTPUPOBAHUS CETEH Mepeaun TaHHbIX.

1.3 Tlonwp3oBarenu KOPHOPATUBHOW CETH IMOJACT 3asBKYy B TEXHUYECKHUW OTIEI, YTO IpoIal
AOCTYIl B CCTbhb. OHpe,Z[G.HI/ITB BO3MOJXHBIC TPHUYHUHBI HaHHOﬁ HCUCIIPABHOCTU W MNPCAJIOKUTH
BO3MOJKHBIE MIYTH €€ YCTPAHEHHUS.

2. 3ananue Ha JJabopaTopHyI0 padoTy Ne2:
Opranu3zaiys COCTOUT U3 BYX (UIMATIOB, KOTOPBIE HAXOMATCSA B pa3HbIX roponaax: ExarepunOypre u
VYa.
HeoOxoaumo BceM cepBepaM U KIMEHTCKUM MallldHaM 3aaTh CETEBOE HMS.
3amarsk IP-ampeca cepepam cornacHo Tadsmiie. st atoro:
1. B xaxnom ¢unmane cepsep DC ncnonszyercs, kak cepep DNS.
2. B xauecTBe nuto3a B ¢puimanax ucnonb3yercs cepsep EDGE.
3. Cetb npoBaitnepa umeet aapec 200.100.50.x.
4. KnmuenTs! nomyuatot IP-agpec mo nmporokony DHCP.
Bxutounts potokos ICMP st paboThkl kKoman 11 Ping.

Tabauua — Ucxoqublie JaHHEBIE

Nwms komnbroTepa IP-anpeca Macka 03

DC-E 172.16.0.1 255.255.255.0 | 172.16.0.250

PC-E DHCP - -

11S-U 172.19.0.2 255.255.255.0 | 172.19.0.250
172.16.0.250 255.255.255.0 | -

EDGE-E 200.100.50.1 255.255.255.0 | -

DC-U 172.19.0.1 255.255.255.0 | 172.19.0.250

FILE-E 172.16.0.2/24 255.255.255.0 | 172.16.0.250
172.19.0.250 255.255.255.0 | -

EDGE-U 200.100.50.1 255.255.255.0 | -

PC-U DHCP - -

3 3amaHue o caMOCTOSITEIBHON paboTe
OdopmuTts oTuet 10 J1abopatopHot padote No2 B COOTBETCTBHH C TPEOOBAHUSIMH COICPKAHMUS:
3.1 TutynbHBIHA IUCT.
3.2 Ilenb paboOTHI.
3.3 OcHOBHOE 000pyIOBaHHE.
3.4 Cxema cern.
3.5 UcxoiHble TaHHbBIE.
3.6 CKpHHIIOTHI TOATBEPKIAIOIINE BHITTOTHEHHUE 3aJaHHUS.
3.7 OTBeTHI HA KOHTPOJIbHBIE BOIIPOCHI.

5. baHK KOHTPOJBHBIX 3aJaHUN U UHBIX MATEPUAJIOB, UCIIOJIb3yEMBIX B MPOLIECCE MPOLEAYP TEKYILIETO
KOHTPOJISI ¥ IPOMEKYTOYHOU aTTECTalluU

[IpencraBnen B AJIEKTPOHHOW  MH(pOpMaIMOHHO-0OpazoBaTenbHOM cpenqe 1o  URL
https://aup/uisi/ru.
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3aBeyronuit kadeapoii (pazpaboTunka) H.B. bynpuinnaa
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