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1 OBIIIASI XAPAKTEPUCTHUKA PABOYEM ITPOT'PAMMBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

1.1 leab u muiaHupyeMble pe3yJibTaThl 0CBOEHHS NPO(ecCHOHATHHOTO MO-
AyJIst

B pesymbrate wu3yueHus mnpodeccruoHanbHoro Monyias «OOecnedeHue
MHPOPMALIMOHHOM 6€30MacCHOCTH MH(POKOMMYHUKALIMOHHBIX CETEH U CUCTEM CBSI3N»
oOyyaromuiicss JODKEH OCBOMTH OCHOBHOW BH JesTenbHOCTH: «OOecredyenue
nH(POPMaMOHHON 0€30MacHOCTH MH(POKOMMYHHUKAIMOHHBIX CETEH U CUCTEM CBSI3U»
¥ COOTBETCTBYIOILIME €My OOIIME KOMIIETEHIMU U MPOPECCHOHATbHbIE KOMIIETCHIINU:

1.1.1 Ilepeuens OOIMMX KOMIETEHIIUNA:

Kon HanmeHnoBaHue 00X KOMITETEHIINA

OK 01 BeiOupare cnocoObl pemieHust 3amgad NpoEecCHOHATBHON AEATENbHOCTH, MPUMEHH-
TEJIHHO K Pa3JIMYHBIM KOHTEKCTAM.

OK 02 OcymecTBIATh MOUCK, aHAW3 U WHTEPHpETauio WHOOpMAIMU, HEOOXOIUMON IS
BBITIOJTHEHUS 33124 TPO(ECCHOHATLHOM e TEIILHOCTH.

OK 03 [TnanupoBaTh ¥ peain30BBIBaTH COOCTBEHHOE MPO(ECCHOHATBFHOE M JIMYHOCTHOE pas3-
BUTHE.

OK 04 PabGoTate B koyutekTMBe W KOoMaHjze, 3 ()EKTUBHO B3aMMOJICHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KJINEHTaMH.

OK 05 OcCymecTBISTh YCTHYIO U TUCBMEHHYI0O KOMMYHUKAIIMIO HAa TOCYAapCTBEHHOM SI3bIKE C
y4eToM 0COOEHHOCTEH COIMALHOTO M KYJIhTYPHOT'O KOHTEKCTA.

OK 06 [IposBISATE TpaXIaHCKO-MATPUOTHYECKYIO TO3MIUI0, JEMOHCTPUPOBATH OCO3HAHHOE

MOBEJICHUE HA OCHOBE OOINEYENIOBEYECKUX IEHHOCTEH, MPUMEHSATh CTaHIApPThl aHTH-
KOPPYNIIMOHHOTO MOBEICHUSI.

OK 07 CopnelicTBOBaTh COXPaHEHUIO OKPY’KAIOIIEH Cpeibl, pecypcocOepexeHn o, 3PPeKTHBHO
JIEHCTBOBATH B YPE3BBIYANHBIX CUTYAIUSIX.
OK 08 Hcnonp30Bath cpeacTBa (pU3MUECKON KyIbTYpHI AJIsl COXpAaHEHUS U YKPEIUICHHUS 3]10-

POBBS B Tpoliecce MpohecCHOHATHHON NEITEIbHOCTH U MOJIepKaHUE HEOOXO0IUMOTO
ypOBHs (hU3UUECKON TOITOTOBICHHOCTH.

OK 09 Vcnonp30BaTh HHPOPMALIMOHHBIE TEXHOJIOTHH B TPO(PECCHOHATBHOMN e TETbHOCTH.
OK 10 [Tonp3oBaTbCst MpodeCCHOHAIBHON TOKYMEHTAIMEH Ha TOCYAApCTBEHHOM U MHOCTPAaH-
HOM SI3BIKE.

1.1.2 Tlepedyens nmpodecCHOHAIBHBIX KOMITETEHITNMN:

Kon HanmeHoBaHMe BUAOB AEATEIBHOCTH M MPO(ECCHOHATBHBIX KOMIIETCHIUH

B/l 3 Obecnevyenne WHPOPMAIMOHHON 0€30MaCHOCTH WH(POKOMMYHHKAIIMOHHBIX CETeH W
CHCTEM CBSI3H.

K 3.1 BrIABISTE yrpo3bl B YA3BUMOCTH B CET€BOM MH(PACTPYKTYpE C UCIIOIH30BAHUEM CHC-
TEMBbI aHAJIN3a 3aIUIIEHHOCTH.

IIK 3.2 Pa3pabarpiBaTh KOMILIEKC METOJOB M CPENICTB 3aIIUTHl MHGOPMAIIMH B UHPOKOMMY-
HUKAIIMOHHBIX CETAX M CHCTEMaX CBSI3U.

IIK 3.3 Ocy1iecTBIATh TEKyIee aAMUHACTPUPOBAHHUE IS 3aIUTHI HTHPOKOMMYHHUKAITHOHHBIX
CeTeil W CUCTEM CBSI3U C HUCIOJIb30BAaHUEM CHELHMATU3UPOBAHHOIO ITPOrPAMMHOIO
obecrieueHrs © 000PYyIOBAHHS.




1.1.3 B pesynbprate OCBOCHHS TPO(PECCHOHATBLHOTO MOIYJS OO0ydYarOIIUNACS

JIOJIKEH:

NmeTh
MIPaKTH-
YeCKuH
OIIBIT:

-BBISIBJICHUSI YTPO3 M YSA3BHMOCTEH B CETEBOW HMH(MPACTPYKTYpE C HUCIIOIB30BaHUEM
CHUCTCMBI aHaJIM3a 3alllUIICHHOCTH,

-pa3pabOTKH KOMILIEKCa METOJIOB M CPEACTB 3alIuThl HHPOpMauu B HHHOKOMMYHH-
KallMOHHBIX CCTAX U CUCTEMAaX CBA3H,

-OCYIICCTBJICHUSI TEKYIIEro aIMHHUCTPUPOBAHUS IS 3alIUThl WHPOKOMMYHHUKAIIH-
OHHBIX CETE€U M CHUCTEM CBSA3HU C HCHOJL30BAaHUEM CIICIHUAIIM3UPOBAHHOI'O IPpOrpaMm-
HOTO 00€CTIeUeHUsI 1 000PYTOBAHMS.

YMmeTs:

- KJIaCCH(PMIIMPOBATH YTPO3bl HH(OPMAIIMOHHON 0€301MacHOCTH B MH(POKOMMYHHUKAIH-
OHHBIX CHCTEMaX U CETSX CBA3H;

-TIPOBOJIUTH AHAJU3 YIpo3 U YSI3BUMOCTEH cereBoil Oe3omacHocTu [P-cerel, becnpo-
BOJIHBIX CETEU, KOPIIOPATUBHBIX CETEH;

- OIpPEAENATh BO3MOXKHBIE CETEBBIC aTaKU U CIIOCOOBI HECAHKIIMOHUPOBAHHOT'O I0CTYIIA
B KOHBEPI'CHTHBIX CHCTEMaXx CBSI3H;

- OCYILECTBIISITh MEPOIPUSITHS 110 MPOBEJCHUIO aTTECTALIMOHHBIX PA0OT M BBISBICHUIO
KaHaJIOB yTEUKU;

- BBISIBIISITh HEJIOCTATKH CHCTEM 3aIlIUThl B CHCTEMAaX M CETSIX CBSI3U C MCIOIb30BaHUEM
CTICIMATIM3UPOBAHHBIX POTPAMMHBIX ITPOTYKTHI;

- BBITIOJHATH TECTUPOBAHUE CUCTEM C LIEIbIO ONPECTICHHS YPOBHS 3alUILIEHHOCTH;

- OTIPEICIISITh ONITUMAJIbHBIE CIIOCOOBI 0OecTieueHsT HH()OPMAITMOHHOW 0€301TaCHOCTH;

-IIPOBOJIMTH BBIOOP CPEJICTB 3AIUTHl B COOTBETCTBHU C BBIBICHHBIMH YIPO3aMHU B
MH()OKOMMYHHUKAIIMOHHBIX CETSIX;

-IIPOBOJMTH MEPOTIPHUATHS TI0 3alIMTe UHPOPMAIIMU Ha TPEANIPUSTHSIX CBSI3H, 00ecIe-
YHMBaTh UX OPTaHHU3ALHUIO, OTIPECIISATH CIIOCOOBI U METO/IBI peaT3allny;

-pa3pabaTbIBaTh MOJUTHKY O€30MAaCHOCTH CETEBBIX MJIEMEHTOB M JIOTHUECKUX CETEH;

- BBITTOJIHATH PAacyeT W YCTAHOBKY CIICIHAIM3MPOBAHHOTO 000pYyHOBaHMS Al obOectie-
YEeHHUsI MAKCUMAaJIbHOM 3aIIUIIEHHOCTH CETEBBIX 3JIEMEHTOB U JIOTHYECKUX CETei;

-IIPOM3BOJUTH YCTAaHOBKY W HACTPOWKY CPEJICTB 3aIIUTHI ONEPAMOHHBIX CHCTEM, HH-
(OKOMMYHUKAIITMOHHBIX CUCTEM U CETEH CBSI3U;

-KOH(GHUTYpUpOBaTh  aBTOMAaTH3MPOBAaHHBIE  CHUCTEMBl M HH(OpMANNOHHO-
KOMMYHHUKAIIHOHHBIC CETH B COOTBETCTBHHU C MOJUTUKON MH(OPMAIIMOHHOMN Oe301mac-
HOCTH;

-3anMuaTth 0a3bl JNAHHBIX HPU TTOMOIIU CIICHUATH3UPOBAHHBIX MPOTPAMMHBIX IPO-
JIyKTOB;

-3alMIIaTh Pecypchbl HHPOKOMMYHHUKAIIMOHHBIX CETEH M CUCTEM CBSI3U KPHIITOrpadu-
YECKUMH METOJIaMH.

3HaTh:

- MPUHITUTIBI TOCTPOCHUS WH()OPMAIIMOHHO-KOMMYHHUKAITIOHHBIX CETEIH;

-MEXIYHAPOIHBIE CTaHIAAPTHl WH(POPMAIMOHHON OE30MacHOCTH Ui MPOBOIHBIX H
OECTIPOBOTHBIX CETEI;

-HOpPMaTHBHO-TIPABOBBIE M 3aKOHOJATEIbHBIC aKThl B 00JacTH WHQPOPMALMOHHOM
0e30I1acHOCTH;

-aKyCTHYECKHE U BUOPOAKYCTHUECKHE KaHAJIBI YTEYKH HH(POPMAINK, OCOOEHHOCTH X
BO3HUKHOBEHUS, OPTaHU3AIINH, BEISIBICHHUS, U 3aKPBITHS;

-TeXHUYECKHE KaHAIbl YTeUKH HH(pOpMAaIuM, pearn3yeMble B OTHOIICHUH OOBEKTOB
MH(POPMATHU3ALUU U TEXHUYECKUX CPEICTB NPEANPHUSATUNA CBS3H, CIIOCOOBI UX OOHa-
PYXKCHHUS U 3aKPBITHS;

-CIIOCOOBI U METOBI OOHAPYKEHUS CPEACTB ChEMa HH(POPMAIIUY B paHOKaHAIE;

- KJIacCU(UKAITHIO YTPO3 CETeBOM O€30ITacCHOCTH;

-XapaKTepHbIE 0COOEHHOCTHU CETEBBIX aTaK;

-BO3MOJKHBIE€ CTIOCOOBI HECAHKITMOHMPOBAHHOTO JIOCTYTIA K CHCTEMaM CBSI3H;




-TIpaBMJIa TIPOBEACHUS BO3MOXKHBIX ITPOBEPOK COTJIACHO HOPMATHBHBIM JOKYMEHTaM
OCTOK;

-3TaIbl ONpeeNIeHNs] KOHPUICHINAIFHOCTH JOKYMEHTOB 00BEKTa 3aIUTHI;

-Ha3Ha4YeHUE, KJIACCH(PHUKALNIO U MPUHIMIIEI pabOThl CHEIHATU3UPOBAHHOTO 000pY-
TIOBaHHUS;

-METO/IbI ¥ CTIOCOOBI 3aIIUTHI HH(pOpMaUK 6ecipoBOIHBIX Joruueckux ceteir or HCJJ
MOCPEACTBOM NMPOTOKO0JI0B WEP, WPA u WPA 2;

-METOJIbl U CPEACTBA 3aUIUTHI HH(POPMAIIMK B TEICKOMMYHHUKAIUAX OT BPEIOHOCHBIX
porpamwm;

-T€XHOJIOTUU IPUMEHEHUS IPOTPAMMHBIX MTPOAYKTOB;

-BO3MOXXHBIE CITOCOOBI, MECTa YCTAHOBKM M HACTPOMKH MPOTPaMMHBIX IPOAYKTOB;

-METOJBl M CIIOCOOBI 3aIUTHl MH(POPMAIIUH, NEpeaaBaeMoil Mo KaOelbHbIM Halpas-
JSTFOIIIM CHCTEMaM;

-KOH(UTYypaIuy 3aluIIaeMbIX CETe;

- ITOPUTMBI pabOTHI TECTOBBIX IPOTPAMM;

-CpeJICTBA 3alUTHl Pa3IMYHBIX OMEPAIMOHHBIX CUCTEM M Cpelbl Iepenadn nHpopma-
1w,

-CII0co0bI ¥ MeTOABI U poBaHMs (KOAUPOBAHUE U IEKOAUPOBAHUE) HHPOPMALIUH.

1.2 Koan4ecTBO 4aco0B, OTBOAMMOE HA OCBOeHHE MPO(eCCHOHAIBLHOI0 MO-

ayJast

Bcero gacos - 426,
13 HUX:

-Ha ocBoeHue MJIK - 310,
-Ha NPAKTUKH - 72,

B TOM YHCJIE:
Ha Y4eOHYIO IPAKTHKY - 30,
Ha IPOU3BOJICTBEHHYIO MPAKTHUKY - 36,

-Ha KOHCYJIbTAIlUH - 8,
-Ha 3K3aMEH 0 MOYJIIO - 8,
-Ha CaMOCTOSITEJIbHYIO pa0doTy - 28.




2 CTPYKTYPA U COAEP KAHUE

IMPOPECCHUOHAJIBHOI'O MOAYJIA

2.1 CTpykrypa npodecCHOHAIBHOT0 MOAYJIA

O0beM PO eCCHOHATEHOTO MO,

Jac.
Konpt Cym- O6yuenne o MJIK [IpakTuku Cano-
npodec- MapHBIi B Tom umcre Kon- | cros-
cHOHaNbHBIX| HanMmeHoBaHHs pa3nenoB Jla6o-
00beM Kypco- CyJb- | TEJb-
1 00IMX | IPOQECCHOHAILHOTO MOIYJIS parop- [Ipous-
Harpys- BBIX | Yuel- Taluy | Has
KOMIIETEH- Bcero| mBIX M BOJICT-
. KU, 4ac. pabot | Has pabora
oun MpaKTH- BCHHAsA
(1po-
YECKHX
. | €KTOB)
3aHATHI
IIK 3.1, 3.3,| Pa3nea 1 [Ipumenenue 170 152 82 - - - 4 14
OK 01-10 | mporpaMmHO-anmapaTHBIX
CpPEeZICTB 3alIUTHI UH(DOP-
Maluu B ”HPOKOMMYHH-
KAIIMOHHBIX CHCTEMaxX U
CETSX CBSI3U
IIK 3.1-3.3,| Pa3nexa 2 [Ipumenenue 176 158 78 - - - 4 14
OK 01-10 | xommIeKcHOM CUCTEMBI
3alUTH MHQOpPMAINH B
WH()OKOMMYHHUKAITMOHHBIX
CHUCTEMAax U CETSIX CBSI3U
IIK 3.1-3.3,| YyeOnas npakTuka 36 36 - - -
OK 01-10
IK 3.1-3.3, | I[Ipou3BOACTBEHHAS 36 - 36 - -
OK 01-10 | mpaktuka
DK3aME€H MO0 MOJYJIIO 8 - - - -
Bcero: 426 | 310 160 - 36 36 8 28




2.2 TemaTH4eCKHUil IJIAH U coJep:KaHue MPO(PecCHOHATBLHOI0 MOAY IS

HaumenoBanue pas-
JICIIOB ¥ TEM TIPO-
(heccroHaIBLHOTO

monyis (ITM), mex-
JTUCIUTIMHAPHBIX

kypcoB (MJIK)

Coneprxanue yueOHOro MaTepuaa, 1abopaTopHble paboThl U
NPaKTHYECKHE 3aHITHS, BHEAYIUTOPHAS (CAaMOCTOATEIIbHAST)
yueOHast paboTta 00yJaronmxcs, KypcoBasi padoTa (IIpOeKT)

(ecru IpeAyCMOTPEHBI)

O0BeM
4acoB

1

2

Pa3znen 1 IlpumeHeHne mMporpaMMHO-aNNapaTHbIX CPeICTB 3alMThI HHPOPMALHMHU B
HH(POKOMMYHHUKAIMOHHBIX CHCTEMaX U CeTHAX CBA3HU

170

M/IK.03.01 Texnosorusi npuMeHeHHs] NMPOrPAMMHO-ANINAPATHBIX CPEACTB 3aLMThI

uHpopMaAUM B UH

DOKOMMYHHUKAIIMOHHBIX CUCTEMAX U CETHAX CBA3ZH

170

Tema 1.1
OcHoBbI 0e30mac-
HoCTH HHGopMa-
IHOHHDLIX TEXHO-
JOrum

Cojep:kanue y4eOHOT0 MaTepHaJa:

33

1 AxTyalbHOCTH TpoOJIeMbl oOecredeHus: 0e30macHOCTH HHpOpMa-
IIUOHHBIX TEXHOJIOTHI. MecTo M poiib MHPOPMALMOHHBIX CUCTEM B
yrpaBieHuu OusHec-niporieccamu. OCHOBHBIE IPUYHHBI 000CTPEHUS
npobaemMbl obecrieueHus: 0€30MacHOCTH UH()OPMAITHOHHBIX TEXHOJIO-
THIA.

2 OcHOBHbIC MOHATUS B 00JacTH 0E30MACHOCTH MH(OPMAIMOHHBIX
texHnonoruii. Madopmarus u nuapopmannonseie otTHomeHus. Cy0on-
eKThl THPOPMALMOHHBIX OTHOUICHUH, UX 0€30MaCHOCTb.

3 Yrpo3sl 6e30macHOCTH WHGOPMAIMOHHBIX TEXHOJOTHH. VY sI3BH-
MOCTh OCHOBHBIX CTPYKTYPHO-(YHKIMOHAIBHBIX 3JIEMEHTOB pacipe-
JICIEHHBIX aBTOMAaTU3MPOBaHHBIX cucTeM. Kiaccubukauus yrpos
0€30MMacHOCTH.

4 TlpuHnumnel obecriedeHus: 6€30MacHOCTH WHHOPMAITMOHHBIX TEXHO-
norui. Bunel mep npoTuBoAeicTBUS yrpo3am O6e3omnacHocTH. JlocTo-
MHCTBA U HEJOCTAaTKU PA3JIMYHBIX BUIOB Mep 3amuThl. [IpuHIIMITBI
MIOCTPOCHHSI CUCTEMbI oOecreueHus 0e30MacHOCTH HWH(pOpMaluUd B
ABTOMATU3UPOBAHHON CHCTEME.

5 IlpaBoBble OCHOBBI OOecreueHus1 6e30MaCHOCTH HH(POPMAITMOHHBIX
TEXHOJIOTHH. 3antuiaemast HHOOpMaIusI.

Ilepconanbubie nanHble. Kommepueckass TtaiiHa. Mudopmamus B
KJIIOYEBBIX CHCTEMaxX MHPOPMALMOHHON HH(PACTPYKTYPBHIL.

6 T'ocynapctBeHHas cucrtema 3ammura HHGopmauuu. OpraHuzanus
3alIUThl MH(OPMAIMK B CHUCTEMAax M CpeAcTBax MH(OpMaTH3alMU U
cBs1i3u. KOHTpOJIb COCTOSIHUS 3a1IUTHI HH(POPMALIUH.

7 OCHOBHBIC 3alIUTHBIC MEXAHH3MBI, peallu3yeMble B paMKaxX pa3-
JUYHBIX MEp M CPeACTB 3aIluThl. VneHTudukanus u ayreHTHHUKa-
U IIOJIL30BaTEIIEH.

Pasrpanudenue qocTyma 3aperuCTPUPOBAHHBIX MOJB30BATEICH K pe-
cypcaM aBTOMATH3MPOBAaHHOW CHCTEMBI. Perucrpamus u onepaTHB-
HO€ OIOBEILEHNE O COOBITHIX OE30IIaCHOCTH.

IIpakTuyeckue 3aHATHS:

1,2 Ananu3 yrpo3 6€30nacHOCTH MEPCOHATBHBIX JAHHBIX MPHU UX 00-
paboTke B MH(OOPMAITMOHHBIX CUCTEMAX.

3.,4,5 M3yueHne MnoyioskeHus 10 aTTecTalli 00bEeKTOB HHPOpMaTH3a-
AU 110 TpeOOBaHUSIM 0€30MMacHOCTH WH(OpMAITUH.

6,7,8 U3ydeHue ocoOEHHOCTEW aTTeCTAIlMU MOMENIEHUN 1Mo Tpebo-
BaHHAM 0€30MaCHOCTH HH(POPMAIIHH.




CamocrosiTesibHasi padoTa 00yYarOIIMXCS:
1 [loaroToBKa OTBETOB HA KOHTPOJIbHBIE BOMPOCHI MPAKTUYECKUX 3a-
HSATHUMH.

Tema 1.2
OoOecneyenue
0e30macHOCTH
HH(pOpPMAIIHOH-
HBIX TEXHOJIOT Uil

Conep:xxaHue y4eOHOT0 MaTepHaJia:

57

1 TloHsATHe TEXHONOTHH OOecIeueHus] Oe30MacCHOCTH HH(OPMAITUH.
Brnusiare Ha 6€30mMacHOCTh CO CTOPOHBI PYKOBOJICTBA OpTaHU3AIIHMA.
WMHCTUTYT OTBETCTBEHHBIX 3a oOecnieuenue Oezonacnoctu UT.

2 OO0s13aHHOCTU TIOJNB30BATENEi U OTBETCTBEHHBIX 3a OOecreueHue
6e3omacuoctu UT. O6mue npaBuna obecrneueHus: 6ezonacHoctu UT
mpu pabote coTpyAHUKOB. OTBETCTBEHHOCTh 3a HapymieHwus. [lops-
JIOK pabOThI ¢ HOCUTEISIMH KJIFOUEBOH HH(OPMAITIH.

3 JIOKyMEHTBI, perjJaMeHTUPYIOIIMe MpaBujia NapoJbHOM U aHTUBHU-
pPYCHOM 3aiuThl. MTHCTpyKLMS O OpraHu3anuy MapoJbHOU 3allUTHI.
WNHcTpyknus no opraHu3anii aHTUBUPYCHOM 3aIUATHI.

4 JIoKyMEHTBI, PEeTJIaMEHTHPYIOIINUE MOPSIOK JOIMycka K paboTe u
W3MEHEHUS TOJHOMOYMH TMojb30BaTened. Permamenramnusa momycka
corpyaHuKOB. IIpaBuna nMeHoBanus nosb3oBarenen. [Iponeayp as-
TOpPHU3AIMUA COTPYAHUKOB.

5 Tlopsinok u3MeHEHUsT KOH(UIypaluH MPOrpPaMMHO-ANIAPATHBIX
cpenctB. ObecrieueHre U KOHTPOJIb (DU3UIECKOM IIEIIOCTHOCTH U HE-
M3MEHHOCTH KOH(UTYpalluu anmnapaTHO-IPOTPaMMHBIX CpPEICTB aB-
TOMAaTHU3WPOBAHHON CHCTEMBI. DKCTPEHHAS MOTU(DUKAIIHSL.

6 PermamenTarust mporeccoB pa3pabOTKH, BHEAPECHHS U COMPOBOXK-
JeHUs 3a1a4. B3auMopercTBue nmoapa3eeHuil Ha BCEX 3Tamnax BHE-
JIPEHNSI aBTOMATU3UPOBAHHBIX MOJCUCTEM.

7 OmnpeneneHue TpeOOBaHUHM K 3aIUTE U KAaTErOPUPOBAHHE pecyp-
coB. OnpezeneHue rpajaluii BaJKHOCTH U COOTBETCTBYIOLIUX YpPOB-
Heil o0ecriedeHust 3alUThl pecypcoB. KareropupoBanue 3amuiiae-
MBIX pecypcoB. [IpoBenenne HHPOPMALMOHHBIX 00CIEA0BaHUM U J10-
KYMEHTHPOBAHUE 3aIIMIAEMBIX PECYPCOB.

8 IlmaHbl 3amUTHl ¥ TJIAHBI OOECIIEYCHHST HENPEPHIBHOW pabOTHI U
BoccTaHoBieHnsa. COCTaBHBIE YaCTH IIAHOB 3allluThl U O6€CH€‘I€HI/ISI
HETIPEPHIBHOM PaOOTHI.

9 CpencrBa obecriedeHus HempepbIBHONW paboThl. OOs3aHHOCTH U
JEHCTBUS MepCoHaIa 1Mo 00eCIeUYeHNI0 HEMPEPHIBHOM paOOTHI.

10 OcHoBHBIE 3a7auu MOJpa3eTeHU obecreueHust OE30MaCHOCTH
WUT. OpranuzanmoHHasi CTPYKTypa MOJpa3eiacHus Oe30MacHOCTH.
OpraHu3anroOHHO-TIPABOBOM CTaTyc CIy>KObI obecriedueHus: Gezormac-
HOCTH MH(GOpMAITUH.

11 Konnenmus 6e3omacHocTd WHOOPMAIIMOHHBIX TEXHOJIOTHUH TIpeI-
npustusa. HasnadeHue u craTyc HOKyMeHTa. Bompockl, KOTOphIe
JIOJKHBI OBITH OTpakeHbl B KoHnemnum.

IIpakTnyeckmne 3aHATHS:

9,10,11,12 CocraBieHue KOMIUIEKTa JOKYMEHTAI[UU AJI JUIEH3H-
poBaHus padboT U ycuyT B o0iacTu 3anuThl nHGpopManuu (PCTIK).
13,14,15 Ananu3 uH(QOPMAIIMOHHBIX PECYPCOB, HUPKYIUPYIOUINX B
OpraHu3aLMH.

16,17 Ananu3 nporpaMMHO-TEXHUYECKUX CPENCTB, UCIOIb3YEMBIX B
OpraHu3aLMH.

18,19 Ananu3 nporpaMMHO-TEXHUYECKUX CPEJICTB IPEIIPUSITHSL.
20,21,22,23 AHain3 3alIMIIaEMOr0 MOMENIEHUS] U KaHAJOB YTEUKH
uH(pOpMalnu.
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CamocrosiTesibHasi padoTa 00yYarOIIMXCS:
1 [loaroToBKa OTBETOB HA KOHTPOJIbHBIE BOMPOCHI MPAKTUYECKUX 3a-
HSATHUMH.

Tema 1.3
Cpencrsa 3amm-
ThI HH(OPMALUHU
OT HECAHKIUOHH-
POBAHHOIO 10C-
Tyna

Conep:kaHue y4e0HOT0 MaTepHaJia:

48

1 Ha3HaueHue M BO3MOYKHOCTH CPEICTB 3alIUThl MHPOpPMALUU OT
HC/. 3ammra oT BMeIIaTenbCcTBa B Mporece (yHKIMOHHUPOBAHUS
AC mnocTopoHHMX Jaull. Peructpanus IeWCTBUH TOJIB30BATENCH.
ObecneueHne ayTeHTHPHUKAIMA AOOHEHTOB.

2 PexoMeHanuu 1o BeIOOpY cpeAcTB 3amuThl nHbopmaruu ot HCJI.
Pacnipenenenue nokasareneil 3alMILEHHOCTH 10 KjaccaM Ui aBToO-
MaTU3UPOBAHHBIX CHUCTEM. TpeboBaHHSA PYKOBOAAIIUX IAOKYMEHTOB
OCTOK K cpepcTBam 3aiuThl HHPOPMALIUH.

3 HasHaueHune ¥ BO3MOXKHOCTH amIapaTHO-IPOrPaMMHOTO KOMILICK-
ca C3U u ayrentuduxanmu (Hanpumep, DALLASLOCK).

4 Ha3znauenwue, coctaB 1 Bo3MokHoctu C3U (manpumep, «biokmocT-
2000» u «bI0KXOCT-CEThHY.)

5 Haznauenne u ocobenHoctu npumeHenuss C3U HCJl (manpumep,
«Ctpaxk NT»).

6 Haznauenue u cnenuduka npuMeHeHus komiviekca 31 (manpumep,
«C0001BY).

7 YcrpoiicTBa ayreHTUGUKAUK HA 6a3e cMapT-KapT U USB-TOKEHOB.
Peanmuzamus cxem ayrentudukanuu. [Iporpammebie cpeacTBa, pea-
TU3YIOMIHE HHOPACTPYKTYPY OTKPBITHIX KITFOUYCH.

8 Haznauenue n pyHKIIMOHAIBHBIC BO3MOXKHOCTH e]oken n PyTokeH.
AJNTOpUTM reHepaluy 0JHOPA30BbIX NapoJIEH.

9 ®opmupoBaHUE JJICKTPOHHON HH(PPOBON TomanMucH. Brraucienue
Kito4a corsacopanus Jngdu-Xemmana.

10 OcoOeHHOCTH pa3rpaHUYEHUs JTOCTYyNa K pecypcaM CUCTeMBI. 13-
OupaTenbHOe pa3rpaHUyeHHe AOoCTyma. [loJHOMOYHOE pa3rpaHuye-
Hue nocryna. Perucrpamus coObITHI, MMEIONIMX OTHOIIEHHE K 0e30-
MaCHOCTH.

IIpakTnyeckune 3aHATHS:

24,25,26 AHanm3 cUCTEMBI 3alIUThl MHPOPMAIIMH OT HECAHKIIHOHU-
POBaHHOIO JJOCTYyTa

27,28,29 KomruiekcHas 3amura HHPOPMALMOHHBIX PECYpCOB OT He-
caHkImoHrpoBanHoro nocrymna (Ctpax NT)

30,31,32 Co3nanue mozaenu parpannueHus goctyna (Pesuzop-1XP)
33,34,35 Pacuer mokazarenedl 3allUIIEHHOCTH KOH(PUIACHITUATHHOU
unpopmanuu (I'posza-K)

(o)

CamocrosiTesbHast paboTa 00y4aOIINXCH:
1 IToaroToBka OTBETOB HAa KOHTPOJIbHBIE BONPOCHI MPAKTUYECKUX 3a-
HATHUM.

Tema 1.4
Oo0ecnieueHne
0e30macHOCTH
KOMIIBIOTEPHBIX
CHCTEM M ceTel

Conep:kanue y4e0OHOro Marepuasa:

28

1 IIpobnembl obecniedeHus: 6€30MaCHOCTH B KOMITBIOTEPHBIX CHCTE-
Max ¥ ceTsXx. TUmoBast KOpIopaTuBHAS CETh. Y I3BUMOCTU U UX KJIAc-
cuduKaIus.

2 Ha3zHauenue, BO3MOKHOCTH M 3alUTHBIC MEXaHU3MbI MEKCETEBBIX
JKPAaHOB. YTPO3bl, CBA3aHHBIC C NIEPUMETPOM CETHU. THIIBI MeExXceTe-
BbIX 3KpaHoB. CepTu(ukanus MexXCeTeBbIX 3KPaHOB.

3 Ananu3 conepxkumoro nourosoro u WEB-tpaduxa. HTTP-tpaduk.

4 BupryanbHble yacTHble ceTH. Pemenne Ha 6aze OC Windows 2003.
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VPN na ocHOBe KpunTouuto3a (Hanpumep, «KontuaeHT-K»).

5 OOHapyXeHHEe U yCTPAaHEHUE YSA3BUMOCTEH. APXUTEKTypa CHUCTEM 2
yIpaBieHus: yI3BUMOCTAMH. OCOOCHHOCTH CETEeBBIX areHTOB CKaHH-
pOBaHMsL.
6 Cnenuanu3upOBaHHBIA aHaNM3 3amMIIeHHOCTH. O030p CpencTB 2
aHaJIM3a 3allUIICHHOCTH.
7 MouutopuHr coObITHil 6e3omacHocTu. MHppacTpykTypa ymnpasiie- 2
HUS KypHajgamMu coObITHi. KaTeropuu xypHanoB coObiTuii. Beene-
HUE B TEXHOJIOTHIO OOHapykeHus atak. Kimaccudukamus cuctem o6-
HapYKCHHSI aTakK.
IIpakTuyeckue 3aHATHS:
36,37,38 CpencrBo koHTposia 3amuiieHHoctd ot HCJl «PeBusop- 6
2XP»
39,40,41 IlporpamMMa moucka M TapaHTUPOBAHHOIO YHUYTOXKEHHUS 6
nHpopMmanuu Ha quckax (Terrier).
CamocTrosiTesibHass padoTa 00y4arOIIMXCH:
1 IloaroroBka OTBETOB Ha KOHTPOJbHBIE BONMPOCHI MPAKTHUYECKUX 3a- 2
HSTHI.
KoncyabTanuu o0yyarommxces: 4
IIpomeskyTOYHAN aTTeCTALMS: -
Pa3nen 2 IlpuMeHeHre KOMIUIEKCHON CHCTeMbl 3aIlIUThl HHpopManuu B HHpokommy-| 176
HUKALMOHHBIX CHCTEMAX U CETHAX CBA3M
M/K.03.02 TexHonorusi npuMeHeHHs1 KOMILUICKCHON CHCTeMBbI 3aIIMThHI HHpopManuu B| 176
HH(POKOMMYHUKAIMOHHBIX CHCTEMAaX U CeTAX CBA3U
Tema 2.1 Conep:kanue y4ye0OHOro MarepuaJa: 26
OcHoBbI HH(pOP- 1 OcHoBHBIE MOHATHS MHPOPMAMOHHON Oe3omacHocTH. CyIHOCTH 2
MAalMOHHOM 0€30- | ¥ MOHSTHUS 3aIIUThI HHPOPMAIIUH.
MacHOCTH 2 3Hauenne uHOOPMAITMOHHOW 0E30MMaCHOCTH U €€ MECTO B CHCTEME 2
HAI[MOHATLHOM O€30MaCHOCTH.
3 OCHOBHBIE COCTABJISIONINE HAIMOHATBHBIX UHTEPECOB Poccuiickoi 2
®enepanun B nHGopmarmonHoi cepe. Koncrutynus PO u apyrue
OCHOBOTIIOJIararouue JOKYMEHTHI, 3aTparuBaiouiie uHtepecsl PO B
nH(OpPMAaIMOHHOI cepe.
4 Buasl ¥ UCTOYHUKH yrpo3 WHPOpMAIMOHHON Oe3omacHocTu Poc- 2
cuiickoit @eneparuu. JlokTpuHa HHPOPMAITMOHHOW 0€30MacCHOCTH
Poccuiickoit @enepanuu.
5 Cocrosiue nHpopmannoHHoi OezonacHocTd PD u ocHOBHBIE 3a- 2
a4y 110 ee 00eCIeueHHIO.
6 I'ocymapcTBeHHas cuctema oOecrieueHuss MHGOPMAIMOHHONW 6€30- 2
nacHoctu Poccuiickoit @enepanuu. Perynaropsr B o6nactu undop-
MaIMOHHON 0€301acHOCTH.
IIpakTHYecKkHe 3aHATHSA:
1,2 Meroasl ayTeHTH(UKAIIMHN, UCTIONB3YIONIME mapoyu. HacTtpoiika 4
napametpoB ayreHTuukanuu Windows 7 (XP).
3,4 Ha3naueHue mpaB MoJIb30BaTENEH MPHU MPOU3BOJIHLHOM YIIpaBJie- 4
Huu goctynom B Windows 7 (XP).
5,6 Hactpoiika 3amutHbix Mexannu3MoB OC Windows 7 (XP). 4
CamocrosiTesibHass paboTa 00y4arOIIMXCH:
1 IToaroToBKa OTBETOB Ha KOHTPOJbHBIE BOMPOCHI MMPAKTUYECKUX 3a- 2

HATHUN.
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Tema 2.2
Opranun3anuoH-
HO-IIPaBOBbIE ac-
NMEKThI 3AIUThI
uHpopMaumn

Conep:kanue y4eOHOIro MaTepuaJa:

20

1 CtpykTypa npaBoBoii 3amuThl HHGopMmaruu. Cucrema T0KyMEHTOB
B 00JIACTH 3aIUTHl HHPOPMAITUH.

2 OpraHu3airoHHBIE OCHOBHI 3aUThl HHMopMaruu. [IpuHIHIB Op-
TaHW3AIMOHHON 3aIIUTH HH)OPMAIIHH.

3 T'ocymapcTBEeHHBIE PETYISATOPHI B 00JIACTH 3alIUTHl MH(OPMALUH,
UX MOTHOMOYHS U cdepa komreTreHuuu. O030p CTaHAAPTOB U METO-
IMYECKUX JOKYMEHTOB B 00JacTH 3amMThl MHGpopMaruu. Perymu-
pyIOIIKe OpraHu3aIiy B 00JIACTH 3aIIUTH HHPOPMAIIHH.

4 Knaccudukanys uHbOpMAIMKA 10 KaTeropusiM octyna. Kpurepun
olieHKU nHpopmanuu. Kareropuu HapymieHui o cTeneH! BaKHOCTH.

5 OTBETCTBEHHOCTH 3a MIpaBOHAPYIIECHUs B HH()OPMAITHOHHOM cepe.
PykoBogsmue NOKYMEHTBI, PETrIIaMEHTHUPYIOLIUE OTBETCTBEHHOCTb.
Buasl OTBETCTBEHHOCTH 3a MpaBOHAPYIICHUS B HH()OPMAIMOHHOW

cepe.

IIpakTuyeckue 3aHATHS:

7,8 YcraHOoBKa M HAcTpolKa IPOrpaMMHOIO AHTUBHPYCHOTO KOM-
IJIEKCA.

9,10 YcraHoBKa M HacTpoOilKa MpOrpaMMHO-aNapaTHbIX aHTUBUPYC-
HBIX CPEJCTB.

CamocTosiTesqibHasi padoTa 00y4arOmMXCsi:
1 I[loaroToBKa OTBETOB HAa KOHTPOJIbHBIE BOMPOCH! MPAKTUUYECKUX 3a-
HSITUH.

Tema 2.3
KomniekcHas
CHCTEeMA 3aIUThI
uHpopMaumn

Conep:xaHue y4eOHOT0 MaTepHAaJa:

26

1 Obmas xapakTepuCTHUKa KOMIUIEKCHOH 3amuThl nHpopmarmu. Oc-
HOBBI 0OOecIIeueHHsI KOMITJIEKCHOW 3aiuThl nHpopMaruu. CymHOCTh
Y 33/1a4M KOMIUIEKCHOM 3alIUThI HH()OPMAITHH.

2 CrpaTterun KOMIUIEKCHOM 3amuThl nHGopMaimu. CTpyKTypa U oc-
HOBHBIC XapaKTCPUCTUKHU KOMIIJIEKCHOH 3alllUThI HH(bOpMaHHH.

3 KonduaeHmumanpHbie cBeneHus. Buapl KoH(UIEHIUATLHON WH-
dopmaruu. Ilepconansueie qanHbie. Kommepueckas TaitHa. baHkoB-
CKas TauHa.

4 Cucrema ¢usndeckoit 3ammrthl. O000IIEHHasT CTPYKTypHasl cxema
oxpasbl 00bekTa. [1ocTl OXpaHsbl.

5 IloxcucremMa MHKEHEPHOU 3amMThl. [lepumMerpoBas cCurHaiu3anus
u orpaxacHue. IlepumerpoBoe OcBelIEHUE.

6 CrocoOwl u cpeactBa oOHapyxeHus yrpo3. KomrmexcHoe obcie-
JOBaHUsS 3alIMIICHHOCTH WH(GOpMAIMOHHON cucTteMbl. CpejicTBa
HEUTpAIM3aLHU YyTPO3.

IIpakTHYeckHe 3aHATHSA:

11,12 YcraHoBKa U HACTPOMKa MEKCETEBOIO dKpaHa.

13,14 lluppoBanue MeToJaMH MEPECTAHOBKU U MPOCTON 3aMEHBI.
15,16 ludpyromas ¢aitnosas cucrema EFS u ynpasnenue cepru-
¢dukaramu B Windows 7 (XP).

> b

CamocTosiTesibHasi padoTa 00y4arOmMXCsi:
1 I[loaroToBKa OTBETOB HAa KOHTPOJIbHBIE BOMPOCHI MPAKTUYECKUX 3a-
HSITHUH.

Tema 2.4
HNnxeHepHO-TEX-
HUYeCKas 3a1MUTa
uHpopMaumn

Conep:xaHue y4eOHOT0 MaTepHAaJa:

55

1 OCHOBBI HHXEHEPHO-TEXHUYECKOH 3amuThl HHPopMmaruu. [lompas-
JIeNIeHUs] TEXHUYECKOM 3alUThl HHPOPMAIIMU 1 UX OCHOBHBIE 3a/1a4H.
MexaHn4YecKHue CUCTEMBI 3alUTHI.

13




2 IloHsiTHE HECAHKIMOHUPOBAHHOTO JOCTyNa K 3allUIIaeMOl HH-
dbopmaruu. I[lonstue HCJL k nuadopmanuu. Bunsr HCJl x uadopma-
LMH.

3 Texaudeckue KaHabl yTeuku nHGopManuu. O01mas cTpykTypa Ka-
Hasa yreukn uHpopmarmu. Knaccupukanus KaHajaoB yTEUKH HH-
dhopmarumu.

4 OcnoBuble criocodObl u cpencta HCJl x 3amuniaemoil nHpopma-
nuu. AktuBHbIE ctocoosl HCJI k mabopMariym.

5 3amuTa nHGOPMAIMK OT YTEYKH MO TEXHUYECKUM KaHajlaM mepe-
naun nHbopmanmu. [TaccuBnoe npotuBozeiicteue HCJI.

6 OGecnieuenne OezomacHoCTH TeneOHHBIX meperoBopoB. [IpoTuso-
JeHCTBUE HE3aKOHHOMY TOJKJIIOYCHUIO K JIMHHUAM CBsi3H. [IpoTHBO-
HeﬁCTBHe KOHTAaKTHOMY U 6€CKOHTaKTHOMy IIOAKIIOYCHHUIO.

7 3ammTa oT niepexnara. [[poTuBoielicTBME HECAHKIIMOHUPOBAHHOMY
JOCTYNy K MCTOYHUKAM KOH(UACHIMaIbHOW HMH(OpMaIuy. 3ammura
nH(pOpMalUY B KaHajaxX CBS3H.

8 AkycTrdeckuil KOHTpOJIb. [loHATHE pa30OPUYMBOCTH PEUH TIPH Tie-
pexBate uHpopmamuu. CrocoObl M cpencrtBa HWHOOPMAITMOHHOTO
CKPBITHSI peueBOr MHPOPMALIMHU OT MOACTYIIMBAHUS.

9 Jlemackupyrolie NMpU3HAKU 3aKJIaAHbIX ycTporcTB. Kimaccuduka-
LUl CPE/ICTB OOHAPYXKEHUS U JIOKAIN3ALUHU 3aKIaHbIX YCTPONCTB U
ux u3nydeHuid. Kmaccudukaius cpencTB 0OHapyKeHUsT HEU3IIydalro-
IIMX 3aKJIaJ0K.

10 KoHTpoab NMHUN CBSI3U, OTXOIALIMX OT TEXHUYECKUX CPEACTB.
[TpuHIUIIBI KOHTPOIIS TeNe()OHHBIX JTMHUN U el dJICKTPOITUTAHUS
1 3a3emiieHus. [IpuHIMNBI KOHTPOIIS LeNel AIEKTPONUTAHNUS.

11 Kontposb cnaboTouHbIx 1ieneid. [IpuHIMnB KOHTPOIIS IMHUN 3a-
3EMIJICHHUA.

12 CpencrtBa HeNMMHEWHONW paauosokanuu. [I[puHIUIBE paboThl yCT-
POMCTB HEJMHEWHOW paauoiaoKauuu. HenuHeiHble paaroIoKaTOpBI.
CoBpeMEHHBIE CPEICTBA PaINOIOKAI1H.

13 Metoap! noucka paguou3ydyeHull 3aKkiIaaHbIlX ycTpoiicTB. MHau-
katopel mionsi. OOHapykeHuwe paauomsnydeHuid. I[lanHopamubie pa-
nuonpueMHUKU. CKaHUPYIOIME IPUEMHHUKH.

IIpakTuyeckue 3aHATHS:

17,18 YcraHoBKa M HACTPOMKaA MPOrPaMMHBIX CPEJICTB 3alUThI Tele-
KOMMYHHUKAI[MOHHBIX CUCTEM M CETEH IEKTPOCBA3H.

19,20 AnmapaTHble cpeicTBa 3aIlUThl HHPOPMALIUH.

21,22 YcraHOBKa U HACTPOWKA KaMep BUICOHAOIIOICHMS.

23,24 YcraHOBKa M HAaCTpPOMKa JAaTYMKOB KOHTPOJIS BCKPBITUS JIU-
HEWHO-Ka0eIbHBIX COOPY)KCHHUI U YCTPOUCTB.

25,26 YcTraHOBKa U HACTpOIKa AAaTYMKOB TPEBOKHOW CUTHAIU3ALIMU.
27,28 Pa3paboTka TEXHUYECKOTO 3aJaHUsl Ha CO3/aHME 3alUThl UH-
(hopMaIMOHHON CUCTEMBI.

BN SN

I

CamocTosiTesqibHasi padboTa 00y4YarOmMXCs:
1 I[loaroToBKa OTBETOB HAa KOHTPOJIbHBIE BOMPOCHI MPAKTUYECKUX 3a-
HSITUH.

Tema 2.5
Kpunrtorpapuue-
CKasl 3aIUTa UH-

Conep:kanue y4eOHOro MarepuaJa:

26

1 OcHoBwl kpuntorpaduu. CTpykTypa KpunrocuctemMbl. OCHOBHBIC
METO/IbI KpUNITOTpadUIECKOro MPeoOpa3oBaHUs TaHHBIX.

14




bopmanuu

2 Cummerpuunble Kpuntocuctemsl. [lndpoBanne MeTo0M 3aMEHBI.
[udpoBanue metoaom nepectaHoBkd. LIndpoBanue MeTonom ram-
MUPOBAHHS.

3 Kpunrocucrtemsl ¢ OTKPBITBIM Kit04oM. OCHOBBI MIH(POBAHUS C
OTKPBITBIM ~ KJIIOYOM. AJnroput™M oOMeHa kmwodamu uddu-
XeyuiMaHa.

4 Anroputm mudpoBanus Rivest-Shamir-Adleman (RSA) ¢ OTKpHbI-
TBIM KJIFOUOM.

5 Cucrembl sexkTpoHHOUM moanucu. [Ipobiema ayreHTHduUKamUu
JaHHBIX M 3JIEKTpOHHas nupoBas MoAMUCh. TexHomorust paboThI
AJIEKTPOHHOU MOJIIKCH.

6 be3zonacHble xen-QyHKINUN, aITOPUTMBI XemupoBaHus. KoHTposb-
HOE 3HAYCHHE MUKInYecKoro m3owiTouHoro koma CRC. Iudpossie
ceptudurarsl. OTe4ecTBEHHbIN cTaHaapT uudpoBoi nmoanucu. Ilo-
HSTUE KPUNTOAHAIN3A.

IIpakTHYecKkHe 3aHATHSA:

29,30/ ccrnenoBanne BO3MOXHOCTEH MPOQPECCHOHAIBHOTO HETHMHEH-
HOTO paguoiokaropa (Hanpumep, NR-900EMS).

31,32 HccnenoBanre BO3MOKHOCTEH CKOPOCTHOI'O MPUEMHUKA CHT-
HanoB (Hanpumep, CKOPIIMOH-XL).

33,34 HccnenoBanue pabOTHl reHepaTopa IIymMa ISl 3alluThl OT
IIOMUH (nanpumep, JI'I-501).

CamocTosiTesqibHasi padoTa 00y4YarOmMXCs:
1 I[loaroToBKa OTBETOB HAa KOHTPOJIbHBIE BOMPOCH! MPAKTUYECKUX 3a-
HSITHUH.

Tema 2.6
ATTecTanuga u
JIMIEH3UPOBAHNE
00BbEKTOB 3allIH-
ThbI

Conep:kanue y4yeOHOro MarepuaJa:
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1 O6mue Bompock! o arrectaruu OW mo TpeboBaHusIM O€30macHO-
CTHN I/IH(bOpMaI_[I/II/I. OcHOBHEBIE cTaauu CO3JaHusd CUCTEMBbI 3alllUThbI
nHpopmaruu Ha OU.

2 Tlopsimok TMpoOBEIECHUsI aTTeCTallud OOBEKTOB HMH(OPMAaTH3AIMH.
OpraHu3annMoHHas CTPYKTypa CHUCTEMBl aTTECTAllUM OOBEKTOB HH-
¢dopmaruzanuu. IIporpaMma u MeToAMKa NMPOBEJCHUS ATTECTAIIMOH-
HBIX UCIIBITAHUM.

3 JlumeH3upoBaHue AESITEILHOCTH B 00JaCTH 3alIUThl KOH(UICHITH-
anpbHOW MHpopManuu. JIOKyMeHTHI, pa3pabaThiBaeMble Ha 00BEKTaX
nH(pOpMaTHU3ALINH.

4 JlokyMeHTBI, pa3pabaTeiBacMble Ha aTTecTyeMmoe nomenieHue. Ilo-
PSAIOK JEHUCTBUN IIPU JIMLICH3UPOBAHUU.

IIpakTuyeckue 3aHATHS:

35,36 MeToap! 3amUThl Tee(OHHBIX EPErOoBOPOB OT MPOCITYIINBA-
HUSL 1 OOHApY)KEHUsI TeJIe(OHHBIX 3aKJIA0K C MOMOUIBIO CHENHAIIb-
HBIX ycTpoiicTB (Hanpumep, [IPOKPYCT-2000).

37,38,39 Ilouck u mokanu3amnus CKpbITBIX BUIEOKaMep (HarpuMmep, ¢
nomoineio npudopa OIITUK-2).

CamocTosiTesqibHasi padboTa 00y4YarOmMXCsi:
1 I[loaroToBKa OTBETOB HAa KOHTPOJIbHBIE BOMPOCHI MPAKTUYECKUX 3a-
HSITHUH.

Koncynbranum o0yvaronmmxcs:

IIpomeskyTOYHAsI aTTeCTALMSA:

Y4yeOHast npakTHKa:

Buasbi pador:
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1 Pa3paboTka TUMIOBBIX PEIICHUI OPTaHW3AIUH 3AIIUTHI OT YTPO3 B CETAX CBI3U Pa3HBIMHU 6
cnoco0amMy ¥ METOIAMU.

2 Vzydenue opraHu3aliy HHKEHEPHO-TEXHUUECKOW O€301IacCHOCTH OT yrpo3. 6
3 CpaBHUTEIBHBIA aHAIN3 MMAPAMETPOB allapaTHBIX CPEACTB, MPUMEHSAEMBIX JIS1 3aIIUThI 6
uHpOpMaLIUH.

4 V3zydyeHune opraHu3aiuy JOCTya MeToAaMu UACHTH(UKAITIN U ayTeHTH(DUKAIIIHN. 6
5 I[IpuMeHeHne aHTUBUPYCHBIX POTPAMMHBIX U MPOTPAMMHO-ANTIAPATHBIX KOMILIEKCOB. 6
6 M3yueHue CTpyKTyphl AJITOPUTMOB 3amdpoBaHus U paciupoBanusi HHGOPMAIIHH. 6
IIpon3BoacTBeHHAsI IPAKTHKA: 36
Buasbi pador:

1 3HaKOMCTBO C MPEINPUATHEM: HHCTPYKTAX 110 OXpaHe TPpyAa M TEXHHUKE OE30MacHOCTH; 4
9KCKYpCHSl MO MPEANpPUITHIO; U3yUYeHUE MPaBUIl BHYTPEHHETO paclopsika, pexuma pado-

ThI COTPYIHUKOB U MTPAKTHKAHTOB.

2 W3yyeHue CTPyKTYphl NpeAnpUsATUA. 3HAKOMCTBO C POJIBIO IAHHOTO MPEANPUSITHS CBSI3H 4
B CTPYKTYpE OTpaciy; M3y4eHHE OpPraHU3aLUOHHOW CTPYKTYPHI MPEANPHUITHUS; W3YydeHHUE
NepeyHs MPeJOCTABISEMBIX YCIYT; U3yU€HUE CXEMbl OPraHU3alluU CBSA3EH.

3 O6cny)MBaHUE TEXHUYECKUX CPEACTB 3alUTHl HHPOPMALUU OT HECAHKIIMOHUPOBAHHOTO 6
J0CTyna.

4 Yyactue B paboTax 1o IMAarHOCTUKE U MOHUTOPUHTY CHCTEM O€30MaCHOCTH B KOMIIBIO- 6
TEPHBIX CUCTEMAX U CEeTSX.

5 U3ydenue MHCTPYKLUH, TOKyMEHTALUU MO obecreueHre 0e30macHoCTH WH(GOpMAIMOH- 6
HBIX TEXHOJIOTH, KOMIIBIOTEPHBIX CUCTEM U CETEH.

6 CamocrosTenbHas paboTa Ha 3aKpEIIEHHOM pabo4yeM MecTe. 6
7 O6o6menne Mmarepuaia, opopmiIeHHE THEBHUKA, OTYETa, cAava nud. 3adera. 4
DK3aMeH M0 MOIYJIIO: 8
Bcero: 426
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3 YCJOBUS PEAJIM3AIIMA PABOYEHN ITPOT'PAMMBbBI
IMPOPECCHUOHAJIBHOI'O MOAYJIA

3.1 MarepuajbHO-TeXHHYECKOe oO0eclneyeHne peaju3anuu padodeil mpo-
rpaMMbl

Jnst peanuzanuu pabodeil mporpamMmbl MpodhecCUOHATBHOTO MOAYJS Mpeay-
CMOTPEHBI CIEAYIOIINE CIEIUalbHble OMEIECHUS, OCHAIIEHHbIE 000PYIOBAaHUEM U
TEXHUYECKUMHU CPEACTBAMU OOYUCHUS:

3.1.1 JlaGopaTtopusi MH(POPMAIMOHHOI 0€30MACHOCTH TeJeKOMMYHUKALM-
OHHBIX CHCTEM:

PaGouee mecto npenogaBarens - 1, padboune mecta ooyqaromuxcs - 20.

MarauTHo-MapKkepHas J10cKa - 1 mmIT.

TeneBuzop Mystery MTV4031LTA2 - 1 wr.

Kommnbrorep Crona CS - 13 mir.

ITporpammuoe obecneuyenue: Adobe acrobat reader, Google Chrome, Apache
OpenOffice, Cisco Packet Tracer, Kaspersky Endpoint Security 10 gias Windows,
Arent anmuauctpupoBanus Kaspersky Security Center 10.

3.1.2 JlaGoparopusi nHPOPMAUOHHON 0€30MACHOCTH TeJIeKOMMYHUKALU-
OHHBIX CHCTEM:

Pabouee mecto mpenogaBarens - 1, padboune mecta oOydarouuxcs - 22.

MaruautHo-mMapkepHast 10ocka - 1 miT.

Komnerorep nepconansusiii Intel Core 2 Duo - 22 mT.

Tenesuzop 29" ¢ mnockum 3xpanom Akai 25 CTO8 HN - 1 mt.

JlabopaTopHoe o0opyaoBaHUeE:

- mapuipytuzatop ADSL/ADSL2/ADSL2+.4x10/100,Q0S - 1 wrT.;

- tenedon Panasonic KX-TS2356RUW - 2 mit.;

- tenedon VolP - 2 mr.;

- YCTpOMCTBO 114 3a1enaku BuToit mapel HT-3240 - 8 mr.;

- ycrpoirictBo o0xkumMHoe HT-568 nnst RJ-45 u RJ-12 - 8 miT.;

- yctpoiicTBo yHuBepcaibHoe HT-501 s 3auncTkm - 8 mit.;

- kamepa uarepHet SoHo - 4 mir.;

- kommyTaTop L2 ynpasnsemsiit 24x10/100Mbps 2x1000BASE-T - 6 mit.;

- kommyTatop L3 ympasnsemsiit 20xGiga UTP, 4xCombo - 1 mt.;

- mapuipytuzatop I[P DSLAM 24nopra, ¢ 2 koM00 nmopramu - 3 miT.;

- poyTep AByxauanmna3zoHHbIi OecripoBogHoi/MocT 802,11n - 5 mt.;

- crannus tenedonnas LDK-300 KSU - 1 mrt.;

-9kpad mexcereBoir VPN, 7x10/100 LAN, 1 DMZ, 2 WAN - 2 mir.

IIporpammuoe obecneuyenue: Adobe acrobat reader, Google Chrome, Apache
OpenOffice, Cisco Packet Tracer, Kaspersky Endpoint Security 10 gias Windows,
Arent anmuauctpupoBanus Kaspersky Security Center 10.
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3.2 UndopmannoHHoe o0ecrieyeHHe pean3aluy NporpaMmbl

Hns  peamuzanuu  paboyeidl  mporpaMMbl  MPOQPECCHOHATBHOTO  MOIYJIS
Ooubnroteunbii  (HoHI 00pa3oBaTENbHOM OpraHM3alluk HMMEET TeYaTHbIE W/WUIu
AJIEKTPOHHBIE 00pa3oBaTeNIbHbIE M HHPOPMAIIMOHHBIE PECYpPChI, PEKOMEHIYEMBIC TSI
MCTIONIb30BaHUs B 00pa30BaTeILHOM IPOIIECCe:

3.2.1 IleuaTHble H31aHUA:

3.2.2 DeKTpPOHHbBbIE U31aHUA (3JIEKTPOHHBIE PeCcypChl):

M/IK.03.01 TexHoJiorusi NpuMeHEHUs NMPOrPAMMHO-ANNAPATHBIX CPeICTB
3alUThl HH(POPMALMU B HHPOKOMMYHUKAIUOHHBIX CHCTEMAX U CETAX JIEKTPO-
CBSI3H

1 ®omun, [[. B. UadopmanmonHas O€30IMaCHOCTh M 3alIuTa HHOOPMAIIHH:
CHEIMAIN3UPOBAHHBIE ATTECTOBAHHBIC MPOTPAMMHBIE W TIPOTPAMMHO-AIIIAPATHBIC
cpeacTBa : yueOHO-MeToandeckoe nocooue / JI. B. ®omun. - CapatoB : By3oBckoe
obpazoBanue, 2018. - 218 c. - ISBN 978-5-4487-0297-6. - Tekct : 37eKTPOHHBIN //
OnekTpoHHO-OnOamoTeunass cucrema [PR BOOKS :  [caiir]. - URL:
http://www.iprbookshop.ru/77317.html (mata oOpamenus: 10.12.2019). - Pexum
J0CTyNA: JUIsl aBTOPU3HP. MOJIb30BATENECH.

2 TexHonoruu 3amuThl UHPOPMALIUU B KOMIBIOTEPHBIX CETAX : Y4EOHOE MOCO-
oue / H. A. Pynenkos, A. B. [Iponerapckuii, E. B. CmupnoBa, A. M. CypoBoB. - 3-¢
u3n. - Mocksa : Unatepuet-YauBepcuter Undopmarnmonnsix Texunomoruit (MHTY-
UT), Air IIu Ap Menua, 2021. - 368 c. - ISBN 978-5-4497-0931-8. - Tekcrt : dJek-
TpOHHBIA // DnexTpoHHO-OMOMMoTeunast cuctema IPR BOOKS : [caiiT]. - URL:
https://www.iprbookshop.ru/102069.html (mata obpamenus: 22.10.2021). - Pexum
JOCTYTA: JJIsl aBTOPU3UP. TOJIB30BATENEH.

3 I'pebemikos, A. FO. AnnapaTHsie cpeacTBa TEIEKOMMYHUKAIIMOHHBIX CUCTEM
: yuebHoe nocodue / A. FO. I'pebemikoB. - Camapa : [loBoipKCKui rocy1apCTBEHHbBIN
YHUBEPCUTET TeJeKOMMYHHUKaui u uHdopmatuku, 2017. - 295 c¢. - ISBN 2227-
8397. - TekcT : aneKTpOoHHBIN // DnekTpoHHO-O0nbMMoTeuHas cucrema IPR BOOKS :
[caiit]. - URL: http://www.iprbookshop.ru/75367.html  (mata oOparieHus:
06.12.2019). - Pexxum octyna: Jjisi aBTOPU3HP. MOJIb30BaTENCH.

4 Hukudopos, C. H. 3anura nandopmanmu. 3anmra OT BHEIIHUX BTOPKEHUH :
yuebHoe nocooue / C. H. Hukudopos. - Cankr-IlerepOypr : Cankr-IlerepOyprekuit
roCyJapCTBEHHBI apXUTEKTYpPHO-CTPOUTENbHBIA yHUBepcuteT, ObC ACB, 2017. -
84 c. - ISBN 978-5-9227-0757-2. - Tekct : 3NeKTpOHHBIH // DIEKTPOHHO-
oubmuoteunast cuctema IPR BOOKS : [caiir]. - URL: https://www.iprbookshop.ru/
74381.html (mata obpamenus: 10.12.2019). - Pexum goctymna: 1ist aBTOPU3UP. MOJIb-
30BaTeNen.

M/IK.03.02 TexHos0orusi NMPUMEHEHHS] KOMILIEKCHON CHCTEMBbI 3allUThI
HHpopMannu B HHPOKOMMYHMKANMOHHBIX CHCTEMAX U CEeTAX CBA3HU

1 Copoxkun, A. C. OCHOBBI OCTPOSHHUSI 3AIIUIICHHBIX THHOKOMMYHHUKAITUOH-
HBIX CHUCTEM : yueOHo-MeToauueckoe nocoodue / A. C. CopokuH. - MockBa : MockoB-
CKHMI TEXHUYECKUN YHUBEPCUTET CBs3U U MHopMatuku, 2018. - 49 c. - Tekcr : a1ek-
TpOHHBIN // DnexkTpoHHO-OMOMMoTeuHas cucrema IPR BOOKS : [caiit]. - URL:
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https://www.iprbookshop.ru/92466.html (mara obpamenus: 22.10.2021). - Pexum
J0CTyNA: JUIsl aBTOPU3HP. MOJIb30BATENECH.

2 @unmunmos, b. Y. Mudopmannonnas 6e3omacHoCcTb. OCHOBBI HAJACKHOCTH
cpeacTB cBs3u : yueOoHuk / b. Y. ®ununmos, O. I'. lllepctHesa. - Capartos : At [Iu
Op Menua, 2019. - 227 c. - ISBN 978-5-4486-0485-0. - TekcT : 3IeKTpOHHBIN //
OnekTpoHHOo-OnbamoTeunass cucrema [PR - BOOKS @  [caiir]. - URL:
https://www.iprbookshop.ru/80290.html (mara ob6pamenus: 22.10.2021). - Pexum
J0CTyTA: JUIsl aBTOPU3HP. TTOJIH30BATEICH.

3 Illanwsrun, B. ®. Uadopmanmonnas 6e30mMacHOCTh U 3amuTa HHGOPMAIAH /
B. @. lllanerun. - 2-e u3a. - Caparos : IIpodobOpazoBanme, 2019. - 702 c. - ISBN
978-5-4488-0070-2. - TekcT : 37AEKTPOHHBIN // DINEKTPOHHO-OUOIMOTEUHAsI CHCTEMA
IPR BOOKS : [caiiT]. - URL: http://www.iprbookshop.ru/87995.html (nata oOpare-
Hust: 10.12.2019). - Pexum noctyna: st aBTOPU3UP. MOJIb30BATEINECH.

4 Tanarenko, B. A. OcHoBbI HH(MOPMAIIMOHHON 0€301aCHOCTH : Y4eOHOE MOCo-
oue / B. A. I'anarenko. - 3-e u3a. - Mocksa : Untepuet-Yuusepcurer Uudopmariiu-
onneix Texnomoruit (MHTYUT), Ait [Iu Ap Menua, 2020. - 266 c. - ISBN 978-5-
4497-0675-1. - Tekct : 3MeKTPOHHBIA // DeKTpoHHO-OubOIMoTeYHass cuctema IPR
BOOKS : [caiiT]. - URL: https://www.iprbookshop.ru/97562.html (nara obpamenus:
22.10.2021). - Pexxum moctyna: Jjisi aBTOPU3HP. MOJIb30BaTENCH.

5 Cxpunuuk, JI. A. OO6mue BONPOCH TEXHUYECKOW 3alllUThl MHPOPMALUHU :
yaeOnoe nocobue / JI. A. CkpunnHuk. - 3-¢ u3a. - MockBa, CapatoB : MHTEpHET-
Yuusepcurer Nudopmarmonnsix Texunonoruit (MHTYUT), Air Ilm Ap Menua,
2019. - 424 c. - ISBN 978-5-4497-0336-1. - TekcT : 31EKTpOHHBIN // DIEKTPOHHO-
ouOmmoreunas cuctema IPR BOOKS : [caiit]. - URL: http://www.iprbookshop.ru/
89451 .html (gata obpamenus: 10.12.2019). - Pexum goctymna: 1uist aBTOPU3UP. MOJb-
30BaTeNen.

6 Tumumna, H. A. Ilpuxnaansle 3aga4u 0€30MacHOCTH MHGOPMAIIMOHHO-
TEeJIEKOMMYHUKAIMOHHBIX cucTeM : yueOHoe nmocooue / H. A. Tummuna, E. H. UepHo-
npynoBa. - OpenOypr : OpeHOyprckuii rocyaapctBeHHblld yHuBepcuteT, 9bC ACB,
2017. - 122 c. - ISBN 978-5-7410-1892-7. - TekcT : 31€KTpOHHBIN // DIEKTPOHHO-
ouommoreunas cuctema IPR BOOKS : [caiit]. - URL: http://www.iprbookshop.ru/
78818.html (mara o6pamenus: 06.12.2019). - Pexxum gocrtyma: ajist aBTOPU3UP. MOJb-
30BaTelIei.

7 BBenenue B uHGOPMAIMOHHYIO O€30MACHOCTh M 3alllUTy HHGMOpMaLUU :
yuebHoe mocobue / B. A. Tpymun, 0. A. Kotos, JI. C. JleBun, K. A. [lonckoi. -
HoBocubupck : HoBocuOupckuii rocyqapCTBEHHBIN TEXHHUYECKUHA YHHBEPCHUTET,
2017. - 132 c. - ISBN 978-5-7782-3233-4. - TeKCT : 3JIEKTPOHHBIN // DIEKTPOHHO-
oubmuoteunast cuctema IPR BOOKS : [caiir]. - URL: https://www.iprbookshop.ru/
91329.html (nata o6pamenus: 22.10.2021). - Pexxum goctyna: 1ist aBTOpU3UP. MOJb-
30BaTelIei.
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4 KOHTPOJIb 1 OLIEHKA PE3YJIBTATOB OCBOEHUA

IMPOPECCHUOHAJIBHOI'O MOAYJIA

Kon n HaumeHoBanue
po(heCcCHOHATBHBIX U 00X
KOMITCTEHITH, (POPMUPYEMBIX

B paMKax MOJYJIs

Kpurepunu onieHkun

MeTtonrnl OLIEHKH!

IIK 3.1 BeisBaATh yrpossl u
ySI3BUMOCTH B ceTeBOU MH(ppa-
CTPYKTypE€ C HCIOJIb30BAHUEM
CHCTEMBl aHalu3a 3allUIICH-
HOCTH.

kinaccuduimpoBanre yrpo3 HuH)Op-
MaIMOHHON Oe3omacHocTH B HH(DO-
KOMMYHHUKAITHOHHBIX CUCTEMax M Ce-
TSX CBSI3U OCYIIECTBISIETCS BEPHO;
aHaJIU3 Yrpo3 U YSI3BUMOCTEHN CETEBOM
Oe3omacHocTu [P-cereif, OecrpoBoi-
HBIX CE€TeW, KOPIOpPATUBHBIX CETEH
000CHOBAHHBIN U MOJIHBII;
BO3MOXHBIE CETEBBIC aTaKh M CIOCO-
OBl HECAHKIIMOHUPOBAHHOTO JOCTYIIa
B KOHBEPICHTHBIX CHCTEMaxX CBSI3U
oTpefieNieHbl BEPHO;

MEpOTIPUATHS 10 TPOBEJCHHUIO AaTTe-
CTAallMOHHBIX Pa0OT U BBISBICHHUIO Ka-
HAJIOB YTEYKH OCYIICCTBISIOTCS B
IIOJIHOM 00BEME;

HEJIOCTaTKN CUCTEM 3alUThl B CHCTE-
MaX M CETSX CBSI3U C MCIIOJIb30BAHUEM
CTECIHATM3UPOBAHHBIX TPOTPAMMHBIX
NPOAYKTHI BBISIBJICHBI B MOJHOM 00b-
eme;

TECTUPOBAHUE CHCTEM C IEIbIO OIpe-
JIeTICHHsI YPOBHSI 3alIUIIEHHOCTH BbI-
MOJIHEHO, YPOBEHb 3aIlIUIICHHOCTH
OTIpeJIeIICH BEPHO.

- TECTHpPOBaHUE,

- 9K3aMeH 10 MOJYJIIO,

- DKCIIEPTHOE  HaOII0-
JICHUE  BBIMIOJIHCHUS
MPaKTHYECKUX padoT,

- OIIEHKA peIICHHs CH-
TYallMOHHBIX 337134,

- OIICHKa IIporecca H
pe3yabTaTOB  BBIOJI-
HEHUs BHUAOB paboT
Ha MPaKTHKE.

IIK 3.2 Pa3pabaTbiBaTh KOM-
IUIEKC METO/OB U CPEICTB 3a-
muThl uHGopMaru B UHGO-
KOMMYHUKAI[HOHHBIX CETAX |
crcTeMax CBS3H.

uis o0ecriedeHnss MHPOPMALUOHHOM
0e30macHOCTH BBIOpAaHBI ONTHUMATh-
HEBIC CITOCOOBI,

BBIOOP CPECTB 3aIIUTHI OCYIIECTBICH
B COOTBETCTBUH C BBISBICHHBIMU YT-
po3amMu B WH(POKOMMYHHUKAIMOHHBIX
CeTsX.

- TeCTUPOBAHUE,

- 9K3aMeH 110 MOJIYITIO,

- DKCIIEpTHOE  HAOIIO-
JCHUE  BBIOJHEHHUS
MPAaKTUYECKHUX padoT,

- OIICHKA pEIICHUsl CH-
TYalMOHHBIX 3a]a4,

- OIICHKAa TIporecca H
pE3yNbTaTOB  BBIMOJ-
HEHUsI BHJOB padoT
Ha TPaKTHKE.

K 3.3 OcymuiecTBisiTh TEKy-
uiee aAMUHUCTPUPOBAHUE IS
3aluUThl  UTHPOKOMMYHHKAIHU-
OHHBIX CETEN U CUCTEM CBSI3H C
WCIIOJIBb30BAHUEM  CIICLIMAIN-
3UPOBAHHOTO  MPOTPAMMHOIO
obecrieueHuss U 000OpyIOBa-
HUSL.

MEpOTNPUATHS TIO 3aImuTe HHpOpMa-
U Ha MPCANPUATUAX CBA3U ONPCHAC-
JICHBI B TIOJTHOM 00BeMe, UX OpraHu-
3anusd, CHOCO6BI U MCTOJLI pcain3a-
WY SIBJISIFOTCS. ONTHMAaIbHBIMH H JIOC-
TaTOYHBIMHU,

NOJUTHKA  OE30IMacHOCTH  CETEBBIX
DJIIEMEHTOB M JIOTUYECKUX CeTed pas-
paboTaHa B OJHOM 00BEME;

- TECTHpPOBaHHUE,

- 9K3aMeH 10 MOJYJIIO,

- DKCIIEPTHOE  HaOII0-
JCHUC BBITIOJIHCHU A
MPaKTUYECKUX padoT,

- OIIEHKA peIICHHs CH-
TYallMOHHBIX 337134,
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- pacyeT W YCTaHOBKAa CHEIHATH3UPO-

BaHHOTO 00OpyHOBaHMs Jsi obecre-
YEeHUSI MAKCUMAJIbHOH 3alUIIICHHOCTH
CETEBbIX 3JIEMEHTOB M JIOTHYECKUX
ceTeil BBHIMOIHEHBI B COOTBETCTBUU C
OTpacieBbIMHU CTAaHAAPTAMU;
YCTaHOBKa M HACTPOMKa CpEICTB 3a-
IIUTHl ONEPAIMOHHBIX CUCTEM, UH(O-
KOMMYHUKAIIHOHHBIX CHCTEM M CeTel
CBSI3W BBINIOJTHEHA B COOTBETCTBUU C
OTpPAaCJIEBBIMH CTaHAPTAMHU;
KOH(QHUTypHpOBaHUE  aBTOMATH3UPO-
BaHHBIX CHCTEM M HH(OPMAIOHHO-
KOMMYHHUKAITHOHHBIX CETEH OCYILIEeCT-
BJIICHO B COOTBETCTBHH C IOJMTHUKOW
UHPOPMALIMOHHON 0e30MacHOCTH U
OTpPAaCJIEBBIMH CTaHAPTAMHU;

0a3bl TaHHBIX MAaKCUMAJILHO 3allMIIe-
Hbl TP TIOMOIIM CIEIHATU3UPOBaH-
HBIX IPOTPAaMMHBIX TPOAYKTOB;
pecypcbl  MHGOKOMMYHUKALMOHHBIX
CeTel M CUCTEM CBA3M MaKCHMAJIbHO
3alIUIIEHBl  KPUNTOTPapUUECKUMU
METOJIaMH.

- OIlcHKa TIporecca H

pE3yAbTATOB  BBIIOJI-
HEHUsI BHJOB padoT
Ha TPaKTHKE.

OK 01 Beibupars crocoObl
pemieHust 3aaa4  mpodeccuo-
HAJIBHOW JICATEIIbHOCTH, TPH-
MCHUTCJIIBHO K Pa3JIMYHbBIM
KOHTEKCTaM.

00OCHOBAaHHOCTh ITOCTaHOBKH IICITH,
BBHIOOpPa M TMPUMEHEHHS METOJIOB H
croco0oB perieHus: mpoheccruoHalb-
HBIX 3a71a4;

aJiekBaTHasi OIICHKAa W CaMOOICHKA
9 (HEKTUBHOCTH U Ka4eCcTBA BBIMOJ-
HEHHsI TPO(PECCHOHAILHBIX 3a/1a4.

OK 02 OcyuiecTBasiTh MOUCK,
aHaJIM3 ¥ UHTEPIPEeTALNIO0 HH-
dbopMmaruu, He0OXOIUMOM st
BBITIOJIHEHHUS 3a1ad  mpodec-
CHUOHAJIbHOU JIEATENBHOCTH.

HCIIOJIb30BAHUC PA3JIMYHBIX HUCTOYHH-
KOB, BKJIIOYAst 3JICKTPOHHBIC PECYPCHI,
Menuapecypcsl, HHTepHET-pecypcehl,
NePHOANYCCKUE H3JaHUS IO CIICIH-
QTBHOCTU JIs pelieHus npodeccro-
HAJIbHBIX 3a/1a4.

OK 03 IInanupoBaTh U peaiu-
30BBIBaTh COOCTBEHHOE IIPO-
(deccruoHaabHOE U TUYHOCTHOE
pa3BUTHE.

JIEMOHCTpaIMs OTBETCTBEHHOCTH 3a
NPUHSTHIC PEIICHHS;

000CHOBaHHOCTb CaMOAHAJIN3a U KOp-
peKIMs pe3ylbTaToB COOCTBEHHOM
paboThI.

OK 04 PaboraTh B KOJICKTH-
BE M KoOMaHzae, 3>(PPEeKTHBHO
B3aMMOJEUCTBOBATh C KOJIIe-
ramM, PyKOBOJICTBOM, KITHMEH-
TaMH.

B3aMMOJICHCTBHE C OOyYarOIUMUCH,
NpernoIaBaTe/IIMA U MacTepaMH B XO-
ne OOY4YCeHHS, C PYKOBOJIUTEISIMH
yueOHOM U TPOU3BOJACTBEHHOW MpaK-
THK;

00OCHOBAaHHOCTb aHAJIM3a PabOTEHI
YJICHOB KOMaH/IbI (TTOTYNHECHHBIX ).

- MHTepOpeTanus  pe-
3y/lbTaToOB Halro/Ae-
HUH 3a JeITEeIbHO-
CThIO O00YYaromerocs
B IIPOLIECCE OCBOCHUS

o0Opa3oBaTeNnbHOI
IPOTPaMMBEI,
- DKCMIEPTHOE  HAOIIO-

JeHUEe U OLEHKa Ha
MPaKTUYECKUX 3aHs-
TUSX, TPHU BBIMOJIHE-
HUU paboT mo y4ed-
HOM W TIPOU3BOJCT-
BEHHOU MPaKTUKAM;

- BK3aMEH MO0 MOJYJIIO.
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OK 05 OcymiecTBasiTh yCT-
HYI0 U IIUCBMEHHYIO KOMMY-
HUKAIMI0O Ha TOCYAapCTBEH-
HOM SI3bIKE C Y4Y€TOM OCO-
OEHHOCTEH COIMAIBHOIO U
KYJIBTYPHOT'O KOHTEKCTA.

- IpaMOTHOCTh YCTHOM W THMCbMEHHOMH
peuu;

- SCHOCTb (POPMYJIHPOBAHUS U H3JI0XKE-
HUST MBICJICH.

OK 06 IIposBisaTe rpaxnaH-
CKO-IIaTPUOTUUYECKYIO TO3H-
LIHIO, JIEMOHCTPHPOBATH
OCO3HAaHHOC IIOBCACHHC Ha
OCHOBE TPAJMIIMOHHBIX 00-
IIEYEIOBEUYECKUX IIEHHOCTEH,
MPUMEHATHh CTaHJAAPThI aHTH-

- coOirofieHre HOPM TOBEJEHUS BO Bpe-
Msl Y4eOHBIX 3aHATUH M NPOXOXKIACHUS
y4eOHOW M TPOW3BOJCTBEHHOW TIIpaK-
THUK.

KOpPpYNLIMOHHOTO  IOBEJe-
HUSL

OK 07 ConeiictBoBaTh €O- | - 3()()EKTUBHOCTH BBIMOIHEHHS IPABHI
XPaHEHUIO okpyxatomeid | Th Bo Bpems y4eOHBIX 3aHATHH, MPHU

Cpenbl, pecypcocOepexeHUIO,
3¢ PeKTUBHO IEHCTBOBATH B
YPE3BBIYANHBIX CUTYALMX.

IPOXOXKJICHUN Y4eOHOH M MPOU3BOICT-
BEHHOU MPAKTHK;

- 3HaHWE M HUCIOJIL30BaHUE pecypcoche-
peramoIux TeXHOJIOTUH B 00JIacTH Te-
JIEKOMMYHUKALIU.

OK 08 Hcnosnb3oBath cpen-
cTBa (hpU3MUECKON KYJIBTYpHI
JUI COXpaHEHHs] U YKperuie-
HUSL 30pOBbS B IIpoliecce
npo¢ecCuoHATBHON nesi-
TEIBHOCTH U TOJACpPKaHUE
HEOOXOIUMOTO ypOBHA (u-
3UYECKOW  MOATOTOBJIEHHO-
CTH.

- 3((EeKTUBHOCTh BBITIOJIHCHHS TIPABHUI
TH Bo BpeMsi y4yeOHBIX 3aHATHHA, NpU
MPOXOXKACHUH Y4eOHOM M TPOU3BOICT-
BEHHOU IPAKTHUK.

OK 09 Hcnonws3oBaTh HH-
(bopMaIoHHbIE TEXHOJIOTHU
B MpodecCHOHAIBHON Jes-
TEJILHOCTH.

- 3(QQEKTUBHOCTh HCIOJb30BAHUS HUH-
(opMaLOHHO-KOMMYHUKALIMOHHBIX
TEXHOJIOTUH B MPO(ECCHOHANBHOM aes-
TEJIBHOCTU  COIVIACHO (P OPMUPYEMBIM
YMEHUSAM M IIOJIy4aeMOMY IIpaKTHYe-
CKOMY OIIBITY.

OK 10 Ilonb3oBaThecs mpo-
(dheccroHaIbHON JTOKYMEHTa-
LMEH HA IOCYIapCTBEHHOM U
MHOCTPAHHOM SI3BIKE.

- 3¢(eKTUBHOCTH HCIIOJIb30BAaHUS B MPO-
(dbeccHOHATBHOW JIeATETbHOCTH HE00-
XOAUMOM TEXHUYECKON JOKYMEHTALIUH,
B TOM YHCJIC Ha aHTJIUMCKOM S3BIKE.
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Perucrpanus usmMeHeHuil B padoydeil mporpamme

/o

YueOHBbIit
roja

Conepxxanre M3MEHEHHI

[Ipenona-
BaTCJ1b

Pemenue
I[IAKJIOBOW KOMHCCHUU
(Ne mpotoxkona,
nata, moanuck [T11K)
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