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1. IlepedyeHb KOMIIETEHINI U MHANKATOPOB MX A0CTHKEHHS
ITponecc n3yueHns QUCHMIUIMHBI HAPaBJIeH Ha (JOpMUPOBAaHUE CIEAYIOMINX KOMIIETCHIMMI!

Konun Konx n HaumeHoBanue
[IpenmecTByromnme Tarbl
HauMEHOBaHHUE MHJMKATOpa JOCTHKEHUS Oran
o (c ykazaHueM JUCLMILINH)
KOMIIETEHIIUH KOMIIETEHIUI
IK-1 — MK-1.1 3Haer IIPUHLIATIIBI OcHoBbl Teopun neneit (1 sram),
Cnocoben K [IOCTpPOCHUSI U PAOOTHI CETH CBS3H, BBenenne BO  ONEparMOHHYIO
PKCIUTyaTalliy  [POTOKOJIOB oOMeHa MH(opmaimen cucremy UNIX (2 stan), [1akers
u Pa3BUTHUIO |1 CUTHAIM3ALMM, UCIOJIb3YEMBIX B NPUKIATHBIX IporpaMM (2 stam),
CETEBBIX CEeTSIX CBSI3M, CTaHAAPTHl KayecTBa SI3blku  mIporpaMmupoBanus (2
1atopm, reperayy JaHHBIX U roJioca, JTarn), DnemMeHTHast 0aza
cucreMm u cereit IIK-1.5 Vmeer »skcrtyaTupoBathb TEJIEKOMMYHUKAIIMOHHBIX
rnepenayn 0o00Opy/lOBaHWE  KOMMYTAIIHOHHOM cucteM (2 sram), CxeMoTeXHUKa
TTAHHBIX [10ICHCTEMBI, COITYTCTBYIOLIETO TEJIEKOMMYHUKAMOHHBIX
000py10BaHUS u CETEBBIX YCTPOWCTB 2 JTan),
matGopwm; BolunicnuTenbHas TEXHUKH U
IK-1.6 Buiageer HaBBbIKAMU MH(OPMALMOHHBIE  TEXHOJIOTUH
pa3pabOTKH CXEMbl OpraHU3aluu (2 osram), OCHOBBI MOCTPOEHUS
CBSI3M, MOCTPOCHMSI U PaCIIUPEHUS MH(OKOMMYHUKAITMOHHBIX
KOMMYTAallHOHHOM TIOJICUCTEMBI U cucteM u cereit (3 aram), Teopus
CeTeBBIX  IIAaTGopM, HaBBIKAMH CBSI3U 3 aTan),
paboTel ¢ 0a3aMM JAaHHBIX U Kommyrannonusie cuctembl (3
aJIMUHHUCTPUPOBAHUS 3 bran), Hampasinsitomue cuctemsl
000py/lOBaHUS  KOMMYTAllHOHHOM anektpocBsizu (3 ortam), bass
[1OJCUCTEMBI. aHHBIX B TEJIEKOMMYHUKALIUAX

(3 JTarn), Cucrembl
CHUTHAJIM3AlUU B CETAX CBs3H (3
dTarn), ApxuTektypa
TEJIEKOMMYHHUKAIIMOHHBIX CeTel
(3 oram), CeTu H CHCTEMBI
PaIOCBSI3H (4 JTamn),
[IpoTokonsl 1 uHTEpENCHI
TEJIEKOMMYHHKAIIHOHHBIX

cucteM (4 oram), CereBble
TEXHOJIOTUU BBICOKOCKOPOCTHOM
nepeaadyd  AaHHBIX (4 9Tan),
TexHoNmOTHM TPaHCHOPTHBIX
cereii (4 oram), becnpoBoaHbIe
TEXHOJIOTUU TIepeiaddl JTaHHBIX
(4 oram), CeTH H CHCTEMBI
MOOMJIBHOM CBsI3U (4 ATam).

®opma(bl) MPOMEKYTOYHON aTTECTALMU MO JUCIUILTUHE: 3K3aMeH (9 cemecTp)

2. Iloka3arejn, KpUTEPUHU U IIKAJIbI OLEHUBAHUSI KOMIIETEeH M i

2.1 Tlokazarenem OIICHUBAHMS KOMIIETCHIIMM Ha »3Tame HuXx (1)OpMI/IpOBaHI/I$I IIpu MU3YyUCHUHN

JUCHUIUINHEI SABJICTCA YPOBCHb UX OCBOCHHU.

[Ixana
OIIEHUBaHUI

Pe3ynbpraThl 00ydeHus

JleckpunTopsl ypoBHEN
OCBOEHUS KOMIIETEHIINI

ITIK-1 — CnocofeH Kk 3KCNJIyaTaAlluM U Pa3BUTHIO CeTEBBIX IIaT(OPM, CUCTEM U ceTel
nepesayu JaHHbIX

Huskuii TMK-1.1 3Haer TPUHIUTIBI 3HaevT OCHOBHBIC METOJIbI  MOCTPOCHHUSI

(ILOPOTOBBIif) MOCTPOCHHUS U PabOThI CeTH CBSI3H, CETCH IIEpeNadn JaHHBIX, MX CTaHIAPTHI,

YpOBCHD POTOKOJIOB 0OMeHa HH(pOpMaIuei u MPOTOKOITEL. DopMynHpyeT  TIOHSTHE
CHTHAIM3AIMKM, HUCIOJIb3YEMbIX B |CETEBOH CITy)KObI, UX BH/IbI 1 HA3HAYCHUE.




CCTAX CBA3U, CTaHAAPTHL
Nnepcaadn JaHHBIX U I'0JIOCA;

KadyeCTBa

IIK-1.5 VYwmeer »skcruyaTupoBaTh
obopynoBaHue KOMMYTaIlMOHHOU
[10ICCTEMBI, COITYTCTBYIOIIETO
000pYIOBaHUS U CETEBBIX IIATHOPM;

YMeEEeT  yCTaHaBIMBaTh  OINEPALUOHHYIO
cucremy  Windows,  BBINOJHATH  ee
HACTPOWKY, CO3JaeT JIOMEHbI, HaCTPauBaeT
KOHTpOJUIEpHl  AoMeHa, ciayx0bs1  DNS,
DHCP, HactpamBaer oOmmii moctym K
nankam — u ¢aiinam. [ToaxmouaeT
000pyTI0BAaHUE K CETH.

IK-1.6 Bnaneer HaBBIKAMU
pa3pabOTKU  CXEMbl OpraHu3aluu
CBSI3U, IMOCTPOCHHSI W PACHIMPEHHUS
KOMMYTAIIMOHHON  TOJCHCTEMBI |
CeTEeBBIX  IUIATGOPM,  HaBBIKAMH
paboTel ¢ 0a3aMu  JIaHHBIX W
aJIMUHUCTPUPOBAHUS 000PYIOBAHHUS
KOMMYTAIIMOHHOM TI0JICHCTEMBI.

Biageer HaBbIKaMU CO3JaHUSI TEXHUYECKON
TOKYMEHTAaIIU! Ha o0opynoBaHue,
HAaCTPOWKHU ONEPALMOHHON CUCTEMBI U CETH
nepesadyy JaHHbIX.

Cpenunit
YPOBEHB

IK-1.1 3Haer TPUHIUITBI
MOCTPOEHHUsT W pabOTHl CETH CBSI3H,
[IPOTOKO0JIOB 0OMeHa uHpopManuei u
CHUTHAIM3ALMN, HCIOJB3YeMBIX B
CeTAX CBSI3M, CTAHIAPTHl KadecTBa
nepeayy TaHHBIX U TOJIOCA;

3HaeT OCHOBHBIE METOJbl IOCTPOECHMS
ceTeil mepenayd JaHHBIX, UX CTaHIApTHI,
MPOTOKOJIBI. dopmynupyer MOHSTHE
CeTeBOM CIyXObl, UX BHUJIBI U Ha3HAUYCHHUE.
3HaeT OCHOBBI MPOPUIAKTUYECKOTO
oOcinyxuBaHusl cered M 000pydOBaHMS,
STarbl MOMCKa u yCTpaHEeHHUs
HEHCIIPAaBHOCTEN B HUX.

IIK-1.5 VYwmeer »KcruryaTHpoBaTh
00opynoBaHUE KOMMYTaIMOHHOM
[MOJICUCTEMBI, COITYTCTBYIOIIIETO

000pYyIOBaHUS U CETEBBIX TUIAT(POPM;

YMeeT  yCTaHaBIIMBaThb  ONEPALMOHHYIO
cucremy ~ Windows,  BBINOJHATH  ee
HACTPOWKY, CO3MaeT JIOMEHBI, HACTPaHBaET
KOHTpOJUIEphl  JoMeHa, ciykObr  DNS,
DHCP, wnactpamBaer oOmwMii 1IOCTYNm K
nankam W (aittam. Bemonuser Gosee
TOYHYIO HACTPOUKY OTIEpPAllMOHHOU
cucteMbl U cereBbix ciyx0. Ilonkmiouaer
o0opynoBaHue K ceTH. MOXKET OmpenensTh
POCThIE HEUCHPABHOCTH B CETH W
WCIPABIIATH UX.

I1K-1.6 Biazeer HaBBIKAMU
pa3pabOTKH  CXEMBbl  OpraHu3aluu
CBSI3M, TOCTPOCHHUS M PACHIUPCHHS
KOMMYTAIIMOHHOW  IOJCHCTEMBbI W
CeTeBBIX  IUIAT(HOPM,  HABBIKAMHM
paboTel ¢ 0a3aMM  JaHHBIX H
aJIMUHUCTPUPOBAHUS 000PYIOBaHUS
KOMMYTAIIMOHHOM TIOJICHCTEMBI.

Brnaneer HaBBIKAMM CO3aHUSA TEXHUYECKOM
TOKYMEHTAITUN Ha obopynoBaHue,
HACTPOMKHU ONEPAIMOHHOM CUCTEMBI M CEeTH
nepepaun  AaHHbIX. Cosmaer rTpaduk U
TEXHUYECKYIO JOKYMEHTAIUIO
npoPUIaKTHIECKOTO 00CTYKUBAHUS.

Bricokuii
YPOBEHb

MK-1.1 3HaeT TIPUHITUITBI
MOCTPOCHHUSI M PabOThl CETH CBSI3H,
MPOTOKOJIOB 0OMeHa uHpopmaIuen u
CUTHANTU3allid, HCIONb3YyEMBIX B
CeTSIX CBSI3U, CTaHAApPTHl KadecTBa
repenavyu JaHHBIX U T0JIOCa;

3HaeT OCHOBHBIE METOJbl IOCTPOEHUS
ceTell mepenayd JaHHBIX, UX CTaHIAPTHI,
IPOTOKOJIBI. dopmynupyer HOHATHE
ceTeBOM CIyXObl, MX BHJIbl U Ha3HAYECHHUE.
3Haer OCHOBBI PO(UITAKTUIECKOTO
oOcimyxuBaHusi cetei M 000pyIOBaHHUA,
STaIlb HOUCKa u yCTpaHEHUs
HEUCIIPaBHOCTEN B HMX. 3HAET MOPSAIOK
[OMCKAa M YCTPAHEHUS HEHUCIIPaBHOCTEU
Pa3HOTUITHOTO o0opynoBaHus u
oQopMIICHHS JOKYMEHTAIHH.




IIK-1.5 VYmMeer »kcrulyaTMpoBaTh [YMEET  yCTAHaBIMBAaTh  OIEPALMOHHYIO
obopynoBaHue KOMMYTAallMOHHOH |cuctemy  WiIndows,  BBINOJHATH — e¢
[10JICUCTEMBI, COIYTCTBYIOIIETO [HACTPOWKY, CO3MAET JOMEHBI, HaCTPauBaeT
000pY/IOBaHUS U CETEBBIX IIATHOPM; [KOHTPOJUIEPHI JOMeHa, ciy:kOpl  DNS,
DHCP, wnactpamBaer oOmmii xocTym K
nankam u ¢aitiam. Bremmonaser Gonee
TOYHYIO HaCTPOUKY OIEPALMOHHON
CHCTEMBI U ceTeBbIX Ciyx0. [lomkmouaer
o0opynoBaHue K ceTH. MOXKeT OIpenessiTh
1r00bIe HEUCIPaBHOCTU B CETU W
UCTIpaBiIATh uX. lIpoBoauT mpoduiaakTuky
000pyIOBaHUs, ONEPAMOHHONW CHUCTEMBI U

CETH.
I1K-1.6 Bnaneer HaBbIKaMM [BiazieeT HaBbIKAMHM CO3JAaHUS TEXHUUYECKOM
pa3pabOTKM CXeMbl OpraHU3alud |TIOKYMEHTAIHH Ha obopynoBaHue,

CBSI3U, TOCTPOCHHUS M PACHIMPEHHS [HACTPOWKH OMEPAIIMOHHONW CHUCTEMBI U CETH
KOMMYTAIlMOHHOM TOJCUCTEMBI | |[nepenadn naHHbix. Co3maer rpaduk u
CEeTeBBIX  IUIATGOpPM,  HABBIKAMH [TEXHUYECKYIO JIOKYMEHTAIUIO
paboTel ¢ 0azaMM  JaHHBIX U [IPOPUIAKTUYECKOTO 00CITy’)KHBaHUA.
aMUHUCTpUpPOBaHUs 000pynoBanust [OdopmiIsieT 3assBKM Ha HEHUCIPABHOCTH M
KOMMYTAIIMOHHOM TIOJICUCTEMBI. odopmitsieT JIOKYMEHTAIIHIO 1o
e3y/IbTaTaM yCTPaHEHWU HEUCTIPABHOCTEM.

2.2 Tabnuira COOTBETCTBUS PE3YJIbTATOB MPOMEKYTOUHON aTTECTAIMH 10 AUCIIUIUTHHE YPOBHIO
sTana GOPMUPOBAHKS KOMIIETEHITUN

IMxama Kon nnpmxatopa YpoBeHb OCBOEHHUS
dopma KOHTPOJIS JIOCTHKEHUS
OIICHUBAHUS . KOMITETEHITHU
KOMITETEHITH I
3ager no IIK-1.1 HU3KHAMN
1a00paTOPHBIM 3auér I1K-1.5 CpeTHUM
pabotam I1K-1.6 CpeIHUM
IIK-1.1 HU3KHAHN
Y 10BIETBOPUTEIHHO [IK-1.5 CpeTHUIA
I1IK-1.6 HU3KHAHN
[IK-1.1 CpeTHUM
DK3aMeH Xoporo I1K-1.5 CpeIHUI
[IK-1.6 CpeIHUI
I1K-1.1 BBICOKHI
OTINYHO [IK-1.5 CpeIHUI
I1K-1.6 BBICOKHI

3. MeToanyeckne MaTepUaJibl, ONpeaesIiomue NpoueIypbl Ol eHUBAHUS

[lpouecc oneHuBaHWS 3HAHWH, YMEHWH, HABBHIKOB ¥ (WJIM) OIBITa JESATEIHHOCTH,
XapaKTepU3YIOIMX dTarbl (OPMHUPOBAHHMS KOMIETEHIIMH, MPEACTaBICH B TaOmUIax 1o ¢dopMam
oOyueHus:

OneHo4yHslie

Tumn 3anaTHS Tema (pa3nmeun) cpeacTBa

ITIK-1.1 3naeT NpUMHUMIIBI IOCTPOEHHUA U PAGOTHI CeTH CBSA3H, IPOTOKO0JIOB 00MeHa
HH(pOpMaNeH M CHTHAJTU3AMH, HCII0JIb3YEeMbIX B CeTAX CBS3HM, CTAHIAPTHI KayecTBa
nepegayy JaHHbIX U roJ1oca

BBenenue B aIMUHUCTPUPOBAHUE
DK3aMeH
MH()OKOMMYHUKAITMOHHBIX CHCTEM
Jlexius v
AnmunaucTpupoBanue IBM u nepudepuitnoro
DK3aMeH
000pyIOBaHUS




AJZIMUHHCTpUpPOBaHUE onepanuoHHoi cuctembl Windows DK3aMeH
AJMHUHUCTpUPOBAHHE KaOEIbHBIX CUCTEM OK3ameH
AJIMHUHUCTPUPOBAHHUE CETEBBIX CIIYyXKO Ha Oaze
9 . OK3amMeH
onepannonHoit cucrembl Windows Server
AJMUHUCTPUPOBAHHUE OE30I1ACHOCTH K3aMCH
H(POKOMMYHUKAIIMOHHON CHCTEMBI
Oruer 1o
Kondurypuposanue onepanuonHoit cucrembr Windows 10 | nabopaTtopHoii
pabote
Otuer 1o
JlabopaTopHas . . .
baboTa [ToaxmroueHne u HacTpoiKa OECTIPOBOAHON CETH nmabopaTopHOr
pabote
Otuer 1o
Hacrtpoiika nmapaMeTpoB MEKCETEBOr0 dKpaHa nabopaTopHOi
pabote
[IpopaboTka nexiuit DK3aMeH
Otuer o
Kondurypuposanue oneparnonHoit cucremsr Windows 10 | nabopaTtopHoii
pabote
Oruer o
CamocTosTenbHast . . .
baboTa [ToaxmroueHne U HacTpoiKa OECTIPOBOAHON CETH nmabopaTopHOH
pabote
Ortuer no
Hacrtpoiika mapaMeTpoB MEXCETEBOTO 3KpaHa nabopaTtopHOit
pabote
[ToaroroBka K 3K3aMeHy DK3aMeH

IIK-1.5 YMmeeT 3kcmiiyaTupoBaTh 000py/10BaHHE KOMMYTAIlHOHHOM MOACUCTEMBI,

CONMYTCTBYKIIETr0o 000PYI0BAHUSA U CETEBBIX IJIATHOPM

JlaGopaTopHas
paboTta

Koundurypuposanwue onepannonnoi cucremsr Windows 10

Ortuer no
nabopaTopHO
pabote

[ToaxmroueHre 1 HacCTpOKa OECTIPOBOTHOM CETH

Ortuer no
nabopaTopHO
pabote

HacTpoiika mapameTpoB MeXCETEeBOTO SKpaHa

Ortuer no
nabopaTopHO
pabote

CamocrosiTenbHas
paboTta

Kondurypuposanue onepannonnoi cucremsr Windows 10

Ortuer no
nabopaTopHO
pabote

[ToaxmroueHre U HacCTpOMKa OECIIPOBOIHOM CETH

Ortuer no
nabopaTopHO
pabote

HacTpoiika mapamMeTpoB MEXCETEBOTO SKpaHa

Ortuer no
nabopaTopHO
pabote

Iloaroroeka k 9K3daMCHY

OK3aMeH

IT1K-1.6 Biageer HaBbIKaMu pa3padoTKH cXeMbl OPraHU3ALMHU CBSI3U, NOCTPOCHUS U
paCIIMPEeHUs KOMMYTAMOHHOM MOJACHCTEMBI H CeTeBBIX IIaT(OPM, HABBIKAaMHU PadoThI C
0a3aMM JAHHBIX H AIMHHHCTPUPOBAHNSA 000PY10BAHUSI KOMMYTAIMOHHOMN MOJACHCTEMBI

AnmunucTpupoBanue IBM u nepudepuiinoro

Jlexnun DK3aMeH
000pyI0BaHUS

JIaGopaTopHas Ortuer no

pa60Tpa b Kon¢urypuposanue oneparpiontoit cucremsl Windows 10 | mabopaTopHoii

pabote




Ortuer no
[TonkmroueHue 1 HaCTpoOKiKa OECIIPOBOIHON CeTH nabopaTopHOI
pabote
Ortuer no
HacTpolika napameTpoB MEKCETEBOr0 dKpaHa 1abopaTopHO
pabore
[TpopaboTka neKIuit DK3aMeH
Ortuer no
Kondurypuposanue onepanuonHoit cucremsr Windows 10 | nabopaTtopHoii
pabote
CamocTrosTenbHast Otuer 1o
paboTa [ToaxmroueHne u HacTpoiiKa OECTIPOBOAHON CETH nabopaTopHOU
pabote
Otuer no
HacTtpoiika nmapaMeTpoB MEKCETEBOr0 dKpaHa nabopaTopHOi
pabote
[loaroToBKa K 3K3aMeHy OK3amMeH

4. TunoBble KOHTPOJILHbIE 3a1aHUSA
[IpeacraBuTh OAMH NpUMeEp 3aJaHUSA 110 KaKIOMY TUITY OLIEHOYHBIX CPEJICTB JUIS KaXKI0M1
KOMITIETEHIINH, POopMHUpPYyEeMOM JaHHOMN TUCHUIUIMHOM.

IIK-1 — CnocoleH K 3KCIUIyaTallud M Pa3BUTHIO ceTeBbIX NIJIaT¢GopM, cHCTeM M ceTeil
nepesaym JaHHbIX

1. 3aganue Ha IK3aMeH:

1.1 Jlate monsTue agmunuctpaTopa. Ero ¢pyakuun CnyxObl aIMUHUCTPUPOBAHUS U UX 3a/1a4H.
[TonsiTne HGOPMAIMOHHBIX CUCTEM U UX BH/IBI.

1.2 Hasnauenne mnpotokosa DHCP. O6nacte ero wucnonws3oBanms. [lponemypras
XapakTepucTHKa Bbiaun |P-anpeca.

1.3 INonp30BaTesb HE MOXKET 3arPy3HUTh CaiT Mo aapecy: http://www.cisco, o mo IP-aapecy caiit
3arpyxaercs. OnpenenTuTh BO3MOXKHBIE TIPUYUHBI TAHHON HEWCIIPABHOCTH U MPEIUIOKHUTH BO3MOXKHBIE
MyTH €€ YCTPaHCHMSL.

2. 3ananue Ha JjabopaTopHylo padory Nel, 2, 3:

2.1 BriIrouuTh KOMIIBIOTEP M 3aIlyCTUTH onepanuonnyio cucremy Windows Server 2016.
2.2 3anyctuth nporpammy «Hyper-V Manager.

2.3 BHUMAHME! Y6enurcs, uto y BupTyanbHoi Mamunbl WS1 ciemana craproBas
KOHTpPOJIbHAs TOYKA.

2.4 3anycTuth BUpTyanbHyto MamuHy WS1.

2.5 U3yunts MeHmo «Ilyck».

2.6 Uzyuuts «llanens 3agau».

2.7 U3yuuts padoty ¢ Jucneruepom 3amauy».

2.8 Uzyuuts pabdoTy ¢ «IIpoBogHUKOM.

2.9 U3yuuts «llanens ynpaBiaeHus».

2.10 N3yunTh HACTPOUKH ONEPALMOHHOMN CUCTEMBI Yepe3 aIMUHUCTPUPOBAHUE.

2.11 U3yunts paboTy B KOMaHAHOM CTpPOKE.

3 3agaHue M0 caMOCTOSATEILHOI padoTe
Odopmuts oTuer mo mnaboparopHoil padotre Nel, 2, 3 B COOTBETCTBHMU C TpPeOOBAHUIMHU
COJICpKAHUS:
3.1 TurynpHBI JUCT.
3.2 llens paboThI.
3.3 OcHoBHOE 060pyI0BaHUE.


http://www.cisco/

3.4 CKpUHIIOTHI MOATBEPKAAIOIINE BHIMIOJHEHUE 3aJaHUI pa3jiena 5 ¢ 3alaHueM.
3.5 OTBeTHI HA KOHTPOJIBHBIE BOIPOCHI.

5. BaHK KOHTPOJIbHBIX 32IaHUH M HHBIX MATEPHUAJIOB, HCI0JIb3YEeMbIX B Npolecce Npoueayp
TeKYLIero KOHTPOJISA U MPOMEKYTOYHON aTTeCTAlNHU

[IpencrarieH B 3MeKTpOHHOM HH(DOpMAIMOHHO-00pa3oBaTenbHO cpeae mo URI:
http://www.aup.uisi.ru
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