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1. IlepeyeHb KOMNETEHIUI U HHAUKATOPOB UX J10CTHKEHUS
[Ipouecc n3yyueHus: AUCUUILIMHBI HAIIPaBJieH Ha GOpMHUPOBAHUE CAEAYIOIIUX KOMIIETEHIIHI:

Kon u

HaMMCHOBAHUC
KOMIICTCHII N

Kon 1 HanMeHOBaHME UHIUKATOPA JOCTHKEHUS
KOMIIETEHIIU U

[IpenmecrtByromue
Otan | 3Tansl (C yKazaHUEeM
JTUCITUTIIINH )

OIIK-3.
CrocobeH
HpI/IMeH}ITB
XpaHEHHUs,
00paboTKH,

dHaJIi3a U

TpedyemMom
dbopmate

PA3IMYHBIX

0a3 JaHHBIX,

TpeOoBaHUs

METO/JbI ITOUCKA,

IMPCACTABJIICHUA B

nH(pOpMaLUU 13
MCTOYHHUKOB U

co0uro1ast mpu
TOM OCHOBHBIC

nH(pOPMaIMOHHO
i1 6e3omacHOCTH

OIIK-3.5- Bnageer MeTogaMu ¥ HaBbIKAMHU 7 |-
obecrieueHrst THGOPMAIIMOHHON O€30MaCHOCTH

®dopMbl MPOMEKYTOYHOM ATTECTALNH 110 JUCIUILTHHE: 3a4ueT (7 cemectp),

2. Iloka3aTesiu, KPpUTEPUH U IIKAJIbI OLEHUBAHUS KOMIIEeTeH N
2.1 Tloka3zareneM OLIEHMBaHMUA KOMIIETCHLIMH Ha 3Tarne uX (HOPMUPOBAHHS HPU HU3YUECHUH
JUCITUTIITMHBI SIBJISIETCS] YPOBEHb UX OCBOCHMSI.

IIkama
OIICHUBaHUA

PesynbraThl 00yueHHs

JleCcKpunTopsl ypoBHEU
OCBOCHHUS KOMIIETCHIINNI

OIIK-3.5- Braneer MeTogamMu ¥ HaBbIKaMu oOecTieueHrs] HHHOPMAITMOHHONW 0€301TaCHOCTH

Hu3sknii
(moporoBbI
i) ypoBEHb

Cpenuuit
YPOBCHB

Biagerb. MeTOIaMU U HaBLIKAMU
obecrieueHrst ”HPOPMAITMOHHON
0€30IaCHOCTH

Bricokuit
YPOBEHb

HNmeet npencraBieHre 0 crmocodax 3aniuThl
uH(pOpMAaIlMM OT HECAHKIHMOHUPOBAHHOTO
JIOCTyTIa

Brnageer mOHATUHHBIM aIapaToM 3allHUThI
nHpopManuu.

CBo0OOHO BJIaJ€ET MOHATUIHHBIM
afnmapaToM 3aIUTHI uHpopManuu,
o0yajaeT HaBBIKAMH [0  OPTraHU3AIHUH
3alIUThl UHGOPMALUK B BBIYUCIUTEILHON
CeTH.




2.2 Tabnuua COOTBETCTBUS pE3YJIbTATOB IMPOMEXKYTOUHOH aTTecTaluyd M0 AUCHUIUINHE
YPOBHIO 3Tana (opMUpOBaHHs KOMIETEHLIUI

YpoBeHb
[Ixana Kon unnukaropa noctuxeHus
dopma KOHTPOJIS . OCBOECHHUS
OLICHUBAHUS KOMITETEHIINI
KOMIIETEHIIUHU
OBJIETBOPUTEIIBH .
A o p OIIK-3.5 HU3KUI
3auer _
XOPOIIO OIIK-3.5 CpEeITHHI
OTJINYHO OIIK-3.5 BBICOKUI

3. MeToauyeckune MaTepHuaJIbl, ONpeIe/solue NpoueIypbl OHeHUBAHUS

[Ipouecc oleHWBaHWs 3HAHUN, YMEHHWH, HABBIKOB U (WJIM) OMBITa JACSITEIHLHOCTH,
XapaKTepU3yIOINX 3Tanbl (GOPMHUPOBAHUS KOMIIETEHIUH, MpeAcTaBlieH B Tabiaumax mno gopmam
o0yueHus:

Tun 3anaTus Tema (pa3aen) OueHo4YHbIE CpecTBA
OIIK-3.5- Braneer MeTogamMu ¥ HaBbIKaMu oOecTieueHrs] HHHOPMAITMOHHONW 0€301TaCHOCTH
Jlextus KoMmmnekcusrii HOJIXO0I K obecnieuennio | KoHcriekT nexnuii

nH(pOpMaIMOHHOM 0€30MacHOCTH Huckyccun

3amuTa OT HECAaHKLHMOHUPOBAHHOIO JOCTyNa K
WHPOPMAIINU B KOMITBIOTEPHBIX CUCTEMAaX
Kpunrorpaduueckue METOIbI 3aIUTHI
uHpopmaruu

3amuTa OT BPEJOHOCHBIX IIPOrpaMMm

[IpakTrueckoe 3amuTa nHPOPMAIIUU C TTOMOIIBIO TTAPOJIS Ortuer no

3aHATHE HccnenoBanue crannapros 3amuTsl Wi-Fi ceteit [PaKTUYECKUM
AHanu3 ceTeBoro Tpaduka 3aHATUSAM
HccnenoBanue ys3BUMOCTEH CETEBBIX CITYKO Ha 3auer

npumepe OWASP Mutillidae u Metasploitable

CamocrosarenbHa | AynuT 0e30macHOCTH HH(POPMAITMOHHON CHCTEMBI Oruer 1o

s pabota MPaKTUYECKUM
3aHATUAM
3auer

4. TunoBble KOHTPOJIbHbIE 3aJaHUS
[Ipumepsl 3amaHus MO KaXIOMYy THUIYy OLIEHOYHBIX CPEACTB I KaXXIOW KOMIIETCHIIMH,
dhopMupyeMoii TaHHOM TUCIUTUTHHOM.

4.1 TunoBoe 3a1aHNe TUCKYCCHI 110 JMCIUILIMHE:
OIIK-3. Cnioco6eH pemarh CTaHaapTHBIE 33a4l TPO(PECCHOHATTEHON NeATETbHOCTH

Ha OCHOBE MH(OPMAIIMOHHON U 6ubIMorpaduyeckoit KyJIbTyphl ¢ TPUMEHEHHEM WH(POPMAIMOHHO-
KOMMYHHKAIIUOHHBIX TEXHOJIOTMM H C YYETOM OCHOBHBIX TpeOoBaHHI HH(DOPMALIMOHHOM
0e30macHOCTH

1. Kakum 06pa3om BO3MOKHO 3aIlIUTUTh IMAPOJIEM JIaHHBIE JIFOOOTO THIa?

2. Kak BO3MOXHO 3alIUTUTBCS OT KPaXXH JIMYHBIX M TEPCOHAIBHBIX JTaHHBIX
nocpencTBoM cHuGGuHra’?

4.2 Tunosoe 3a1aHue I NPAKTHYECKHUX 3AHATHHA MO TUCHHUILIAHE:




OIIK-3. CnocoOeH periats CTaHJapTHBIE 331a4H MPO(EeCCHOHANBHOMN e TeNbHOCTH
Ha OCHOBE MH(POPMAIMOHHOHN U OMOIMOTrpaduIecKoil KyIbTyphl ¢ TpUMEHEHHEM HH(POPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHH W C Y4YeTOM OCHOBHBIX TpeOOBaHMH WH(POPMALMOHHOM
0e301acHOCTH
1. Kakue ciocoObl ycTpaHeHHs! YSI3BUMOCTEH CeTeBBIX CITykO0 BbI 3HaeTe?

2. Kakum 00pa3oM BO3MOXKHO MCIOJIB30BATh OpaHAMAyd3pbl JUIsl 3alIUTHl OT aTaK Ha CETEBBIE
CITyKOBI1?

4.3 Tunosoe 3aaHue JJIs1 CAMOCTOATEJIbHOM padoTe Mo JUCIHHUIIMHE:
OIIK-3. CniocoOeH pemarh CTaHaapTHBIE 331a4i TPO(PECCHOHATTEHON NeATETbHOCTH
Ha OCHOBE MH(OPMAIIMOHHON U 6ubIMorpaduyeckoit KyJIbTyphl ¢ IPUMEHEHHEM HH(POPMAIOHHO-
KOMMYHHUKAIIUOHHBIX TEXHOJOTMM H C YYETOM OCHOBHBIX TpeOoBaHHI HH(POPMALIMOHHOM
0e30macHOCTH
1. Kakue cnocoObl yCTpaHEHUS YSI3BUMOCTEH CETEBBIX CITYXKO BbI 3HAETE?

2. KakuMm 00pa3oM BO3MOKHO HMCIOJB30BaTh OpaHIMay3phl I 3aIIUTHl OT aTaK Ha CETEBBIC
CITyX)O0Bb1?

5. BaHK KOHTPOJIbHBIX 32JlaHMH W HMHBLIX MATEPHAJIOB, MCNOJb3yeMbIX B Mpolecce
Npoueayp TeKylero KOHTPOJsi U MPOMEKYTOYHOM aTTecTAlUuU
bank mnpencraBnen B sokampHOM ceth kKadenpet MUCT wm  gocrymen mo URL:
http://www.aup.uisi.ru. TTocie aBropu3aiuu HEOOXOIUMO BBIOpATh ciaeayromui nyTh: \OOyueHue
\CT \®I'OC BO 3++ \ BeiOupaercst Hampasienue, mpoduib 00ydeHHs, Ha3BaHUE JUCIUILIHHEI,
YKa3aHHbBIC HA TUTYJILHOM JIUCTE



http://www.aup.uisi.ru/

OueHOYHbIE CPEACTBA PACCMOTPEHBI M yTBEPICHBI Ha 3acenanuy kadeapst UCT

15.05.2020 r IIporoxon Ne 9

3apeyromuii kadenpoii (paspaborymka) W J.B. Jlenucos

OOAIMUCh HHHULTHAJIBI, (l)aMHJIPDl

15.05.2020. r.



OreHOYHBIC CPEICTBA PACCMOTPEHBI U YTBEPKACHBI Ha 3acenannu kadenpsr MCT

15.05.2020 r ITpotokom Ne 9

3aBeayronuit kadeapoii (pazpaboTunka) J.B. lenucon

IO AITHUCH HWHUIIUAJIbI, q)aMI/IHI/IH

15.05.2020 I.
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